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Abstract

This paper presents an efficient identity-based key exchange protocol
based on the difficulty of computing a Elliptic Curve Discrete Logarithm
Problem. As compared with the previously proposed protocols, it has bet-
ter performance in terms of the computational cost and the communication
steps. Key exchange protocols allow two parties communicating over a pub-
lic network to establish a common secret key called session key to encrypt
the communication data. Due to their significance by in building a secure
communication channel, a number of key exchange protocols have been sug-
gested over the years for a variety of settings.The proposed key exchange
protocol provides implicit key authentication as well as the desired security
attributes of an authenticated key exchange protocol.
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1 Introduction

A key establishment protocol allows principals to establish a common key for en-
crypting their communications over an insecure network. A two-party key ex-
change (or agreement)protocol is used to establish a common session key for two
specified entities, in which both two entities contribute some information to de-
rive the shared session key. If three or more participants want to communicate
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securely over an insecure network,they may employ a conference-key establish-
ment protocol to compute a conference key [21]; Ingemaresson et al., 1982; [26]
[27]. [19] first proposed a secure key exchange protocol. However, it does not
allow two entities to authenticate each other, so their protocol requires an authen-
tication channel to exchange the public keys. According to technical categories of
authentication approach, key exchange protocols may be classified into a number
of categories: public-key-based key exchange protocols. A public-key based key
exchange protocol adopts public-key cryptographic techniques to achieve the pur-
poses of user authentication and key exchange. On the way of key management,
although the public-key-based key exchange protocol is better than password-based
key exchange protocol. However, on-line access to get and verify public keys from
a public key system in a network system is time-consuming. Moreover, it needs to
require extra efforts to maintain public-keys in a public key system . On the other
hand,an identity-based key exchange protocol can be regard as a variation of the
public-key based key exchange protocol. An identity-based key exchange protocol
is a protocol that uses users identity or some other information combined with his
identity as ones public key to achieve user authentication and key exchange. Thus,
a verifier does not verify the certificates of the public keys. Meanwhile, no on-line
system authority is required.

In this paper, we will propose a new identity-based key exchange protocol
based on the difficulty of computing a elliptic curve discrete logarithm problem.
It reduces both the computational cost and the communication steps as compared
to the previously proposed protocols.

Over the past years, many two-party authenticated key exchange protocols have
been proposed. However, to our best knowledge, not all of them can meet the re-
quirements of security and efficiency simultaneously.

The proposed key exchange protocol provides implicit key authentication as
well as the desired security properties of an authenticated key exchange proto-
col.The remainder of this article is organized as follows.

In Section3, we review briefly about various two-party key exchange proto-
cols. Sectiont describes security goals and attributes, seciionr new propose
identity-based key exchange protocol. The security analysis of the new protocol is
presented in Sectiofi In Section?, the performance comparison among the pro-
posed protocol and the previously proposed identity-based key exchange protocols
is presented. Sectidhgives our conclusions .

2 Background

In this section we brief overview of Elliptic Curve over finite field, Elliptic Curve
Discrete Logarithm Problem,Key exchange and Elliptic Curve Diffe-Helman(ECDH).



2.1 The finite field £},

Let p be a prime number. The finite field, is comprised of the set of
integerd), 1,2, ...p — 1 with the following arithmetic operations [1] [2]:

e Addition: If a,b € F), thena + b = r, where r is the remainder whent- b
is divided byp and0 < r < p — 1. This is known as addition modujo

e Multiplication: If a,b € F),, thena.b = s, wheres is the remainder when
a.b is divided byp and0 < s < p — 1. This is known as multiplication
modulop.

e Inversion: Ifa is a non-zero element iRy, the inverse of a modulp, de-
noteda 1, is the unique integer € F, for whicha.c = 1.

2.2 Elliptic Curve over F,

Letp > 3 be a prime number. Let, b € F, be such thata® + 276 # 0 in
F,. An elliptic curve F over F,, defined by the parametegsandb is the set of all
solutions(z, y), z,y € F, to the equation> = 23 + az + b , together with an
extra point O, the point at infinity. The set of poirfi§ F},) forms a abelian group
with the following addition rules [4]:

1. ldentity :P + O =0+ P =P, forall P € E(F,)

2. Negative : ifP(z,y) € E(F,)then(z,y)+(z, —y) = O, The point(z, —y)
is dented as -P called negative ®f

3. Point addition: LetP((x1,y1),Q(z2,y2) € E(Fp)thenP +Q = R €
E(F,) and coordinatea(s, y3)of R is given byxs = \? — z; — x5 and
Y3 = )\(xl — 1'3) — Y1 where)\ = 2=

To—T1

4. Pointdoubling : LeP(z1,y1) € E(K) whereP # —P then2P = (z3,y3)

3 2+ 3 2+
wherexz; = (%5, )% — 221 andys = (%55 ) (@1 — 23)-

2.3 Elliptic Curve Discrete Logarithm Problem (ECDLP)

Given an elliptic curve E defined over a finite fielt),a pointP € E(F},) of order
n, and a point) €< P > find the integel € [0,n — 1]such that) = [P. The
integerl is called discrete logarithm @ to baseP,denoted = log,Q [4].

2.4 Key exchange

Key exchange protocols allow two parties to agree on a secret shared secret key that
they can use to do further encryption for a long message. One of these protocols is
the Diffie-Hellman, which is the most used one. The Elliptic curve Diffie-Helman

is considered as an extension to the standard Diffie- Hellman.



2.5 Elliptic Curve Diffie-Helman

Elliptic curve Diffie-Helman protocol (ECDH) is one of the key exchange protocols
used to establishes a shared key between two parties. ECDH protocol is based on
the additive elliptic curve group. ECDH begin by selecting the underlying field
F(P) or GF(2%), the curveE with parameters a,b and the base pdht The

order of the base poir® is equal ton. The standards often suggest that we select

an elliptic curve with prime order and therefore any element of the group would
be selected and their order will be the prime numbef?]. At the end of the
protocol,the communicating parties end up with the same v&lwéhich is a point

on the curve.

3 Two-Party Key Exchange Protocol

Numerous Diffie-Hellman based authenticated key agreement protocol and au-
thenticated key agreement with key confirmation protocols have been designed to
add authentication (and key confirmation) to the Diffie-Hellman protocol; how-
ever,many have subsequently been found to have flaws. One of the well-known
authenticated key agreement (AK) protocol in the Diffie-Hellman family is MTI
protocol by Matsumoto, Takashima and Imai [5]. They designed three infinite
families of key agreement protocols to provide implicit key authentication in the
classical Diffie-Hellman key agreement protocol. However, the security analysis
against active adversary is only heuristic. Law et al. [6] pointed out flaws in the
protocols and presented an efficient authenticated key agreement protocol, often
called MQV protocol. The security analysis of MQV protocol against active ad-
versary is also heuristic. Both MTI and MQV family of protocols are certificate-
based. There are many ID-based key agreement protocols based on pairing. Scott
[7] proposed an ID based key agreement protocol where each user selects his own
personal identity number (PIN) and a trusted PKG issues each user an individual
secret associated with the identity of corresponding user. A value is calculated from
both the individual secret and PIN number and placed inside a hardware token. The
individual secret can be reconstructed from their memorized PIN number,identity
and token.Another ID-based authenticated key agreement was proposed by Smart
[24] that combines the idea of Boneh and Franklin [11] with the tripartite Diffie-
Hellman protocol of Joux [13]. The scheme uses weil pairing and requires all users
involved in the key agreement to be clients of the same PKG. The protocol allows
efficient ID-based escrow facility for sessions that enables low enforcement agen-
cies to decrypt messages encrypted with the session keys, after having obtained the
necessary warrants. Chen and Kudla [9] developed an ID-based authenticated key
agreement protocol more efficient than Smart’s protocol [24]. They have suggested
a mechanism to turn escrow off which can also be applied to Smart’s protocol [24]
(the escrow-free environment may be desirable for personal communications the
users wish to keep confidential even from the PKG). They also provided a modifi-
cation that allows key agreement between users under different PKGs.None of the
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two party key agreement protocols by Scott [7], Smart [24] and Chen and Kudla
[9] were broken, although heuristic arguments are adopted to prove their security
against active adversary. Shim citeS03 presented an ID-based key agreement pro-
tocol. However, Sun and Heish [10] showed that Shim’s key agreement protocol is
insecure against the man-in-the-middle attack. Another efficient ID-based authen-
ticated key agreement protocol was proposed by McCullagh and Barreto [17] that
can be used in either escrow or escrow-free mode. They also developed a scheme
for key agreement between clients of different PKGs. The scheme is twice as ef-
ficient as the scheme in [9] without pre computation. Later, Xie [12] pointed out

a flaw in it and removed this flaw by suggesting modifications for the protocol.
Recently, Choo [14] showed that both the scheme and its modified variant are not
secure if the adversary is allowed to reveal non-partner players who had accepted
the same session key. Jeong et al. [15]proposed three simple single-round two-
party key agreement protocols with detail security analysis in the security model
of [16]. A practical two party-key exchange protocol comply with the following
requirements.

1. The session key should be agreed by the communication parties instead of
being assigned by the server directly.

2. Except the password, no extra secret information should be needed - the
public key for example.

3. Computation and round efficiencies should be provided at the same time.

4 Security Goals and Attributes

In the past, some desired security goals and attributes have been identified for an
authenticated key exchange protocol [18] . In general, the importance of providing
these security goals and attributes is dependent on the applications. In the follow-
ing, we first describe two kinds of fundamental security goals. An authenticated
key exchange protocol should provide one of two kinds of security goals.

¢ Implicit key authentication. It means that each principal only shows the other
principal,who can compute the session key.

e Explicit key authentication. It means that a principal is assured that another
principal have actually computed the session key.

Although it is important to provide formal security proof on any cryptographic
protocols,key exchange protocols remain one of the most challenging research is-
sues. Until now, a provably secure two-pass authenticated key exchange protocol is
still an important subject of research [22]. The notion of provable security makes
several concrete security attributes to be presented as desirable.Several desirable
security attributes have been presented in the past literatures. We summary these
attributes as follows [25] a detail discussions):
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1. Known-key security: In each run of a key exchange protocol, two specified
entities should produce a unique session key. When an adversary has learned
some other session key produced by previous runs, the adversary is unable
to learn some other session key between the two entities.

2. Full forward secrecy: It means that if ones long-term private key is disclosed
to some adversaries, they can not learn the previous session key. So this
security goal makes the secrecy of previous session key not affected, even if
the long-term private key loss4 further distinction is that a single entitys
private key is compromised or the private keys of both participating entity
are compromised. The former is called half forward secrecy, and the latter is
called full forward secrecy.

3. Key-compromise impersonation. Assume that entifiesd B are two prin-
cipals. Supposels secret key is disclosed. Obviously, an adversary who
knows this secret key can impersonateo other entities. However, it is
desired in some situation that this disclosure does not allow the adversary to
impersonate other entities

4. Unknown key-share: When entitiégsbelieves the key is shared with some
entity C' # A, and A believes the key is shared wifh. The above scenario
can not be permitted. This scenario was first described in (Diffie et al., 1992).

5 New Identity-Based Key Exchange Protocol

Let A andB be two legal clients in the system who wish to establish a session key,
andsS be a trusted authentication server which chooses the system parameters and
generating key pair for each user.

In the setup phase, the authority chooses the elliptic céndefined over a
finite field F}, two field elements:, b € F,, which defined the equation of the
elliptic curveE overF, i.ey?> = z3+ax+binthe case > 3, whereda3+27b% #

0. Then, the authority possess a one-way hash funéiiorLet d is the number to
be randomly choose from the intenjal » — 1], computes the poi) = d - P

, WhereP and@ are group element iiv(F},). The key pair(d, @), in which the
private keyd and() is a public key, and publisheg, Q and?{. For each user, the
authority computeg = H(ID), wherel D is the identity string that may include
the name, e-mail address, birthday or physical description corresponding to the
user’s identity. Then, the authority chooses a random nurhlfierm the interval
[1,n — 1] and compute® = k- P as user’s Public key and= k+d-H(ID) as
the user’s Private key. That is, each legal useith the identity information/ D;
has a key paitR;, s;). Assumed that the usersand B are two legal users in the
system. Thus4 and B have the key pairs

Ry = ka-P,sg= ka+dH(IDy)andRp = kp-P,sp = kp+d-H(IDp)
respectively. ThusA and B carry out the following steps to generate the session
key shared between them.



1. Step-I (round 1)A selects the random numbey from the intervall, n—1],
and compute$/4 = t4 - P. Then, A uses her private key4 to compute
va = ta+sa-Ua, , WwherelUy, is x-coordinate of point/4 and sends
Ua,RqandID 4 to B.

2. Step-ll (round 2)3 also selects a random numbegrfrom the interval1, n—
1] and computed/z = tp - P and thenB use his private keyp and to
computevg = tp + sp - Up,, and send¥/p, Rp andIDp to A.

5.1 Key Computation

To compute the the session k&ys, A will follows the following steps.

1. Za= Rp+H(IDg)- Q= kp-P+H(IDp)-d-P
= (kg +d-H(IDp))-P= sg-P

2. Ky = UA‘(UB‘FUBZ'ZA)
= UA-(UB—FUBE-SB-P)
= UA-(tB-P—i-UBI-SB-P)
= va-(tg +Us, - sp) - P)
= (vaq-vp)-P

B also computes the session k&y as follows

1. Zp = RA+H(IDA)-Q: kA~P+H(IDA)~d-P
= (kA+d~H(IDA))-P= sa- P

2. Kp = UB'(UA+UAI’ZB)
= vp-(Ua+Us,  s4-P)
= vp-(ta-P+Ua, -sa-P)
= vp-(ta+Ugs, -sa)-P)
— (vp-va) P

It is clear thatA and B have the common session ké&y = K, = Kp
(vg-vp)- P

6 Security Analysis

Here, let us discuss the security of the proposed protocol. The security of the
proposed protocol is based on the difficulty of computing the elliptic curve discrete
logarithm problem [20] and the DiffieHellman scheme [19].

e Firstly, we show that if an adversary eavesdrops the transmitted messages
Ua,Ra,ID4,Up, Rg andI Dpg between two entities, he is unable to obtain
the secret key 4 of the userA from R4 andID 4, or the secret keyp of
the userB from Rp andIDp. Sincesy = kg + d - H(IDy) has two



unknown variable variableks, andd selected by the system authority, and
the adversary wants to obtain two unknown variables from the transmitted
messages, he must compéteandd from R4 = k4 - P andQ = cdotP.
Thus, it is equivalent to solving the elliptic curve discrete logarithm problem.
In the proposed protocol, the adversary may thd= Rp+H(I[Dp)-Q =

sp- P. Ifthe adversary tries to fingls from Rg+H(IDp = sp- P, he still
faces the difficulty of elliptic curve solving the discrete logarithm problem.

e Considering another situation, if an adversary eavesdrops the transmitted
messages/s, R4, ID 4, Ug, Rp andIDpg between two entities, he is still
unable to obtain the established common session key. For computing the
established common session k&y, = v - (Ug + Up, - Z4) Or Kp =
vp - (Ua+ Ua, - Zp), the adversary must know or vg. However, both
v4 andvpg are not transmitted in the proposed protocol. Thus, the adversary
is also unable to computey or vp becausevy = tq + sa - Us, and
vp = tp + sp - Up, contain the users secret keys andsp, respectively.

e In the following, let us consider that any legal usevith a key pair(R;, s;)
is unable to compute the secret kéywf the system authority. In fact, the
key pair(R; = k;- P,s; = k; +d-H(ID;)) may be viewed as a Schnorrs
signature (Schnorr, 1990) generated by the system authority for the identity
information I D;. Pointcheval and Stern (1996) have shown that to com-
pute the secret key from (R;, s;) is equal to the difficulty of solving the
DiffieHellman problem.

In fact, a provably secure two-pass authenticated key exchange protocol is still
an important subject of research (Kaliski, 2001). Fortunately, the notion of prov-
able security 132 Y.-M. Tseng makes several concrete security attributes to be iden-
tified as desirable. In the following, let us discuss that the new proposed protocol
satisfies the desirable security attributes described in Section (Security Goal and
Attribute).

1. Known-key security. If the session kdy is disclosed, the protocol may
withstand known-key attack. Suppose that the adversary has known a pre-
session keyx; established betweeft andB. SinceK; = vy, - vp, - P
we haveK; = (tA1 + S84 - UAII) . (t31 + sp - UBII) - P = (tAl ‘tBl) .
P—i—(SA-UAlm tpy) P+ (ta, 'SB'UBlm> -P—i—(SA-UAlm 'SB'UBL?C) -P

Suppose that there is another valigestablished betweefiand B now. As

the same reason, we hak@ = (ta,+s4-Ua,, ) (tB,+55-Up,,)-P. First,
becausd{; is the multiplicative addition of four item&a, - tp,) - P, (sa -

Uay, t,) P, (ta,-sp-Up, )-Pand(sa-Uy, -sp-Up, )-Pandeachitems
multiplication consists of two unknown values, thus the adversary is unable
to obtain the valid information such &s.,4, sp) from K. Certainly, he/she



does not find another session k& from K. Therefore, the proposed
protocol can withstand known-key attack.

2. Full forward secrecy. If both secret keys #fand B are disclosed, the ad-
versary tries to computes or vz, and then to comput® = (vy4 -vp-) - P.
However, to findv4 or v must require to know 4 or tg from U4 or Up,
respectively. Thus, this will be equivalent to solving the elliptic curve dis-
crete logarithm problem. Moreover, because of the sessiorkkacludes
the value of(t4 - t5) - P, which is still unknown to the adversary. Therefore,
the proposed protocol can provide full forward secrecy.

3. Key-compromise impersonation. Suppose that the secret ké&yisfdis-
closed. An adversary who knows this secret key tries to impersonate some
entity A to B. Because of it is necessary to computgefor impersonating
A, and it must be computed using the secret kgyof A. In such case,
impersonatingA to B is impossible. Therefore, the proposed protocol can
withstand key-compromise impersonation attack.

4. Unknown key-share. The kind of attack has a precondition, which is that the
public key of the adversary must determine by oneself. Obviously, since the
users public key is determined by the authority, it can withstand unknown
key-share attack (Kaliski, 2001).

Finally, let us consider the security goal about key authentication. Suppose
that there are two honest entitidsand B, who want to execute the proposed key
exchange protocol to establish a common session key. $inee (vy4 - vp) - P
, other entities must know eithey or sp to computev4 or v for computing the
session key . That is, no other entities can learn the session key. Thus, the new key
exchange protocol provides implicit key authentication betwéemd B.

7 Performance Analysis

For convenience, the following notations are used to analyze the computational
cost. T}, is the time for sclar multiplication?, 4 is the time for addition

is the time of executing the one way hash functié(); As for the computational

cost in our proposed protocol, any usesf two entities must comput&;, v;, Z;

andK. It requiressT;,.; + Tuwaq + TH for each entity.

8 Conclusion

An identity-based key exchange protocol has an advantage, that to avoid the on-
line access of obtaining the public keys in a network environment, because of the
verification of the public key in an identity-based system is embedded in the key es-
tablishing process between two entities. An efficient identity-based key exchange



protocol based on the difficulty of computing the elliptic discrete logarithm prob-
lem has been proposed. The proposed key exchange protocol provides implicit key
authentication, and it provides the desired security attributes of an authenticated
key exchange protocol. As compared with the previously proposed protocols, it
reduces the computational cost.

In this research a new protocol for exchanging key between two parties with
a trusted Server has been defined. This new protocol has two major advantages
over all previous key exchange protocol, first this protocol does not leak any in-
formation that allow the adversary to verify the correctness of password guesses.
The second one is that this protocol does not leak any information that allows to
verify the correctness of password guesses. The proposed protocol is also easy to
implement.The security of our system is based on Elliptic Curve Discrete Loga-
rithm Problem (ECDLP). The primary reason for the attractiveness of ECC over
systems such as RSA and DSA is that the best algorithm known for solving the un-
derlying mathematical problem (namely, the ECDLP) takes fully exponential time.
In contrast, sub-exponential time algorithms are known for underlying mathemati-
cal problems on which RSA and DSA are based, namely the integer factorization
(IFP) and the discrete logarithm (DLP) problems. This means that the algorithms
for solving the ECDLP become infeasible much more rapidly as the problem size
increases than those algorithms for the IFP and DLP. For this reason, ECC offers
security equivalent to RSA and DSA while using far smaller key sizes.The attrac-
tiveness of ECC will increase relative to other public-key cryptosystems as com-
puting power improvements force a general increase in the key size. The benefits
of this higher-strength per-bit include higher speeds, lower power consumption,
bandwidth savings, storage efficiencies, and smaller certificates.
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