On Hierarchical Threshold Secret Sharing
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Abstract. Recently, two novel schemes have been proposed for hierar-
chical threshold secret sharing, one based on Birkoff interpolation and
another based on bivariate Lagrange interpolation. In this short paper,
we propose a much simpler solution for this problem.
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1 Introduction

A (conjunctive) hierarchical threshold secret sharing (HTSS) problem in an n-
member user set I is defined by a partition of the user set into m disjoint subsets
(compartments),

U=UUU U...Up,

where U; NU; = () for i # j, and a sequence of integers
O<k <...<ky,
such that the access structure (i.e., the set of authorized subsets) is
r={vcu:|VvnUi_Uj| >k Vie{1,2,...,m}}. (1)

A detailed discussion of this problem and a comprehensive survey of related
results can be found in [6, 7).

Tassa [6] and Tassa and Dyn [7] recently proposed two novel and sophisticated
solutions based on polynomial interpolation for this problem. The former is based
on Birkoff interpolation from an unstructured set of points and derivative values,
and the latter is based on bivariate Lagrange interpolation. Both schemes are
perfect and ideal.

In this short paper, we present a much simpler scheme that achieves the same
results.



2 Proposed HTSS Scheme

Let I be a finite field and s € F be the secret to be shared. The dealer generates
a random polynomial P € F[z]of degree k,, — 1,

Em—1

such that s = ag + a1 +...ag,,—1 = P(1). The polynomials P;, 1 < i < m, are
the truncated versions of P(z) for compartment U;, defined as,

km—1—=k;_1

Pi(x) = Z a;x’,

J=0

where we take kg = 0 for Pj.

Each member u is given a different point z,, # 1 and a secret share P;(z,),
where i denotes his compartment number.

For a user u € U;, his share gives a linear equation for the lowest degree
ky, — k;—1 coefficients of P but carries no information on the highest degree k;_;
coeflicients.

3 Concluding Remarks

If it is desired to have ag as the secret, which is more common in Shamir-based
secret sharing variants [4], the polynomial P can be truncated beginning from the
lowest degree coefficients. In this case, the polynomial for the ith compartment
will be

Each user u will be given a point (z,, P;(z,)) for some z,, # 0.

Note that, for a moderately large field F, the resulting matrices will be non-
singular with an overwhelming probability, and the proposed scheme will be ideal
and perfect.

Furthermore, the proposed scheme can easily be integrated with function
sharing schemes (e.g., [5,2,1]) as the secret is reconstructed as the solution of a
linear system of equations.

4 Epilogue

When the original manuscript was published on the Cryptology ePrint Archive,
we received a number of constructive comments from our colleagues. Most im-
portantly, it was pointed out that a scheme very similar to ours was previously
published in [3]. It was also stated that the main advantage of the schemes in [6,



7] was their efficiency in certain aspects, such as the size of the finite field to be
used or the number of determinants to be computed in order to check that a
particular choice of vectors realizes the access structure. We would like to point
out these facts here.
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