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Clustering-based Key Agreement Protocol in Ad Hoc Network
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[Abstract] Based on the nodes’ public key certificates, this paper proposes a clustering-based session key agreement protocol in Ad Hoc networks
using the Elliptic Curve Cryptography(ECC). It analyzes the security and efficiency of the protocol. The protocol satisfies the common admissive
security demands in key agreement. It can resist the man-in-the-middle attack, replay attack, message forge attack and so on, the requirement of

computation and storage in mobile terminal is reduced, and the communication burden in the process is lessened effectively.
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