F36E FIMH it N I & 2010 4E2 H
Vol.36 No.3 Computer Engineering February 2010
- i3 - XEHS: 1000—3428(2010)03—0010—03  CAKAFIAA: A hESES: TP309

Web JR 4 A T 454 89 7 2] 45 %

T, BEE, % 8
RER I FABE SRR ZEBE, K 300072)

OB WS ACE S Y R R AR S S G, S —Fh Web IR S5 F MRETEAE M T R R FEEEEN, R
ST R SR 0T B B 32 H AT A N EAE A SSRGS, TR APPSR, AR AR AERE BRI I B A
MEREHR S T B SRA TR, Vi )2 I 2 ST (R AR A U ) 2 R A LT A o

R Web iitds; (HAE; WHIEH; ZEWSHICES

Trust-Based Access Control in Web Service

MA Xiao-ning, FENG Zhi-yong, XU Chao
(School of Computer Science and Technology, Tianjin University, Tianjin 300072)

[ Abstract] This paper designs a WS-TBAC(Trust-Based Access Control for Web Service) model by using Security Assertion Markup
Language(SAML) and eXtensible Access Control Markup Language(XACML). In trust region, providers use direct interactive experience and
recommended trust information from other witness in the region, to evaluate requestors’ trust and decide whether to give authorization or not. This
model includes authentication module and access control module. Authentication module realizes single sign on, and access control module realizes

access control and authorization based on trust.
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