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Dense-Coding Attack on Three-Party Quantum Key
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Abstract—Cryptanalysis is an important branch in the study users can discover potential eavesdroppings is the keyt poin
of cryptography, including both the classical cryptograpty and  of the security of QKD. If eavesdroppings are detected, the
the quantum one. In this paper we analyze the security of yangmitted key, essentially a sequence of random bits beil
two_three-party guantum key distribution protocols (QKDPs) discarded. Otherwise, a secure key will be shared and itean b
proposed recently, and point out that they are susceptiblea a ' ’ y i ]
simple and effective attack, i.e. the dense-coding attackt is €mployed to encrypt the secrets communicated between Alice

shown that the eavesdropper Eve can totally obtain the sessi and Bob.

key by sending entangled qubits as the fake signal to Alice ah . . .
performing collective measurements after Alice’s encodig. The Obviously, quantum devices (QDs) are necessary to realize

attack process is just like a dense-coding communication beeen @ QKD protocol, including the devices to generate qubits,
Eve and Alice, where a special measurement basis is employedto store qubits, to measurement qubits, to perform unitary
Furthermore, this attack does not introduce any errors to the  operations, and so on. For example, in the famous BB84

E?r)fnrgie“gg di“ézrbm?_ﬂ‘;”a?tggkcg{::fquuyeig“é’e"gg'ﬂgggti’s g;gﬁ’g&eg protocol [5], Alice has to generate qubits in four different
proof for its correctness is given. At last, the root of this hsecurity quantum states0), |1), [+), and|~), while Bob needs to

and a possible way to improve these protocols are discussed. ex(ejcute measurements in two dif‘ferelnt bases= {(0), [1)}
Index Terms—Quantum cryptography, Quantum key distri- aln By = {|+),[-)}. Here|+) : %(|O> + D), =) = .
bution, quantum network communication, cryptanalysis, dese ﬁ(|0>—|1>)- However, QDs are still expensive because qubits
coding. are quite difficult to deal with. In fact this is also the main

reason why quantum cryptography has not been widely used
in our daily life. Therefore, it is desirable to design praits
where some QDs are shared by different users. To this aim,
_RYPTO_GRAP_HY IS the approach to protect data SECreCY new QKD model, i.e. three-party QKD [15]. J16]. [17],

in public environment. As we know, the security Ofnheared. Till now, most QKD protocols are two-party ones.

most classical cryptosystems is based on the assumptionrfik; is only two users, Alice and Bob, are concerned. Irethre
computational complexity. But it was shown that this kind opf)arty QKD, another participant, i.e. the center, is introgtl

security might be susceptible to the strong ability of quamt t, |y Alice and Bob to distribute the key. Furthermore, the
computationl[1],[[2]. Thatis, many existing cryptosystem6  conter is equipped most of QDs while the users has less. When
become no longer secure once quantum computer appeargyis kind of QKD is implemented in a network, one center
Fortunately, this difficulty can be overcome by quanturgy, provide service to many users. By this means expensive
cryptography![3], [4]. Different from its classical coumpart, g are shared and the expense of every user is reduced. As a

quantum cryptography is the combination of quantum Mesg it three-party version is an effective manner to keeprd
chanics and cryptography, where the security is assured 3% cost of QKD.

physical principles such as Heisenberg uncertainty placi
and quantum no-cloning theorem. Now quantum cryptograp
has attracted a great deal of attentions because it can st
against the threat from an attacker with the ability of quamt

I. INTRODUCTION

s we know, design and analysis has always been important
ches of cryptography. Both of them drive the develop-
ment of this field. In fact, cryptanalysis is an important and

computation. Quite a few branches of quantum cryptograp. eresting work.in quantum cryptography. As ppinted out by
have been studied in recent years, including quantum key di gn_(lj d_Ko,brheakln%cryglz)tograprlzgwsten‘s V\:as_ as |mportant”
tribution (QKD) [5], [6], [7], [8], [€], quantum secret shiag as building them [1d]. In a Q protocol, it Is generally
(QSS) [10], [11], [12], quantum secure direct communiaaticUPPosed that the quantum channel can be attacked with any
(QSDC} [1,_;]‘ [14]‘ and so on manner allowed by quantum mechanics, while the classical

As the most important application of quantum cryptograph he can qnly be fistened but cannot be mOd'f'Ed 3], [5.]' In
QKD allows that two users, generally called Alice and Bob, IS situation, we say an _attack strategy s successfulgf th
can privately share a random key by using quantum carrie gyesdr_opper Eve can ?“C't all or part of the secret keyaith
The QKD protocols are designed carefully so that any effecti eing discovered by Alice and Bob.
eavesdropping will result in distortion of the quantumesat  Though in quantum cryptography legal users generally have
and then be discovered by the legal users. The fact that leti@ ability of discovering potential eavesdroppings, nit a

proposed protocols can achieve their expected securitpeSo

All authors are with State Key Laboratory of Networking anditSh- pl’OtOCOlS were attacked successfully by subtle strate/gﬁm
ing Technology, Beijing University of Posts and Telecomiuations, Bei-

jing 100876, China (e-mail: gaof_diupt@hotmail.com;qsujuan@bupt.edu.cn;Wer_e not Cor!cerned when these prOtOCOIS Were originally
gfenzhuo@bupt.edu.cn; way@bupt.edu.cn). designed. Quite a few effective attack strategies have been
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i Center ! o ! Alice i « 1. Th?j cegg)te)r ge:\le_rat&squbitsm} and sends this sequence
! ! 1! - | enoted a%);) to Alice.
i 0---0)" i‘HI/wa I/H | 2. After receiving@, Alice selects au-bit random session
| | | Klh B, . key K and computes itsn-bit hash valueh = H(K) as the
| ! ‘"”"""”62*” checksum, where, +m = n. Then Alice performs unitary
| ! R - operationlUy = I (U1 = ioy) on thei-th qubit (1 <4 < n)in
' R B, @B, | 05 I By Rs | @1 i;_the z'-(;h bit in_KHh is Od(l). lf:urtherm_ore, Alice generates
! ! ! - i an-bit random stringB;, and performs unitary operatidn, =
A L i /A i (Uz = H) on thei-th qubit in @, if the i-th bit in B; is 0
! | ! Bob Jl (). After these coding operations Alice sends the new qubit
”””””””””””””””””” sequence (denoted %) to Bob. Here
Fig. 1. _Th_e process o_f QKDP-I. For the sake of simplicity, ehssical 1 0 0 1 1 1 1
communications are omitted. I = { 0 1 ] ’Z'O'y = [ 1 0 } JH = ﬁ [ 1 1 ] . (1)

3. After receiving(-., Bob selects twa-bit random strings

proposed, such as intercept-resend attack [19], entaeglem 22 and B2. Then he performs unitary operatiéfy or U; on
swapping attack[[20], teleportation attadk [2]. /[22], J23 €ach qubit inQ- according toR,, and then operatiofy, or
channel-loss attack [24], [25], Denial-of-Service attg2g], U2 on each qubit according t®,. These coding operations
[27], GHZ-correlation-extractability attack [28][ [29]30], are similar to Alice’s in the previous step. Afterwards Bob
Trojan horse attack [31]/[32], participant attack [33]4]3 sends the new qubit sequence (denotedgsto the center.
and so on. Understanding those attacks will be helpful for us4. The center informs Alice and Bob after the receiving of
to design new schemes with high security. Q3.
Recently Shih, Lee, and Hwang presented two novel three-5. Alice and Bob tell the centeB; and B respectively.
party QKD protocols [[17], where one is executed with an 6. According toB; & Bz, the center recovers the original
honest center and the other is with an untrusted centelarization bases of qubits by performibgy or U> on each
Here “honest” means the center always follows the designe@dbit as in steps 2 and 3. Then the center measures all the
procedures to execute the protocol, and “untrusted” irsptie  qubits in basiskR = {|0),[1)}, obtaining the measurement
center might cheat Alice and Bob, and try to elicit the keglikresultsC’ = Ry @ (K||h). At last the center announcés to
an attacker. In this paper, we analyze the security of these tBob.
three-party QKD protocols and show that Eve can obtain the7. Bob recovers<||h = Ry © C’ and verifies whetheh =
whole key transmitted between Alice and Bob without beind (K). If it is correct, Bob obtains the session kiyand tells
detected by legal users. This attack is based on the teahniddice it is successful.
of dense coding [35], which is quite different from pervious This is the end of QKDP-I. In addition, Alice and Bob
strategies. would also take some measures to prevent Trojan horse
The rest of this paper is organized as follows. The negttack. In this protocol the operations of qubit generatiod
section describes the three-party QKD protocols in Ref] [1measurement are focused in the center’s lab, and Alice and
and introduces dense coding. In section Il the particul&ob only need to perform unitary operations on the qubits.
attack strategy is demonstrated, and some useful disaisssid\s analyzed in Ref[[17], this protocol has high efficiency.
including how to improve the protocols, are given in Section It is easy to see that the center can obtain the session key
IV. Finally, a short conclusion is given in Section V. in QKDP-I if he/she is not honest [17]. QKDP-II can resolve
this problem, which is suitable for the situation where the
center is untrusted. Now we introduce QKDP-II in brief (see
Fig.2), which is useful when we discuss how to improve the
In this section we will describe the three-party QKD protoprotocols in section IV. The first two steps are the same ds tha
cols presented in Ref._[17] and a special feature of quantémQKDP-I. After Bob received),, Alice tells Bob the value
entanglement, i.e. dense coding, which is useful in ouclttaof B,. According toB;, Bob performsl or H to recover the
strategy. original polarization bases of the qubits. Then Bob shuffies
sequence of qubits and sends it (denote@gsto the center.
When the center receive3s, he/she measures all qubits in
basisR, and announces the resuli$ = shuf fled_(K|/h) to
In Ref. [17] two three-party QKD protocols were proposed3oh, At last Bob rearranges the strigg to obtain K ||h, and

One deals with an honest center and the other is with 8Recks whetheh = H(K). If it is correct, Bob tells Alice it
untrusted center. In the following description, for the saks syccessful.

of simplicity, we will call these two protocols QKDP-I and
QKDP-II, respectively, and use the same notations as that in .
Ref. [17]. B. Dense coding
Now let us see QKDP-I first, which is composed with the In 1992 C. H. Bennett and S. J. Wiesner presented a special
following steps (see Fig.1). feature of Einstein-Podolsky-Rosen (EPR) states, i.es@en

Il. PREVIOUS WORKS

A. The three-party QKD protocols
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Fig. 3. Dense-coding attack on QKDP-I. The classical comoations are

: 4 - . .
Fig. 2. The process of QKDP-II. The classical communicaiare omitted. omitted. U* represents one of the four operatiof o, H, Hicy }.

S.F denotes the shuffle operation, and the gray circle represkatposition
where another shuffle operation should be added to impraveitbtocol.

IIl. DENSECODING ATTACK

coding [35]. It was shown that two bits of classical inforinat ~ We take QKDP-I as our example to analyze its security. In
can be encoded into an EPR state by one-particle unitdhjs protocol, Alice encodes the session Keyinto the qubits
operations. Specifically, if Alice and Bob hold one particléh Q1 by unitary operationd andic,. To prevent Eve from
from an EPR state respectively, Alice can send two bits to Béiptaining K from these qubits, Alice randomly changes the
by performing one of four unitary operations on her particleasis of each qubit by and . After the above two operations
and transmitting it to Bob. One particle carries two bits ofvery qubit is randomly in one of four nonorthogonal states
information, which is the reason why it is called dense cgdin{|0),[1),[+),|—)}. Then Alice sends the new sequene

Now we describe how it is happens in brief. to Bob. If Eve intercepts), and wants to obtaink by
Four EPR states are measurements, she cannot distinguish the above four states
. 1 with certainty and disturbance will be inevitably introcac
@512 = ﬁ(|00> + 1)1, to the quantum states. This is very similar with that in BB84
1 QKD protocol [5].
(W) = E(IOD +[10))12, 2) However, as we know, fake-signal attack|[34] is very com-

mon in the analysis of quantum cryptography. If Eve replaces
) he qubits in@Q; by the ones from some entangled states, can
Etatgs are grtlrllobgonal with _Ie_ﬁCh other alnd (;ompose a co_mlp ?{8 obtainK by collective measurements after Alice encodes
uiist:r'yl.oepereationas;smj&?c.f airdeaar?/vr?esrz our one-partic ea_n(;i sends them out? This question is very interesting and
VU Y = difficult to give an answer. In fact, the answer is yes. This
o — { 0 1 ] o — { 1 0 } 3) attack just like that Alice sends the secret key to Eve by an
* 1 0|’ i 0 -1 |- “unnoticed dense coding”. In the following we will depiciigh

Without loss of generality, suppose Alice and Bob share @&ack first and then prove its correctness.

EPR statd® "), that is, Alice has particle 1 and Bob holds Eve’s dense-coding attack is as follows (see Fig.3).
2. Alice can encode two bits of information into the state by E1. Eve generates ordered EPR pairs in the staté ™ )1».
performing one of the above four operations on particle A\l the qubits with subscript 1 (2) compose a qubit sequence
under which this state changes as Q1 (@r).

e+ — 15+ L) — g+ E2. When the center sends the seque@geto Alice in

27012 =[®Th12, 03[0 )12 = U)o, Step 1, Eve intercepts all the qubits and replaces them by the
(ioy) 12T )12 = [¥7 )12, oL@ )12 =[P )12, (4)  sequence);.

where the superscript represents the qubit on which theaeper E3- When Alice sends the sequencz, i.e. the qubits
tions are performed. Afterwards Alice sends particle 1 th.Boafter Alice’s encoding operations, to Bob in Step 2, Eve
Bob can distinguish which operation is chosen by Alice via 'At€rcepts it and performs collective measurements onyever
Bell measurement on particles 1 and 21|fo,, io,, ando, Par of the corresponding qubits i, and Qg in the basis
represent 00, 01, 10, and 11 respectively, Bob can obtain thie = {1 7). [27),[2), [T)}. Here

where the subscripts 1 and 2 denote different particless@h

bits from Alice. For example, Bob knows Alice’s message is 1

10 if his measurement result j¥~);2. Similarly, any one of |12 = _2(|00> —101) = [10) — [11))12,

the four EPR states can be used as the original state in this 1

communication. )12 = ﬁ(|00> +(01) + [10) — [11))12, (5)

In fact, the above dense coding can be generalized to that
using other entangled states and operations. In the follpwiand it is easy to verify that¥—), |®*), |2), and |T') are
we will utilize this idea to design an effective attack on QRD orthogonal with each other.
| and QKDP-II, where Eve can totally obtain the transmitted E4. Eve performs one of the four operations
key without being discovered. {I,ioy, H, Hio,} on every legal qubits in the sequence
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@1 according to her measurement result. In particular, EveObviously, with the knowledge that which operations has
performs/,io,, H, Hio, on thei-th qubit in @1 when her been chosen by Alice, Eve just performs the same operations
measurement result on theth pair is [¢7), |®T),|Q),|T), on the legal qubits inQ; in step E4. Therefore, the states
respectively. Then Eve sends the new sequepgei.e. the of the new sequencé, is the same as the situation where
legal qubits after Eve’s operations, to Bob. no eavesdropping happens. Consequently, no errors will be
E5. Eve obtaing(||h from her measurement results in Stefntroduced by this attack and Eve will never be discovered.
E3. That is, she knows theth bit of K|k is 0 (1) if her Note that every fake signal Eve sends to Alice only contains
measurement result on thieh pair is|¥~) or |Q) (|2*) or one ordinary qubit, which is different from a spy photon or
IT)). invisible photon, and hence it would be unnoticed by Alice’s
By this strategy, Eve will obtain the kel correctly if we apparatus, including that to prevent Trojan horse attack.
do not consider the errors brought by channel noise or otheln a word, the dense-coding attack is correct and very
eavesdroppings. Furthermore, as we will show, this attak weffective for QKDP-1. Additionally, this attack is also $aile
not be discovered by legal users. Therefore, it is very &ffec for QKDP-II because there is no difference between both

though it looks quite simple. protocols when Alice’s encoding operations are considered
Now we prove the correctness of our attack on QKDP-I. Igsee Alice’s areas in Fig.1 and Fig.2).

fact, Alice’s two encoding operation§'ic, andI/H can be
treated as one operation, i.e. one{éfio,, H, Hio,}. If Eve

can distinguish which one of the four operations is used by
Alice in her encoding, Eve will obtain not onli(||A but also Now we give some discussions about the security of two
B;. This situation is quite similar to that of dense codingsilt ithree-party QKDPs and our attack.

not difficult to verify that the four states in Eve’'s measusgtn  As we all know, fake-signal attack is very common in

IV. DISCUSSIONS

basis Bg satisfies guantum cryptography and some effective manners to prevent
-\ _ 7lg- N (i N it have been found. Then a question arises, i.e., why the
(U712 =T [T )12, |27 )12 = (ioy) [P )12, it have been found. Th quest ! he., why th
T AT three-party QKDPs are susceptible to such a familiar attack
|12 = H |¥7 )12, D12 = (Hioy) [V )12 (6)

In fact quite a few protocols [36][ [37]/ [38] uses similar
Therefore, when Alice performs her encoding operations @noperties of single photons, including the carrier stated

the fake qubits inQ}, the quantum state changes as describéte encoding operations, but they are all secure against thi
in Tab.1. kind of attack. By careful comparison between the threaypar
QKDPs and these secure ones we can find the answer of the

Tab.1. State changes after Alice’s encoding on the faketsgjubi : o :
The first and the last columns are the original and the finalas;.taabove question. That is, in the secure protocols the usérs wi

of Eve’s entangled pairs, respectively. The second and tilumns d€tect eavesdropping by some manners such as conjugate-
are bit values of<||» and B, respectively. The fourth column is thebasis measurements after he/she received the qubits, itvhile

combined operation for Alice’s encoding. does not happen in the three-party QKDPs. Obviously, withou
any detections, Alice can never discover that the qubitewer
Orig. Stat. k||lh B; Comb. Oper. Fina. Stat. replaced by Eve when they are transmitted in public channel.

In the three-party QKDPs, to reduce the cost of users, Alice

=) 0 0 I =) and Bob have no measurement apparatus, and consequently
o) 0 1 H ) cannot take general measures to detect eavesdroppinggfhou
Bob checks whetheh = H(K) at last, which is the only
(o) 1 0 ioy [®T) detection in the three-party QKDPs, it is not strong enough.
Therefore, it should be emphasized that more attentionldhou
|@-) 1 1 Hio, i)

be paid to the protocol's security when we pursues low
expenses for the users because low expenses generallgsmpli
Consider thei-th pair of qubits as our example, which idow capability to detect eavesdropping.
originally generated by Eve in the staf®);>. When Eve  Now we discuss how to improve the three-party QKDPs
sends the first qubit to Alice in Step E2, Alice will encoddo stand against the dense-coding attack. Note that in QKDP-
the i-th bits of K'||h and B; on it. Without loss of generality, Il the operation of shuffle is utilized to prevent a dishonest
if the i-th bits of K||h and B; are 1 and O respectively, ascenter from obtaining the key. Actually this technique can
shown in the fourth row in Tab.1, Alice’s combined operationlso be used to protect the protocol against Eve’s densegod
will be ioy, and then the state will be changed ifdo") after attack. If Alice adds a shuffle operation before her encaling
the encoding. in QKDP-II (the position is denoted by the gray circle in
It can be seen from Tab.l that four possible final stat€$g.2), Eve’s attack will be of no effect. On the one handemaft
include |¥~), |®1), |2), and |T'), which are orthogonal Alice’s encoding every qubit i)} is in the same state, i.e. the
with each other and can be distinguished with certainty gaximally mixed state = I, and then Eve cannot distinguish
measurements in basiB,. Therefore, Eve's measurementhem and know which two qubits are originally in an entangled
results|¥—), |®), |Q), and|T") on thei-th pair imply that the pair. Therefore, the measurement result will be randomiteil
i-th bits of K||h and B; are 00, 10, 01, and 11, respectivelystill measures every two qubits in the same positio@fnand
As a result, Eve can get the correct session key in Step ES)g. Thus, Eve cannot distill the key from her measurement
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results and the eavesdropping will be discovered when B K. Inoue, “Quantum key distribution technologieslEEE J. Sd. Top.
check whetherh, = H(K). On the other hand, because al]_ Quant. Electron, vol.12, pp.888-896, 2006.

. . . [7] A. Tanaka, W. Maeda, S. Takahashi, A. Tajima, A. TomitBnSuring
qu|tS in@, are in the same staﬂé>, the additional shuffle quality of shared keys through quantum key distribution foactical

brings no changes for legal qubits. As a result, this simple application”, IEEE J. S&l. Top. Quant. Electron., vol.15, pp.1622-1629,
modification is very effective and interesting in the serrsat t . ﬁO%Q-Yuen Key generation: foundations and a new quanapproach’
it can prevent the dense-coding attack but has no effectseto E CF ooy g ; ] 0 '

A IEEE J. S&l. Top. Quant. Electron., vol.15, pp.1630-1645, 2009.
protocol when no eavesdropping happens. [9] W. Maeda, A. Tanaka, S. Takahashi, A. Tajima, A. TomifEg¢hnologies

As shown above. the three-party QKDPs are insecure under for guantum key distribution networks integrated with ogticommunica-
. ! . tion networks”,|IEEE J. Sal. Top. Quant. Electron., vol.16, pp.1591-1601,
the dense-coding attack. One may want to know what is 59

wrong with the security proof in Ref._[17]. In fact the author[10] R. Cleve, D. Gottesman, and H.-K. Lo, “How to share a quansecret”,
of Ref. [17] presented a formal proof with the sequence-of- Phys Rew Lett, vol.83, pp.648-651, 1999.

L . . 11] M. Hillery, V. Buzék, and A. Berthiaume, “Quantum setrsharing”,
games approach, which is often used in classical cryptdgrap™ ppys Rrev. A, vol.59, pp.1829-1834, 1999.

[39], [4Q], [41]. However, the attack strategies considerg12] A. Karlsson, M. Koashi, and N. Imoto, “Quantum entamgét for
in this proof are not complete and the dense-coding attack Seoret sharing and secret splitting®hys. Rev. A, vol.59, pp.162-168,
!S Overl_OOKed' As we know, quantum mechanics have maﬁﬁ] K. I'n;ostrijm and T. Felbinger, “Deterministic secure direct communica
interesting or even counterfactual features. They not only tion using entanglementPhys. Rev. Lett., vol.89, p.187902, 2002.
gives convenience for the users to distribute a secret key Bl F- Deng, G. Long, and X. Liu, “Two-step quantum directreounication

. . . . protocol using the Einstein-Podolsky-Rosen pair blodRhys. Rev. A,
also brings different kinds of new attack strategies for the |, gg 042317, 2003.

eavesdropper. Therefore, more attention should be paitl to[26] C. Li, H. Zhou, Y. Wang, and F. Deng, “Secure quantum kisyribution
kinds of possible attacks in analyzing the Security ofa Quian network with Bell states and local unitary operation€hinese Phys.

hi | Lett., vol.22, pp.1049-1052, 2005.
cryptographic protocols. [16] S. Phoenix, S. Barnett, P. Townsend, and K. Blow, “Mulier quantum

cryptography on optical networksJ, Modern Opt., vol.42, pp.1155-1163,
1995.
V. CONCLUSION [17] H. Shih, K. Lee, and T. Hwang, “New efficient three-paduantum

Recently, two novel three-party QKDPs were proposed, in key distribution protocols”|EEE J. Sdl. Top. Quant. Electron., vol.15,

. . . pp.1602-1606, 2009.
which, to save the expense, qubit generation and MeasutemMEN" "« " o and T. M. Ko, “Some attacks on quantum-based wggaphic

are not needed for Alice and Bob [17]. In this paper we protocols”, Quantum Inf. Comput., vol.5, pp.41-48, 2005.
analyze the security of these protocols and find that they &l F. Gao, F. Guo, Q. Wen, and F. Zhu, “Comment on ‘Experitalen

. . . . Demonstration of a Quantum Protocol for Byzantine Agreernaen Liar
susceptible to a special attack, i.e. the dense-codingkatia Detection™, Phys. Rev, Lett., vol.101, p.208901, 2008,

this attack the eavesdropper Eve can obtain all the sessipn o] Y. zhang, C. Li, and G. Guo, “Comment on ‘Quantum key listtion
by sending entangled qubits to Alice and performing calect without alternative measurementsPhys. Rev. A, vol.63, p.036301, 2001.

., . ] . . 1] F. Gao, Q. Wen, and F. Zhu, “Teleportation attack on ti$DQ protocol
measurements after Alice’s encoding, which is just like ti{é with a random basis and ordetChinese Phys. B, vol.17, pp.3189-3193,

process of dense coding between Eve and Alice. Furthermore,200s.
this attack does not introduce any errors to the transmitt&8] G. Gao, “Reexamining the security of the improved quantsecret

. . . . . sharing scheme™Opt. Commun., vol.282, pp.4464-4466, 2009.
information and consequently will not be discovered by Allc[23] Z. Zhu and Y. Zhang, “Cryptanalysis and Improvement oQaan-

and Bob. The attack strategy is described in detail and af proo tum Secret Sharing Protocol between Multiparty and Muitipavith
for its correctness is given. At last, a possible way to impro  Single Photons and Unitary Transformation€hin. Phys. Let., vol.27,

ST p.060303, 2010.
these pl’OtOCOlS is discussed. [24] A. Wojcik, “Eavesdropping on the ‘ping-pong’ quanturommunication

protocol”, Phys. Rev. Lett., vol.90, p.157901, 2003.
[25] A. Wojcik, “Comment on ‘Quantum dense key distributiy Phys. Rev.
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