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Attribute Access Control Model
for Web Services with Negotiation Mechanism

FU He-gang, WANG Jian
(College of Computer, Chongging University, Chongging 400044)

Abstract This paper proposes an attribute-based access control model for Web services with negotiation to provide an effective access control

mechanism. The model is based on SAML and XACML and takes the restrictive condition composed of identity attributes and context attributes to

provide fine-grained access control. The negotiation ability in the model can make service requester communicate with the service provider and

change the parameters in the request to get access to the services.
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1 SUC(Simple User Condition)
CUC(Composite User Condition)
SCC (Simple Context Condition)
CCC(Composite Context Condition)
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