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Abstract To satisfy dynamic authorization of WorkFlow Management System(WFMS), this paper proposes a Role-Based Access Control(RBAC)
model that supports authorization constraint. In this model, authorization constraint model for WFMS is specified by Datalog logical language and

an authorization algorithm is implemented using Datalog's decision, making mechanisms. WFMS’s dynamic constrained authorization problem is
solved with the method.
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1 RH<cRxR R
(Role-Based Access Control, ceg P(r,) c P(r,) n<r,
RBAC) P(r) < P(r,) =
2
Role(T,) = {r | 3(r'=r)[(r',T,) € RTA]}
1989 [2]
WEMS User(r,) = {u | 3= 1)[(u,") € URAT}
(SOD)
3] User(T,) =User(T,) = {u | 3r'=T,)[(u,r) € URA]}
(entailment constraints) [4]
P(r) ={pI@r'=n)l(p,r) e PRAJ}
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t; T
2.3 Datalog
2.3.1
CB(W) CB(w) H « Al
A2,---,Am,—Bl,-B2,---,—~Bm,n.m=0 H, A, B
ce « 3 1
1
pra pra(U;,Ti) Ui Ti pra(R;,Ti)
R; T
ira dra(U;,Ty) Ui Ti
dra(R,,T) R Ti
execute(R;, T;,k) R; T k
execute execute(U;, T;.k) Ui T; k
success success(T;,k) T k
abort abort(T;,k) T k
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2 Datalog
Rule Name Rule

(1)Inheriting senior(father, son)«;
Rule senior(X, Y) « senior(X, Z), senior(Z, Y)

ura(u, r) « L1, L2, ,Ln. Li(0=<i=n) can be in, ura, app_;
(2)User-Role eg. ura(u,r) « ;
Assigning Rule ura(u,r) « ura(u,rl), in(rl ,r, RH);
ura(u, manager) < ura(u, employee), level(u) > 5

pra(ur, T) < L1,L2, ,Ln. Li(0=<i=n)can be active, pra, app_;
(3)Task-Role . . .
Assigning dra(ur, T) « L1, L2, , Ln. Li(0=i=n)can be active, pra, app_;
Rule eg. dra (ri, T2 ) «execute(rj, T1,k), in(ri, rj, RH);
pra(Role, t2) « senior(Role, R), pra(R, t1)

(4) Role active(u, r) « ura(u,r), C;
Activation Rule ©g. active(u, r) « ura(u,r), r=manager

execute(ur, T, k) <~ L1, L2, , Ln. Li(0=i=n) can be in, pra, app_;
(5)Decision  eg. execute(r, T, k) « ;

Rule execute(r2, T', k) «—
execute(r2, T, k), in(rl, 12, RH), in(T, T', T)
error —L1,L2, ,Ln. Li(0<<i=n)can be in, active, ura, pra, app_;

(6)Integrity

Rule eg. error « active(u, rl), active(u, r2);

error « pra(u, T), dra(u,T)
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3.2.1 RBAC
(1)
USERS {bob, marry, tom, alice} ROLES {purchase

manager, finance manager, account, finance general, finance
staff, purchase staff} TASKS={T1, T2, T3, T4, T5, T6}

@

1) Tl T2 2
2) TS T2
3) Tl Té6 4) Tl
3
322 Datalog

% role order
senior(purchase_manager,purchase_general)
senior(purchase general,purchase_staff)
senior(finance_manager,finance_staff)
senior(X, Y) :- senior(X, Z), senior(Z, Y)

% task sequence

after(t2, t1)

after(t3, t2)

after(t4, t3)

after(to, t4)

after(t5, t4)

% constraints definition

execute(R, T2, K) :- success(T1), after(T2, T1), pra(R, T2)
dra(R, T) :- not(pra(R, T))

pra(R, t2) :- execute(R1, t1, K), RI\=R
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pra(R, t5) :- execute(R2, t2, K), senior(R, R2)
pra(R, t6) :- execute(R1, t1, K), R1=R
execute(R, t1, K) :- execute(R, t1, K), K<3

T, R,
X, Y t1, bob
3.3
DES 131 authorization.dl
yes no T1
3 4
L ]
I .- i anati ®
4 Datalog
Assignment(int, int[]) n
6 RI= {ry, rp, 13},
R2={ry, r3}, R3={r4}, R4={r4}, R5={r }, R6={ry, rp, 13} CB
Datalog Datalog

DB
{(T1, 1), (T2, 1), (T3, 1), (T3, 1a), (T6, 1), (T7, 1)}, {(T1, 1)),
(T2, 12), (T3, 1), (T4, 1), (T3, 1), (T6, 1)y, A(T1, 1), (T2, 13), (T3, 1),
(T4, 1), (T5, 1), (Te, 1)}, A(T1, 1), (T2, 13), (T3, 1), (T4, 1a), (TS, 1), (T6,
)}, {(T1, 1), (T2, 1), (T3, 1), (T4, 1a), (T5, 1), (T6, 1)}, {(T1, 1), (T2, 13),

(T3, 1a), (T4, ra), (T5, 1), (T6, 13)}, {(T1, 13), (T2, 1), (T3, 1), (T4, 1), (T5,
), (T6, )}, {(T1. 13), (T2, 12), (T3, 14), (T4, 1a), (TS5, 1), (T6, 1)}
4
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