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Internet intrusion detection system based on improved NN-SVM
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Abstract Introducing the Degree of Class Ownership would improve NN-SVM algorithm in internet

intrusion detection. According to the distance and the number of the same class or the different class,

calculating the degree of class ownership of the sample point to its T nearest neighbors decided whether

the sample point should be reserved or deleted. Based on this, the improved NN-SVM algorithm pruned

the training sample set to reduce the confusion degree of the positive and negative categories. As a result,

it could effectively reduce the cost of the learning and improve the generalization. The experiment shows

that the improve NN-SVM algorithm, contrasting to traditional SVM algorithm, can effectively reduce the

size of the training sample. So the improved NN-SVM algorithm can solve the machine-learning problem

with a small sample set and improve the performance of the system detecting.

Keywords intrusion detection; improved NN-SVM (Nearest Neighbor-Support Vector Machine); degree

of class ownership
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2 SVM d�'�+1P�; (SVM) �U��%Ed97kL VC 3�#!^�yHOS (SRM) ��97kL [2] , ���	So�h�LA��w�H. <,pg!t�w���, {G8g5-��LWo� (Wo��h�o�_�$w�) Pf}8(\L-w. +1P�;�	w�;�Gwm�g!t�O�w�*�0, �;�0Q2w�w"0, ��F}vV	[L�do�(\R-w2((!|(��, iM{KÆw-L��qLLw�L�f}8A [3] .g	q2K℄}wS�, w�*�0L1�2
w · x + b = 0 (1)| (1) 7P� w 2w�*�0LYC, b �w�R2. gG\�t., {K)L

yi [(w · xi) + b] − 1 ≥ 0, i = 1, 2, · · ·n (2);vw�L�O	 2/ ‖w‖, {L�OAOK	{ ‖w‖2 OS. )L (2) { ‖w‖2 /2 OSLw�0m�O�w�0. 	�KIO�w�*�0Lw�=��2
f(x) = sgn

[ n
∑

i=1

αiyi (xi · x) + b

]

(3)g	q2vK℄�}wLS�, mpVGB.2K℄}wLS�, �F#�� φ V�d~L X 7Lo��nI�3�&~L F ,{#Uo���3~L7K℄}w.
qs�L���#,g � K(x, xi))L Mercer"T, �mg�4t�1~L7L7= 〈ϕ(xi) · ϕ(x)〉, � φ : X → F �t�=vK℄�d~L X I�3�&~L F L�n,�vU�n φ : X → F 4p-J#��d x, xi E�7= 〈ϕ(xi) · ϕ(x)〉A}, � K (xi · x) = ϕ(xi) · ϕ(x) V| (3) =V, A}KIg��3~LLw��2
f(x) = sgn

[ n
∑

i=1

αiyiK (xi · x) + b

]

(4)#o, 	� Lagrange�.tn}v�O�w�;�B.2Gg<;�,w���Z2| (4) LdA;,2+1P�; [4−5].

3 h}_ NN-SVM

SVM vYKLs.8�,, FG��h�o�?4YS��Yi=v, SVM //�	�dA{Gs.8WP, I�L_wtn� NN-SVM 7" KNN-SVM w�HO.g SVM w�v?wo�Lw�\w?kI, G4?o�A^7	w`0�e, �v<,��Dl	w`0�eLo�w����w�℄8. � SVM �#-J, +1P�;7+1P�^4I���o�?L�v7L(\-wV, w`0�eLo�9�k^�+1P�, $v SVM }v{-+�4�t�C�ULOe� (Nearest neighbor, A NN) w�H. �v^$ SVM ! NN, g�$~Lw�Lo�{��$LLw�n. s R, Go�! SVM O�*�0Lt�S		[LR2, Ao��w`0Ye, �� NN w�, p/� SVM go�w�. �{� NN vv+�L��L+1P�Q2C�UM, #o�IL���%l, wm*2�{�+1P�;^$Oe�Lw�Hw��E_{�+1P�;w�s���Lw�C\! [6] .℄i, NN-SVM [7] $gh�?7L+t�o�U!4GOe�,
q��L|$�=f�o�U�GOe��z		$t�, gL$����o�U, z�mV�o�UiX. #v�t�$�U>1.?w�DA�L|�U, �\iPLv(%}8V#U|�UiX, #om3�Ow�h\`. �vbb�t�Oeo�U\|&iw[Wm, >iL}8℄m3�YA. ig	 KNN-SVM [8] gt�$�UL>1
K �U7Ah�|�U, F�#U|�U�K^%�, ��lL$�U[�Y.?Lw��#�o�U>1, ;v KNN m��h\. �vbb| Oe K �o�U7$|�o�UL�hl�w[Wm, *�| #Uo�U�|&ULt�, #;Pnq�u?C.��n2�_wk�;�, mp��*gh�o��TRiPL97k, �p���h�o�?4Yi=vh\R\w�, { SVM �1��Ls.℄, ~d��	`LE�= T �Oe�7$|�U�!t���t0�&�|&o�L���	S�.



128 D &  / � $  x R T 30u$g+�o� xi(m 3P�) E�G�t�Oe T �o�/LLt�, p�o�I# T �o�Lt�2 D1, D2, · · ·, Dt,  �;�tQ2��P�/LLt�, A
D(xi, xj) =

√

√

√

√

m
∑

k=1

(xk
i − xk

j )2 (5)i� 1/Di ��}S i �U=t�}�kg|&o�L���	L�O}E.g# T �o�7� r ��|&o�^�$t��L (Jpt�2 D1, D2, · · ·, Dr), is�L T − r ��|&o�^��$t��L (Jpt�2 Dr+1, Dr+2, · · ·, DT ), ���	`K$t��O}E�$|����2o�L���	.`, ��	`2:

Ei =

( r
∑

i=1

1/Di

)

/

r −

( T
∑

i=r+1

1/Di

)

/

(T − r) (6)E0v.aLt|	4k�tnLwI�n:	[t�h�? (x1, y1), (x2, y2), · · ·, (xm, ym), xi ∈ Rn, yi ∈ {1,−1}, i = 1, 2, · · · , m. Vh�?�}2n% TRm×(n+1) = [X Y ] , G7 X = [x1, x2, · · · , xm]T, Y = [y1, y2, · · · , ym]T._O�nE:

1�!I+�o�L T �Oe�;

1)U4+�U�G��ULt�, �GqLt�[y2 ∞;

For p = 1 to m

{ Z1×m=(zij), zij=∞, i = 1;

j = 1, 2, · · · , m;

For q = 1 to m

{if q 6= p, z1q =D(xp, xq);}

}

2) !4 T �Oe�;

NNm×1 =(nnij), nnij=1,

i = 1, 2, · · · , m; j = 1

DT×1 =(di1), i = 1, 2, · · · , T

s = 1; value=z11;

For k = 1 to T

{For q = 1 to m

{ if z1q < value {value=z1q; s = q;}

nnp1 =s;}

dT1 =value;}

2. =fo�L��	` Ei

Ep×1 = (ei1), i = 1, 2, · · · , n + 1

For p = 1 to T

{if yp 6= ynn, lp1= −1; }

ei1=0, v1=0, v2=0, r = 0;

For j = 1 to T

{ if lj1=1

v1 = (v1 + 1/zij), r++;}

For j = 1 to T

{if lj1= −1

v2 = (v2 + 1/zij);}

ei1=v1/r − v2/(T − r);

3. Vo�L��	` Ei �p[m2 ε Q�Y, i6��	`PLP�
for i = 1 to m

{if ei1 < εi6n% TR � LLS i\, Wn%_p2 TR � L.}

4 ��	�C%%>^�' 1 �}, C%�q ?��&3W�P�.8��NN-SVM h��dNM#�C%O���3�M-.q ?3�=-&q�\�,  � Tcp-

dump wI [9].�&3W3�g+t<L-&�Z, 3W 41 ��&: duration, protocol-type, service · · · hot, num-

failed-logins, logged-in � count, srv-count, serror-

rate � dst-host-count, dst-host-srv-count, dst-host-

same-srv-rate �P�.8�3�V~�L-&�ZG�Y��|B1- SVM 8�8�LP�[|, �&#�q � 1 ���owj�
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�d NN-SVM �oM.'eON$ 129L^�. g	22 1 7 0 L%>Z	℄2!W2r1� [0.0, 1.0] 7L�bq, �`\8�. 8�L=U�	I|ZLq2., +�I|	℄���$�L|�,  protocol type �� 3 ��$L|��flag�� 11 ��$L|��service �� 70 ��$L|�. 2+�|��5t���, VI|	℄L�$L|��nI 0I N −1/L (N A|��), �: g	 protocol type 	℄� tcp�G2 0, udp�G2 1, icmp�G2 2. ℄)�V#U��2�nI [0.0, 1.0] /L [10], B1-j5L[|. g	2�ZL	℄2,W2r1v(ALS�,  src bytes [0, 1.3 billion], #�Wv 10 2QLg�nI [0.0, 9.14]/L, ℄)��nI [0.0, 1.0] /L; W2r1� [0.0, 58329.0] 'r17L, 0Z�nI [0.0, 1.0] /L. O:V��	℄2^�rIL$�Bk, #om�/�W2r1AL	℄+>W2r1SL	℄ [11] .

NN-SVM h�3�$gh�q?, �F �� NN �n (��	`) gq?\iP, ℄) �
SVM �ngiP)Lq?\w�. dNM#3�$gM#q?,  �k�h�3�h�-�Lw�H\qw�. C%O�3�$gdNM#3�M#4LdNqW�C%""\8�.C%LdNM#w2��[d: St[d\h�, h�q3W�&�P�./), �d NN-SVM h�3� �� NN-SVM �np~h�KIw�H; Sj[d\M#, �St[dh��Lw�Hg3W�&�P�.L-&q\M#, �kIdN, mW�C%O�3� WL�L8�"", �*�wHM#�.7�kI>	, �\>'w?/)_}q2=Wh�w�H. '��.m�t��ff0��f+jL�., v�I��LC%℄8.

5 
�xlpd�
5.1 ��(�wm � KDD’99 dNM#B#q [12] g�pELdNM#3Z\#�. ��q?7A�� 5w"h�qG�! 0.3 w"#�qG�. KDD’99 dNM#q?7���;�ZLÆ8\2:

1) DoS (Denial of Service): px}=Æ8�Z,  ping-of-death, SYN flood, land O.

2) Probe: �;b�h1!�℄h1,  port-scan, ping-sweep O.

3) R2L (Remote to Local): �.vnN�,  guessing password O.

4) U2R (Unauthorized access to Root): v�Y*B�*>W,  buffer-overflowÆ8O.

5.2 U��)	�9	 MATLAB L SVM �sMv��5Lq_O.a\wm, SVM  �{��� :

exp [−γ (xi − x)2
]

, G7 γ =0.5, 0l! C=100.  �M#h`Q2&�C%℄8L3�.�m 1 ! T L� �� NN-SVM w�H\�m, $g�5_U.aW ε = −2, $g�$L T W2\M#h`L�m.�m^�G}' 2, G T=7 v, M#h`O�.�m 2 ! ε L� �� NN-SVM w�H\�m, $g�5_U.aW T=7, $g�$L ε W2\M#h`L�m. �m^�G}' 3, G ε = −3 v, M#h`O�.

� 2 V T ℄�* � 3 Vε℄�* � 4 f{ NN-SVM �b%Z�
SVM �b℄qW~`Tv
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5.3 m"ez NN-SVM Æa$Y� SVM Æa\Su2�#�� NN-SVM �n℄8, VG�9% SVM �n\�Y. ! ��m 1 ��m 2 ^�, q?_O.a7W T=7, ε = −3. (o�?2 1200. �m^�G}' 4, }v{4� NN-SVM �n2G�	9% SVM �n, {�� NN-SVM �n, Go�?O	 400 v, C%M#h`m�I� 97% vk,i{�9% SVM �n, Go�?�e 1000v, C%M#h`��I� 97% vk. �;}S, � NN-SVM�n}v�TRPQ(p�L4R.`, =iPldAo�, ��C%M#�`!h`.

6 x&�9�4�t;9	��	`L NN-SVM �n��	-&dNM#C%, Gs.℄�9% SVM �n�2G��, ���M#�`�h`. _w�-&|(dNM#7h�o�?�UCKYAM8�vL�)L;�, }vA{`RWPdACK, iM}v�So�LS�E6KY�M#h`, iM$g�$Lh�?}v\!W℄, �K�C%L�5℄, g	��dNM#C%L℄8�YAjkxy.U���
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