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Design and Implementation of USB Monitoring Technique
Based on HID
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Abstract This paper presents the design and implementation of a distributed USB monitoring system. Aiming at the complexity and low
commonality about development of USB driver, the system implements a scalable USB HID(Human Interface Device) data access interface by
using the method of IRP interception. It achieves a technique to sniff the data of hardware under the premise of non-impact on effective of 1/0
transmission, and takes a simulation experiment as an example to test this method. Experimental result shows that this method simplifies the
development of the drive, and supplies the encapsulation of data and a scalable interface.
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Stactic typedef struct urb_irq_interface

{
spinlock_t lock; /*lock the URB*/
void *private_data; /*data for host controller*/
struct list_head urb_list; /*list pointer to urb*/
struct ushb_device *dev; /*associated USB device*/
unsigned int pipe; [*pipe information*/

int status; [*returned status*/

void *transfer_buffer;  /*data buffer*/

int transfer_buffer_length; [*buffer length*/

int actual_length; [*actual data buffer length*/

o

int number_of_packets; /*number of packets*/
int interval; [*polling interval*/
[*timeout*/

[*completion time*/

int timeout;
ush_complete_t;
struct timeval completion_time; /*time stamping*/};
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HID descriptor Request (associated with above Interface);

Get_Descriptor Request (get information through urb_irq_

interface );}
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1 2 2
/MB Is Is Is Is
1 0.97 0.84 0.87 0.893
4 2.28 2.34 2.37 2.330
16 4.41 4.57 4.50 4.493
64 15.04 15.34 15.65 15.343
256 59.24 58.30 58.46 58.667
512 117.15 118.06 118.50 117.903
1024 234.05 234.56 235.11 234.573
2
1 2 3
/MB Is Is Is Is
1 1.18 0.82 0.89 0.963
4 2.27 2.30 2.29 2.287
16 4.20 4.28 4.23 4.237
64 15.04 15.11 15.75 15.300
256 58.31 58.55 58.60 58.487
512 117.00 117.34 118.01 117.450
1024 235.67 235.39 235.55 235.537
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