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Distinguishing Attack on Stream Cipher Algorithm of CSC Family
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Abstract This paper analyses the safety of stream cipher algorithm of CSC-(n,N) family. It proves that the first word of the key stream produced

by CSC-(n,N) is 0 with a probability 2"~22" approximately which is verified by trials. A distinguishing attack on CSC-(n,N) is presented. In the

attack, the key stream of CSC-(n,N) can be distinguished with a random stream with the correct probability 0.84 by its first word produced by 2°™*

keys of CSC-(n,N).
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