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Vulnerability Detection Tool
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Abstract This paper analyzes Cross-Site Scripting(XSS) vulnerability, proposes an XSS vulnerability classification method, optimizes the XSS
detecting model, and accomplishes a dynamic auto-detecting tool. It remedies the shortage of the original tool, and carries out a better result.

Experiments show its feasibility
Key words Web application

and advantages compared with similar products.
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SRC WAVFinder

String searchExpr = ATTR + "=\\s*?([\W"']?)" + attackString;

ATTR attackString
I
Internet Web
WAVFinder
ASCII HTML
WAVFinder
6
WAVFinder
12
67 3
WAVFinder
70%
WAVFinder 1

““[img]JavaScript:alert(666)[/img]”~

=td=

<span class="bold">1<fspan:
[T ara

=img src= JavaScnpt alert(666)

rder="0" onlo:
Lstyle.cursor="

<brs
= ftd=

4 JavaScript
Paros XSS-Me

Web
I
WAVFinder
2
2 XSS
1
Is Is
WAVFinder 5 49 8 129
Paros Proxy 3.2.13 3 152 1 4
XSS-Me 0.4.0
Paros Proxy
XSS-Me I Paros Proxy
WAVFinder

( 157 )



