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EPA Network Security Configuration Technology
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[ Abstract] Aiming at Ethernet for Plant Automation(EPA) network gateway security control problem of industrial control, this paper proposes EPA
network security configuration technology based on EPA configuration software. It designs EPA network security configuration module, realizes
access control object through configuration of function block, set encrypt key, checkout key and checkout arithmetic. Access control object is
download to safe device after translation and edition to decide the run state of safe device. Test result shows that this technology can effectively
satisfy the design of EPA control system and the needs of security, and enhance the safety and reliability for EPA network control in the field of
industrial control network.
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typedef struct

{

unsigned char DevicelD[32]; /A #1115 %% 1D

Unsigned32 secs;// i [a] 8% 1

Unsigned32 nasecs;// i} ] £ 2

Unsigned char AuthenticatedYard[16]; /< 3% % % 51 7%

Unsigned32 Active IPAddress;//IP ik

} EM_DEVICEAUTHENTICATION;
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class CAcceptControlObj : public CParamStruct{

Private:

Unsigned16 m_ObjectID;//E %5 B{Z B EH & 8]

Unsigned16 m_Local ApplD;//Z< 3 B g He bR iR

Unsigned16 m_LocalObjectID;// 4 3 25 & % 5|

Unsigned16 m_RemoteAppID;/3EFE I g Hedw iR

Unsigned16 m_RemoteObjectID;//3E 245 &R 5|

Unsigned8 m_ServiceOperation;//EPA Ji 45 28 %!

Unsigned8 m_ServiceRole;//EPA Ik %5 f o

Unsigned32 m_RemotelPAddress;//iifEi% % IP

Unsigned32m_SendTimeOffset;// # 3 % 3% I 18] M1 % T 38 15 %
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Unsigned8 m_AccessRight;//3j Ia] K R

Unsigned8 m_AccessGroup;//ijj ] £

Unsigned16 m_Password;// 14
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