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Memory-related Vulnerabilities Localization Technology
Based on Dynamic Tainting

FANG Chen, MAO Bing, XIE Li
(State Key Laboratory of Novel Software Technology, Department of Computer Science and Technology, Nanjing University, Nanjing 210093)

[Abstract] This paper proposes an efficient mechanism to detect and locate the program vulnerability based on the binary taint analysis and
program analysis techniques. The method adopts the data flow analysis and taint analysis. The taint analysis method records the instruction which
propagates the taint flag as well as the memory address it writes to. When it detects the attack, it locates the bug by searching the malicious write
instruction through the memory address it records. Results of experiments show that the system can localize popular vulnerabilities successfully, and

it is able to localize library function call point.
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80484aa: 8b45f8 mov
80484ad: 01c0 add
80484af: 0345f4 add
80484b2: ¢60078 movb
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>ceeo- IMark(0X80484AA, 3) -----
->t22 = GET:132(20)

->t21 = Add32(t22,0xFFFFFFFS:132)
->t23 = LDle:132(t21)
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->t1 = ShI32(t23,0x1:18)
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->t5 = LDle:I32(t24)
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Input: ddddddddddd
==4973== Use of tainted value of size 4

==4973== at 0x80484B2: main (exp.c:23)
==4973== localized at 0x8048479 : main(exp.c:10)

6 LBRER

3 WiRER&IE

AR TEAN RGO BB R, REFMA
THARAE R AT, WA A AL B R R RS
REW, RO DR E AL R, IF EHLRE WS R (L 2] % o 5
WA ELRT, K20 B0 T e 0 5 A A0 2 10 4 ) 4
i 1, AER J5 3 JLARBR B 2 1 45 ) 3 T 40 A B o
FRGEA AT DA AR L 45 i ok, L v DA U A A
A BRI Bk . fECA LA, STHRIA1R A T bk BEAL
WT5 R, BT AR 2 S R By, IR R
AT Z R EE AT T B RAR BN 5, LB e T LA
X P o RS R B A0 3 o SCRRISIR I T 4 0 M A 5 4R 14 7
Vb7 Se b S, R — A ) 2 B T 9, A 0 9 9 B 2
P o HE AT RS G S BT AR I AR,
HLE A A R AR

FH T 00 SR8 W A SCRR 128400, PRI bt th 2 oy B AR 1 )
R, S5 4 A SRS S By o B B i
BV ) A A Ik e 1k 5 SRR R OR X 2 B AR 6, D0A

HAREHRA RN, XHEAD TR A, A B K
RAM AL BB 1 A A B 2 M EEE S TG
1 75 R A DL o R PR AR I I A B A B R, R

ARG, RO — M A ML (R B AR RS K, S REA

BRT EALHREHIE . HK, BRI SR g 5 SCER[B1K AL,

Pk R G A RE A — M2 BB BRI Bk . X RS SRR

HHEAMROFE . 55, RERMREOEARRN LGS,

REA 4RI 20 fR I BIRE PR, B 8EM) TAE R ER i — P FRAR

RO GRS BRI FE DL AR R A R AL kAR

4 BNE

T2 s T o A R LR R Ah T A 3 Beadiad 98 DA R 2

Fr g MR AR E TAR A EEE L, WAEIRE N E AL 2%

AR AR B — A E RS

25

[11 75 W, BRdkoo, REEbk. FETBERRHT4E BRAg g b X ik h Bk
BB FHEAHLITAE, 2009, 35(6): 156-158.

[2] Newsome J, Song D. Dynamic Taint Analysis for Automatic
Detection, Analysis and Signature Generation of Exploits on
Commodity Software[C]//Proc. of the 12th Network and Distributed
System Security Symposium. San Diego, USA: [s. n.], 2005.

[3] Chen Shuo, Xu Jun, Nakka N. Defeating Memory Corruption
Attacks via Pointer Taintedness Detection[C]//Proc. of I|EEE
International Conference on Dependable Systems and Networks.
Yokohama, Japan: IEEE Computer Society, 2005: 378-387.

[4] Xu Jun, Ning Peng, Kil C. Automatic Diagnosis and Response to
Memory Corruption Vulnerabilities[C]//Proc. of the 12th ACM
Conference on Computer and Communications Security. Alexandria,
USA: ACM Press, 2005: 223-234.

[5] Sezer E C, Ning Peng, Kil C. MemSherlock: An Automated
Debugger for Memory Corruption Vulnerabilities[C]//Proc. of the
14th ACM Conference on Computer and Communication Security.
Alexandria, USA: ACM Press, 2007: 562-572.

[6] Satoshi K, Hiroyuki K, Ryota S. Base Address Recognition with
Data Flow Tracking for Injection Attack Detection[C]//Proc. of the
12th IEEE Pacific Rim Intl. Symposium on Dependable Computing.
Riverside, USA: IEEE Computer Society, 2006: 165-172.

G EER

(E4%58 138 1)
F 1R

Bl & & 1B
HMQVE! 2.5E  CKO1,KCI,PFS  GDH, KEAL
NAXOS? 4E eCKO07 GDH
cMQvH 3E eCKO07 GDH
NAXOS+® 5E eCKO07 CDH
ASCHy AKE-1  4E eCKO07 CDH
5 SIRiE

ASCHRH T —A eCKO7 BiR % 2 T CDH fBBtAikE
MUBLE BB R T AKE-1, BB % . 55
—RA=ZRMEAE, AMURET AKE-1 IR R, 7%
TR T—2 W58 B AR R bR R (F 7 2
REALT S B3 T B 22 R il ,  DABRAS B8 i i 2 &k

SE W

[1] Bellare M, Rogaway P. Entity Authentication and Key
Distribution[C]//Proc. of CRYPTO’93. [S. I.]: Springer, 1993: 232.

[2] LaMacchia K, Lauter K, Mityagin A. Stronger Security of
Authenticated Key Exchange[C]//Proc. of ProvSec’07. Heidelberg,
Germany: Springer, 2007: 1-16.

[3] Cash D, Kiltz E, Shoup V. The Twin Diffie-Hellman Problem and
Applications[C]//Proc. of EUROCRYPT’08. Heidelberg, Germany:
Springer, 2008: 127-145.

[4] Ustaoglu B. Obtaining a Secure and Efficient Key Agreement
Protocol for (H)MQV and NAXOS[J]. Designs, Codes and
Cryptography, 2008, 46(3): 329-342.

[5] Krawczyk H. HMQV: A High-performance Secure Diffie-Hellman
Protocol[C]//Proc. of CRYPTO’05. Heidelberg, Germany: Springer,
2005: 546-566.

[6] Lee J, Park J. Authenticated Key Exchange Secure Under the
Computational Diffie-Hellman Assumption[EB/OL]. (2009-04-08).
http://eprint.iacr.org/2008/344.

Gt EER
—141—






	1  背景知识
	1.1  内存相关漏洞
	1.2  内存漏洞定位

	2  系统设计和实现
	2.1  系统设计框架
	2.2  系统实现
	2.3  实例分析

	3  讨论与后续工作
	4  结束语  
	参考文献

	5  结束语
	参考文献


