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SUMMARY: In this paper we propose new key
agreement protocols based on multivariate algebraic
equations. We choose the multivariate function F(X) of
high degree on non-commutative quaternion ring H over
finite field Fq. Common keys are generated by using the
public-key F(X). Our system is immune from the
Grobner bases attacks because obtaining parameters of
F(X) to be secret keys arrives at solving the multivariate
algebraic equations that is one of NP complete
problems .Our protocols are also thought to be immune
from the differential attacks and the rank attacks.
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1. Introduction

Since Diffie and Hellman proposed the concept of key
agreement protocols (KAP) and the public key
cryptosystem (PKC) in 1976[1], various KAP and the
PK C were proposed.

Typical examples of KAP are amost based on the
discrete logarithm problem over finite fields . Typica
examples of PKC are classified as follows.

1) RSA cryptosystem[2] based on factoring problem ,
2) ElGama cryptosystem[3] based on the discrete
logarithm problem over finitefields,

3) the dliptic curve cryptosystem[4] based on the
discrete logarithm problem on the eliptic curve[5],[6],

4) multivariate public key cryptosystem (MPKC)[7],
and so on.

It is said that the problem of factoring large integers,
the problem of solving discrete logarithms and the
problem of computing elliptic curve discrete logarithms
are efficiently solved in a polynomia time by the
guantum computers.

It is thought that MPKC is immune from the attack of
gquantum computers. But MPKC proposed until now
amost adopts multivariate quadratic equations because
of avoiding the explosion of key length.

In the current paper, we propose KAP using
multivariate functions of high degree on non-
commutative quaternion[8] ring H over finite fields Fq
without the explosion of key length. The security of this
system is based on the computational difficulty to solve
the multivariate algebraic equations of high degree.

To break this cryptosystem it is thought that we must

probably solve the multivariate algebraic equations of
high degree that is equal to solving the NP complete
problem. Then it is thought that our system is immune
from the attacks by quantum computers.

In the next section, we begin with the definition of
the product AB between A and B on the non-
commutative quaternion ring over Fq. In section 3 ,we
generate the multivariate functions of high degree on the
ring. In section 4, we describe the element expression of
the multivariate functions of high degree . In section
5,we construct proposed KAP. In section 6, we verify the
strength of our KAP. We consider the size of the keys for
our KAP in section 7. In the last section, we provide
concluding remarks.

2. The definition of the product AB

Let g be an odd prime.Let H be the quaternion ring
over Fg. As we select the non-commutative quaternion
ring as the basic ring, the modulus g needs to be more
than 2 to keep non-commutative.

Here we define the product AB of A=(aya;,ayas) and
B=(bg,by,b,,b35) on quaternion ring H over Fq  such that

AB=(agh, —a,b, —a,b, —azh; mod g,
b, +ayly, +a,b; —azh, mod g,
agh, —ayb; +aphy, +agh, mod g,

ag; +ayb, —a,b, +agh, mod q ).

Let A be the inverse of A such that

A= (ol 584l 58l -8l ) ()]
where

a’+a+aytag #0 modq 2)
= 1/(ag*+a,*+a;"+as’) mod . ©)

3. Multivariate functions of high degree

Let m, d and r be positive integers . As secret keys we
choose arbitrary parameters ks &Fqg and A €H(i=1,..,m)
which have the inverse Al . We define the multivariate
function F(X) of high degree such that

m d riyrd
F(X)= X[k T A" X" 1 e
i=1 j=0

We determine the value of m later so that the number
of variables(i.e secret keys) is nearly equal to the
number of equations.



4. Theeement expression of F(X)

Let she

ss1+r+ri+ . +rd, (5)

Let (fo,f1,f2,f3) be the element expression of F(X) .From
(4), f;(=0,..,3) is given such that

F(>0: (f01f15f21f3) ] (6)
fi= > fjeoeleze3X()eoxlelX282X3e3 mod q (1
€o+..+€3=S

with 0 < eye,e,6; < s and the coefficients figoeieres
€Fqto be published,, where

X = (Xg, X, X5, X3 ) € H,

Xj € Fq,(i =0,.,3).
ey,e,& and e; are non-negative integers which satisfy
et ... +63=S.
Then the number n of figeee: IS
n=4,H=4.,3Cs. (8)

5. Proposed key agreement protocol

Let's describe the procedure that user U and user V
obtain the common keys using F(X ) and T(X) asfollows.
Let Sbe the set of system parameters
S=[q,d,r,m]. (9
1) User U sdects randomly k & Fq and
A= (A Ay Ay Ary) EH (i=1,..,m) which have the
inverseA™.  The secret keys of user U are
K=[Kyyeo)ky Ay A - (10)
2) User U generates F(X) such that

Fo= L ik 11 AT X
2 e ’ (1)
3) User U calculates {fiegerezes} from (11) .
4) Let PK bethe public keys of user U such as
PK={fjeeieres} 12)
Beforehand user U publishes PK which consist of n
parametersin Fq.
5 User V sdects randomly h & Fgq and
R= Ry R, Ry R,;) EH (i=1,..,m)
which have theinverse R’
6) UserV generates T(X) such that

m d j i
T(X) = hi R" x" .
0= x[ 1R ] (13)

7)  Let (to,t1,tot3) be the element expression of T(X).
From (13) user V calculates the set of coefficients
{tjcoere2es  Which consists of n parametersin Fq .

t (j=0,..,3) is given such that
T(X)=(to,t1,t2,3) : (14)
where
o, €l e2, e3

t) = L lLigeeeX X X2 X3 modg
€o+..+€=S

(15

with the coefficients feeees €Fq . €,61,6; and e; ae
non-negative integers which satisfy eyt+...+e;=S.

Then the number n of tjeeiee: 1S

n=4,Hs=4,3Cs.
8) UserV sends {tjepereest touser U.
9) User V caculates common keys Kvl and Kv2 as
follows.

Let Kvl and Kv2 be

Kvl=(Kvlp,Kvl,Kvl,, Kvls)

Kv2= (KVZo, KV21, K\Qz, K\Qg) .

o op 6o, 2 63
Kgj=> h X fieeeeRo R Rz R~ modq i)
i=1 &h+eS
(=0,1,2,3)
€0,61,6, and e; are non-negative integers which satisfy
&t...te=S.
Let Rr; and T\/Zij be

_ r_
Ry = Ri" = (Ryg Ry R Ry e H 17
™= X fieeeeRio®Ri*Ri*Riz® mod g. 18

&+..+63=S ( )

(i=1,..m;j=0,1,2,3)
€0,€1,6 and e; are non-negative integers which satisfy

et.. +6=S.
m d+1
Kv2= Y hR (v2q, 121,725 v2g)R "~ <H, (19)
i=1

10) User U calculates common keys Kul,Ku2 as follows.
Let Kul and Ku2 be
Kul=(Kuly,Kuly,Kuly Kuls)
Ku2=(Ku2p,Ku2;,Ku2,,Ku2y).
Let Ar; and Tulij be
_af (20
Ari = Ai = (AriO,Aril,AriZ,Aris) e H,
Thj- T teaeelioAnTARTAR® moda (21)
@+..+E3=S
(i=1,..m;j=0,1,2,3)
€0,61,6 and e; are non-negative integers which satisfy
&t..+e=S.

m a4l
Kul= 3 KA (Mg Ty Tuip Tuliz)A ™" eH, (22)
i=1
m @,e, &2, 6
KLQJ' :i§1 Iﬁ%,i.;sti&e&&pm Al AZ AS mod q(23)
(=0,1,2,3)
€0,61,6 and e; are non-negative integers which satisfy
et..+e=S.
We can confirm that
Kul=Kv1, (24)
Ku2=Kv2 (25
asfollows.



m

Kvl= zh yF(Ry) = Z > hylki n ATR,T, (26)
y=11i=1

Kul g k AT(Ar) -t

ul=

yo1 VY y

m m rit —rd+t
= X kALX[h HR A A

y = 1 i=1 =0

m m d P p st r
= Z {Z kyAyhi 'HRi Ay }Ay

y=1i=1 =0

$ S n 11 AR -k
= 1 i = KV1.

y=1i=1 R (27)

We can a'so confirm in the same way that
Ku2=Kv2.

The common keys of user U and user V are [ Kul,Ku2]
or [Kvl,Kv2].

6. Verification of the strength of our KAP

Let's examine the strength of our KAP. The strength of
our KAP depends on the strength of the multivariate
functions described in section 3. In other words, we
mention the difficulty to obtain k &Fq and A, €H
(i=1,..,m) from the set of coefficients {fjeeee} 0f F(X)
to be the public keys .

6.1 Multivariate algebraic equations from F(X)

Let Ajbe
A= (Ao ArA2Az)  (=1,..m). (28)
From (4) all fieeiees have the form
f jeOeleZES =

m

c;
Z Ki Z hijeO'"eZSCijO"CijSAm A
i=1

CijO+..+cij 3=s
(j=0,.,30<ey,e1,e0,e3<59)

513 mod q(29)

with the coefficients hjjeo_esdijo.cjs EF0 Where Gjo,Cij1,Gij2
and Cjz; are non-negative integers which satisfy
Cijot ...+ Cjj3=S.

From (29) we obtain n multivariate algebraic equations
over Fq where kiand A; €Fq (i=1,..,m;j=0,..,3) are the
variablesi.e. unknown numbers.

6. 2 Cryptanalysis using Grobner bases

It is said that the Grobner bases attacks is efficient
for solving multivariate algebraic equations .We
calculate the complexity G[9] to obtain the Grébner
bases for our multivariate agebraic equations on
quaternion ring so that we confirm immunity of our KAP
to the Grobner bases attack .

We describe in the case of d=2 and r=3 as samples of

lower degree equations.

s :degree of equations =s+1=1+3+3?+1=14.

n :the number of equations =4(s.3Cs)=2240.

We select m so that the number of variables(i.e secret
keys) isnearly equal ton, that is

= [(45+ 3C3)/(4+ 1) 7=448,

where #; means the largest integer less than or the
integer equal to *.

z :the number of variables =5m=2240

Ureg=S+1=15

G=0((:Gureg)")=0(2°* ) is more than 2% which is the
standard for safety where w=2.39.

Our KAP is immune from the Grobner bases attacks
and from the differential attacks because of the equations
of high degreein (29).

It is thought that the polynomial-time algorithm to
break our KAP does not exist probably.

7. The Size of the keys

We consider the size of the system parameter q . We
choose g=0(2") so that the size of the space of Kul and
Ku2 is more than O(2%).

Inthe case of d=2 and r=3, the size of PK ,and K is
23kbits, 23kbits each.

8. Conclusion

We proposed the KAP using multivariate functions
on non-commutative quaternion ring over Fg. It is a
computationally difficult problem to obtain the secret
keys [Kky,...kmA,..,Ax| from the public keys {fjeomeoes}
because the problem is one of NP complete problems. In
order to ensure the safety, the size of g isto be more than
10 hits.

We can congtruct the KAP on the other non-
commutative ring ,for example matrix ring.
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