Construction of Balanced Boolean Functions with High Nonlinearity

and Good Autocorrelation Properties

Deng Tang!, Weiguo Zhang?, and Xiaohu Tang!

Abstract

Boolean functions with high nonlinearity and good autocorrelation properties play
an important role in the design of block ciphers and stream ciphers. In this paper, we
give a method to construct balanced Boolean functions with n variables, where n > 10 is
an even integer, satisfying strict avalanche criterion (SAC). Compared with the known
balanced Boolean functions with SAC property, the constructed functions possess the

highest nonlinearity and the best global avalanche characteristics (GAC) property.
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1 Introduction

Boolean functions are the building blocks of symmetric cryptographic systems. They are
used for S-box designing in block ciphers and utilized as nonlinear filters and combiners in
stream ciphers. Generally speaking, cryptographic Boolean functions should satisfy various
criteria simultaneously, mainly balancedness, high nonlinearity and good autocorrelation
properties, to resist linear cryptanalysis and differential cryptanalysis particularly.

In 1985, Webster and Tavares introduced the concept of the strict avalanche criterion
(SAC) when searching for principles for designing DES-like data encryption algorithms [2].
Since characterizing an important property that whenever a single input bit is comple-
mented, each of the output bits changes with a probability of one half, immediately SAC
turned out to be a widely accepted cryptographic criterion for Boolean functions. However
in 1995, Zhang and Zheng pointed out that SAC is a measure for local avalanche and hence
has some limitations [12]. So, they introduced the global avalanche characteristics (GAC),
which including two indicators: the absolute indicator and the sum-of-squares indicator, to

forecast the overall avalanche characteristics of a Boolean function [12].
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Table 1. Comparison among balanced SAC Boolean functions

Constructions n even N¢ Ay o¢
Canteaut et al. [1] n>8 gn—1 _ 9n/2 2n 22n+2
Stanica [9] n >4 212 2" 23n—2
Stanica [9] n>8 on—1 _ 9n/2 2n 22142
Stanica and Sung [7] | n > 8 on—1 _ gn/2 - 22n+2
Maitra [11] n>6 |2n"t_on/2-1 _9gn/2-2 g1 22n+0.89
Stanica and Sung [8] | n >4 gn—1 _ gn/2 - 221 4 6 - 23n/2
Ours (Theorem 2) | n > 10 | 271 —2n/2=1 _gln/4] | on/2 4 ofn/4l41 | 92n 4 5. 93n/2 4 on+3

For even number of variables, the well-known bent functions possess possible highest
nonlinearity and the best autocorrelation properties. Unfortunately, bent functions are not
balanced and then are improper for direct use. Therefore, constructing the balanced Boolean
function f with SAC property, which is called balanced SAC Boolean function in this paper
for short, high nonlinearity Ny and very good GAC property (low absolute indicator Ay and
low sum-of-squares indicator o) is very desirable. Addressing this problem, many works
have been done, for instance [1, 7, 9, 11, 8], which are summarized in Table 1.

In this paper we propose a method to construct balanced SAC Boolean functions on even
number of variables with very good GAC property and high nonlinearity. Our construction
is based on a modification of the Maiorana-McFarland (M-M) class bent functions [6]. As
a result, we can obtain a large class of balanced SAC Boolean function f with Ny =
o=l _gn/2=1 _o[n/A1 Ay < 27/2 4 o[n/AH1 hand oy < 227 452372 4 2742 (n = 0 mod 4)
or oy <227 4 5.23/2 4 97+3 (n = 2 mod 4), where n > 10 is an even integer. It is seen
from Table 1 that our Boolean function is the better than all the known results with respect
to all the three parameters.

The organization of this paper is as follows. In Section 2, the notations and the nec-
essary preliminaries required for the subsequent sections are reviewed. In Section 3, our
construction and main results are presented. The proof of the main results are given in

Section 4. Finally, Section 5 concludes the paper.

2 Preliminaries

Let Fo = {0,1} and F4 be the vector space of n-tuples over Fy. In this paper, some
additions of bits will be considered in Z and denoted by +, and some will be computed over
Fy (i.e., modulo 2) and denoted by @. For simplicity, if there is no ambiguity, we shall use

+ to denote the addition of vectors of F3.



Denote B,, the set of Boolean functions of n variables. A Boolean function with n
variables is a function from F5 into Fo. The basic representation of a Boolean function

f(x1,--- ,x,) is by its truth table, i.e.,

(f(ov 7070)7f(07"' 7071)7f(07"' 7170)7f(07"' 7171)7"' 7f(17 7171))

Furthermore, any Boolean function f € B,, can be uniquely represented by a multivariate

polynomial over Fy, called the algebraic normal form (ANF), of the form:

n
Flay, -, an) = @ au<Ha:7;j),
ueFy j=1

where a, € Fy and u = (uy,--- ,u,). The algebraic degree, denoted by deg(f), is the
maximal value of wy(u) such that a, # 0, where the Hamming weight wg (u) of a binary
vector u € F7 is the number of its nonzero coordinates (i.e. the size of {1 <i < n|u; # 0}).
A Boolean function is said to be an affine function if its degree is at most 1. The set of all
affine functions is denoted by A,,. To resist the Berlekamp-Massey attack [5], any Boolean
function used in a cryptosystem should have high algebraic degree.

Another important cryptographic property for a Boolean function is nonlinearity. The

nonlinearity Ny of a Boolean function f € B, is defined as
Ny = min (d
7= min (du(f,9)),

where dg(f, g) is the Hamming distance between f and g, i.e., dg(f,g) = [{x € Fy | f(z) #
g(z)}|. In other words, the nonlinearity Ny is the minimum Hamming distance between f
and all the affine functions.

The nonlinearity can also be expressed by the Walsh transform of f. Let x = (21,22, - ,Zn)
and o = (v, a9, -+, o) both belong to Fy and - o = x101 @ 202 B - - - D Ty vy, then the
Walsh transform of f € B,, at « is defined by

Wila) = Y (-1 @rres,

zelFy

2"~1 where the Hamming

We say that f € B, is balanced if its Hamming weight equals
weight of a Boolean function f € B, (denoted by wg(f)) is the size of its support {z €
F3 | f(z) # 0}. Obviously, f is balanced if and only if W;(0) = 0. Then, by the Walsh

transform the nonlinearity of a Boolean function f € B,, can be computed as

1
Ny =2""1 — —max |W;(a)|.

a€clfy



Any cryptographic Boolean function should have high nonlinearity for resisting the Best
Affine Approximation (BAA) [4]. So, the value of maxaepy [Wy ()| should be low. However,
it is limited by the Parseval’s equality, which states that the Walsh transform of a Boolean

function f € B, satisfies

> Wia) =22

acFy

Consequently, Ny < on—1_9n/2=1 for any Boolean function f € B,,. The functions achieving
this bound are called bent functions [6], which only exist for even n.

For reducing the likelihood between the outputs and the inputs of a Boolean functions, it
is desirable for function to have low additive autocorrelation. The autocorrelation function

of a Boolean function f at the shift « is defined by

Cf(Oé) _ Z (_1)f(:c)+f(:c+a)'

z€Fy

f is said to satisfy strict avalanche criterion (SAC) if
Cila) =0, wy(a) =1,

Global avalanche characteristics (GAC) describes the overall avalanche characteristics

of f, which are related to two indicators: the absolute indicator

Ay = mac[C(a)

and the sum-of-squares indicator

of = Z C’ch(oz).

aclfy

An important relation between oy and the Walsh transform as follows [3]

Wi )= Crla)(=1)". (1)

a€clfy

which results in

3 Construction and Main results

This section presents a method for constructing balanced SAC Boolean functions with

very good GAC and high nonlinearity properties.



For simplicity, denote ' = (x1,- -+, 2y,/5_1) for a given vector = = (x1,- -+ ,2,/2) € F;/z

from now on.

Construction: Let n > 4 be an even number. Let x = (71, ,7,5), and y =
(Y1, Yny2). Let S = Fgﬂ \{0,1} and T = F;/z \ {0,1}, where 0 = (0,---,0) € F;/z

and 1 = (1,---,1) € Fg/2. Let ¢ be a bijective mapping from S to T satisfying ¢(z) =

¢(x+1) + 1 when wy(x) = 1.

Then we construct a cryptographic Boolean function f € B,, as follows:

¢(x)-y, ifx#0and xz#1
gl(y)7 ifr=1

where

and

91(y) =goy) +1-y+1

in which h(y’) is an (n/2 — 1)-variable balanced Boolean function with nonlinearity as large
as possible, i.e., max _gn/21 [Wp(a)] < ol "5 1141 — ofn/4] ang Ny, > 2n/2=2 _ oln/4]-1,
2

We have the following main results.

Theorem 1. Let n > 4 be an even number. Let f be an n-variable Boolean function given

by (3). Then the following statements hold:
1) f is balanced;
2) Ny >2n-1 —9n/2=1 _ofn/4l,
3) f satisfy SAC;
4) Ay < 2n/2HL

220 4 5.923/2 4 ont3 ifp = 2 (mod 4)

5) or <
) o5 {22"+5-23"/2+2"+2, ifn =20 (mod 4).

Example 1. Letn = 12. Let ¢ be a bijective mapping from F§\{0, 1} to FS\{0, 1} such that
é(z) = x, where x € F§\{0, 1}. Choose h = (1,1,1,1,0,1,0,1,1,1,0,0,1,0,0,1,0,0,0,0,1,
0,1,0,0,0,1,1,0,1,1,0), which has maxzeps [Wa(B)| = 2In/41 = 8 and A), = 2/21 = 32.
Then it is checked by program that the f given by (3) is a balanced Boolean function satisfy
SAC, and f has the following parameters



1) Ny =2008;
2) Ay =128;
3) o = 18104320,
which coincides with Theorem 1.

From the proof of Theorem 1 which will be given in next section, it is easy to see that
the nonlinearity and GAC property of f € B,, heavily rely on the nonlinearity and absolute
indicator of the balanced function h(y’) € By, jo_1.

Therefore, firstly we can lower the the absolute indicator Ay by choosing some spe-
cific functions h(y') € B, /2—1 with small absolute indicator A, for example the Boolean

functions by Zhang and Zheng in [12].

Theorem 2. Letn > 10 be an even number. Let h be an (n/2—1)-variable Boolean function

given in [12] satisfying
® max_ _pn2-1 [Wh(a)| < 24 and Ay, < 2% forn =0 (mod 4), or
acts
® max_ _pn2-1 [Wh(a)| < 20+2/4 gnd Ay, < 2002/ for n = 2 (mod 4)
acly

Then,

Example 2. Let n = 12. Let ¢ be a bijective mapping from FS\{0, 1} to FS\{0, 1} such that
o(z) = x, where x € F§\ {0, 1}. Choose h as a 5-variable Boolean function given by (13)
in [12], i.e., h = (1,1,1,1,1,0,1,0,1,1,0,0,0,1,1,0,0,0,0,0,0,0,1,1,0,1,1,0, 0,1,0,1),
which has maxgeps [Wi(8)| = Ap = 2[n/41 = 8. Then verified by program, f constructed by
(3) satisfies that

1) Af = 80,‘
2) o = 18104320,

which is consistent with Theorem 2. In contrast to the previous one in FExample 1, this

function f has all the same properties but smaller absolute indicator Ay.

Secondly for some specific cases, it is possible to improve the nonlinearity and lower GAC
indicators of f simultaneously by taking the appropriate functions in [10]. For example,
in [10] Maitra has constructed a balanced function h € Bys with Nj, = 21 _ 97 4 6 and
A, < 205+1)/2 _ 16, Based on it, we can construct a balanced SAC Boolean function
f € By with Ny > 231 — 215 — 28 4 12 Ay < 216429 32 and oy < 264 + 5. 218 4 231
whereas by Theorem 2 Ny > 231 _ 915 _ 98, Ay < 216 1 29 and o < 264 4 5.248 4 934



4 The Proof of Main results

In order to prove our main results, we need the following three useful lemmas.
Lemma 1. Given 3 € F3, then

e 3=10o0r (=1, then Wy (B) = on/2-1,

o # 0and B # 1, then [W,, ()] <241,

Proof: Let = (01, - ,Byns2). By definition, we have

_ +5-
Weo) (B) = Z (_1)go(y) By
yE]F;L/2
— 1\ )8 Y B2 Yn )2 _ 1\ Y +Bns2Yny2
(—1) + (-1)
1-y=1 1-y=0
= Z (= 1)+ Z (= 1)MW)+E Y +Bn 2
1,'yl:17yn/2:0 ll'y/:07y7l/2:l
D S D SR
1/'yl:07yn/2:0 ll.y/:Lyn/Q:l

When 3,/ = 0, it becomes
Woo)(B) = Z (—1)h(y’)+ﬁ’-y’ i Z (_1)B’~y’

y,ng/271 y,eF;L/Qfl
Wi (8, if 6#0
27/2=1 LW, (0), if =0.
When 3,/ = 1, set o/ = ' 4+ 1". Tt gives
W@ = — 3 (DR 3 (1
Y’ EF;L/271 y/ng/2*1

—Wp(B'+1), ifp#1
2721 _W,(0), if f=1.

Recall that h is balanced, i.e., Wj(0) = 0, and max
the proof.

ern/>! (Wi(B)| < 2["/41 we finish

0

Lemma 2. Let s(z’) be an (n/2 — 1)-variable Boolean function. Then,

S D = 3 ()

1-x=c y,ng/Zfl

where ¢ =0 or ¢ =1 is a constant.



Proof: Without loss of generality, assume that ¢ = 0. Then, the equation can be

rewritten as

POICUCEEEID DENN VD DI G

lz=c 1"50/:071"”/2:0 ll'xlzlvxn/Q:l

which leads to the conclusion.

O
Lemma 3. Define
I = Z (( Z (_1)go(y)+go(y+b))2+( Z (_1)go(y)+go(y+b))2>’
1:b=0  1.y=0 Pl
then
r 23n/28 pon ifn =2 (mod 4)
Sl =0 (mod 4).
Proof: From the construction of the function gy over FS/ 2, we get
b= Z <( Z (_1)(1'y)'h(y/)ﬂl'(y+b))'h(yl+bl))2 +( Z (—1)(1-y)-h(y’)+(1-(y+b))vh(y’+b’))2)
1-b=0 1.y=0 1gm1
= 22 N () (—1)hW )R+
1-6=0 1l-y=1
= 23n/2—3 + Z ( Z (_1)h(y’)+h(y’+b’))2
peFy/? Tt yern/?!
— 23n/2—3 + Z C}%(b/)
by ery/27t

where we use Lemma 2 twice in the third identity.
According to the equations 37 _in/2-1 Wka) = 27/271. Zﬁan/2—1 C2(B) by (2) and
2 2
Za /21 W}%(a) = 272 by Parseval’s equality, we can easily deduce that
2

dooCrB) < 2P max Wi(a)
IBGFEL/271 CVEFZ
{2m ifn=2 (mod 4)

201 ifn=0 (mod 4).

This completes the proof.

Now, we are able to to prove Theorem 1.



Proof of Theorem 1: 1) and 2). For a € IF‘Q >and 3 € IF‘ , we have

Wia,B) = Z (—1)¢@) yFraatby o Z yoow)+By 4 Z 1)@ +1latby
zeS,yefry an/z yan/z
= Y (per N (~)@@HY 1 ST (@t ST ()@ iyilyilas
reS yEan/2 yE]Fn/2 yan/Z
(=1)7 @2 p W (8) — ()M Wy, (B+ 1), if B#0and §#1
= 4 Wao(0) = (=1)7 Wy, (1), if3=0
Wgo(l) - (_1)1'(1W90 (0)7 if 8 =1.

Hence, W;(0,0) = 0 and [W;(a, 8)| < 22 + 2[5+ The assertions of 1) and 2) then
follow.
3). Notice that

Crla,b) = Y (-1lewt/lteytt)

7yE]Fn/Q

which can be classified into four cases:
e o =0 and b = 0. Obviously C(a,b) = 2".

e a=0andb#0.

Cy(a,b)
_ Z ¢>(x + Z go Y)+90(y+b) 4 Z (¥)+91(y+b)
z€S yeF"/2 yeFy/? yeFy/?
= 2"/22 1)@ 4 Z 1)90®)+90ly+b) 4 (1)L Z (—1)90®)+90(y+b)
zes yeF/? yeF)/?
= 2720 (FD)*' = (=) = (=D)M) + (L + (= 1)M*)Cyy (0)
2€Fp/?
— (1 (—1)M) 4 Gy (D)1 + (~1)M)

0, if1-06=1
—on/2+1 2C4,(b), if1-b=0andb#0,

where the substitution z = ¢(x) is used in the third identity.



e ¢ =1.

Cy(a,b)
= Z(_1)¢>(m+1)vb Z (—1)@@+et)y 4 Z 1)90@)+a(y+d) 4 Z 1) @)+g0(y+b)
reS yan/z yan/z yeF”/z

_ Z (— 1)90( y)+9go(y+b)+1- (y+b)+1_|_ Z go(y)+go(y+b)+1 y+1

yeFy/? yeF;’”
0, ifb=0
_ 0, ifl1-6=1
—2 ¥ (- )go(y +9o(+b)+1y  if 1.5 =0 and b # 0.
yEIF"/2
e a#0anda#1.
Cf(CL, b)
— Z (—1)/ @)t/ (@+ay+h)

zeS\{a,a+1}, yE]F"/2

+ Z f(ay +1(0y+b) 4 Z f(a+17y)+f(17y+b)

yEIFn/2 yan/z

+ Z 1 O+flay+b) 4 Z (—=1)f )+t Ly+b)
yeFy/? yeFy/?

_ Z (_1)¢(1‘+a)'b Z (-1 )(¢(1‘)+¢(I+a))~y

zeS\{a,14a} an/?

+ Z a)y+go(y+b) | Z ¢(a+1 y+g1(y+b)
yeFy/? yeFy/?

+ Z go(y +o(a)(y+b) Z gl(y)+¢(a+1) (y+b)
yeFy/? yeFy/?

= 2- (1) Wy (¢(a) +2- (=12 Wy, (8(a + 1))
= 2- (1) Wy (¢(a) —2- (=1 Wy (¢a + 1) + 1) (5)

where we make use of the fact that
Wo (pla+1)) = =Wy (fp(a+1)+1)

since ¢1(y) = go(y) +1-y + 1.

If wy(a,b) = 1, there are two subcases (¢ = 0 and wgy(b) = 1) or (wg(a) = 1 and
b = 0). For the former, it follows from (4) that Ct(a,b) = 0. Regarding the later, we see
Cf(a,b) = 0 from (5) where ¢(a) = ¢(a+ 1) + 1 for wy(a) = 1. Therefore, f satisfies SAC.

10



4) We prove that Ay = 75511&}%750 |Ct(a,b)| < 27/2+1 by further investigating the fol-
a or

lowing three subcases in above cases.

e a=0,1-b=0, and b # 0. we have

Ci(a,b) = —9on/2+1 | 9 Z 1)90®)+90(u+b)
yEIF"/2
= _on/2Hl 2( 3 (- y)+(1L-(y+b)) Ay +)
1.y=0
+ Z ¥)+(1(y+b)): h(y’+b’))
1y=1
— —9n/2+l | 9 9n/2-1 4 9 Z (—1)M)+h(y'+Y)
yery/? 7t
= 2242 3 (—)h@)TRGHE) (©)
y EIF"/2 1

where the last identity follow from Lemma 2.

Substituting the trivial bound that Aj, < 2"/~ into (6), we get

ICi(a,b)| < 2L

e a=1,1-b=0, and b # 0 . Similarly, we have

Crlab)] < 2241,

e a # 0 and a # 1. Hence by Lemma 1,

Crlab)| <4 max  (Way(0(a))|: Wy (9(a+1)+ 1))

which is < 4 - 2[/41 = o[n/41+2,
5) Summing all the nonzero value C']% (a,b), we have

op = 2" +4 > ((—1)2@PWy, ($(a)) — (~1)2@H VbW, (¢(a +1) +1))°
a€Fy/2\{0,1},beF}/?

+4 Z (=22 4 C,, (0))? + 4 Z ( Z (—1)90W)+90(y+b)+1-y+1)2

a=0,b£0,1-b=0 a=1,b#0,1b=0 | cpn/2
= 22" 448 +4U (7)
where
S = > ()PP Wy, (6(a)) — (1) D W (p(a+ 1) + 1))
a€Fy/?\{0,1},beFy/>

11



and

U = Z (=22 4 C,, (b)) + Z ( Z (=1)90W)F90(yFb)+1y+1)2

1-6=0,b#0 1-6=0,b#0 yan/z

In what follows, we calculate S and U respectively.

Firstly,

S = Y (WE(6) +WE(sla+1)+1)

a€Fy/2\{0,1} beF}/?
_9 Z Z ¢(a +é(a+1))- ngO(¢(a)) Wy (d(a+1) + 1))
n/2\{0,1} beF}/?
= 22 N (W2 (4(a) + W (¢la+1) +1))
acF/*\{0,1}

-9 Z W, (d(a)) - We,(p(a+1)+1) Z (_1)(¢(a)+¢(a+1)).b

a€lF

acFy/*\{0,1} beFy/?
- ( S WA+ YD WE(d) 22 (0) ~ 22 (1)) +0
F/ deFy/?
_ on2, (2” +2" — 22 (0) — 2W2 (1))
= 92 (2n o 4. (202712
— 93n/2 (8)

where we set two permutations ¢ = ¢(a) and d = ¢(a + 1) + 1 in the third identity and use
the Parseval’s equality > e/ W2 ()= deF? W2 (d) = 2" in the fourth identity.
2
Next,

U = 2222 =1+ Y Cod) -2 Y Cy(b)
1-b=0,b#0 1-b=0,b#0

+ Z Z 1)90®)+90(y+b)+1-y+1)2 (9)

1b=0b£0 | cpn/2

23n/2—l . 2n + Ul . 2n/2+1U2

12



where

U, = Z Cgo(b)-l- Z (Z (—1)90@+g0(y+b)+1y+1y2

1:6=0,b#0 1b=0,b70 | cpn/2
= Z (( Z (—1)90W)Fo0(y+b))2 4 Z (_1)go(y)+g0(y+b)+1.y+1)2> _on
10=0 yery/ yeFy/?
= Z (( Z (_1)90(y)+90(y+b) + Z (_1)90(y)+go(y+b))2
16=0  1.y=0 1g=1
+( Z (—1)90@+a0u+d) _ Z (_1)g0(y)+go(y+b))2) _on
1y=1 1920
= Z (2( Z (_1)go(y)+go(y+b))2 +2( Z (_1)go(y)+g0(y+b))2) _on (10)
1.6=0 1.y=0 1Ty=1

which is < 237/272 42" for n = 2 (mod 4) and < 23272 for n = 0 (mod 4) by Lemma 3,
and
Uy = Z Ogo(b) = Z Cgo(b) - 2n/2-
1-6=0,b#0 1-6=0
Note that from (1) we have
Z Cgo(b) - Z Cgo(b) = Z Cgo(b)(_l)lhb = Wg20(1) =2"?
1-6=0 1.b=1 —
and
D Can®)+ >0 Coolb) = 3 CopB)(=1)™" = W (0) = 272,
1-6=0 1-6=1 beF /2
Then, we have
Z Co (b) = 2"?
1-6=0

which leads to
Up=2n2 - on/2, (11)
Combining (9)-(11), we have

U = 23n/2—1 _ 2n + U1 _ 2n/2+1U2
23n/2=2 y ontl if =2 (mod 4)
23n/2=2 L 9n  ifn =0 (mod 4).

Associated with (7) and (8), it results in the assertion 5).

13



5 Conclusion

In this paper, we describe a method for constructing balanced SAC Boolean functions
on even number of variables with very good GAC property and high nonlinearity. As a
consequence, we obtain a large class of balanced SAC Boolean functions which provide

currently best known GAC property.
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