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IPv6 attack source traceback scheme based on extension header

probabilistic marking
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Abstract; The probabilistic packet marking for IPv4 networks could not applied to IPv6 without any change. This paper pro-
posed an IPv6 attack source traceback scheme based on extension header probabilistic marking according to the features of
IPv6. It analysed the IPv6 header, selected the appropriate marking areas and gave the specification of coding, made some
changes to PMTU algorithm so as to satisfy the demand of traceback ,adopted the algorithm of generating attack tree to recon-
struct the attack paths. Theoretic analysis and simulation results prove that it can reconstruct the attack paths effectively , realize

the aim of IPv6 attack source traceback.
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