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Abstract. A proxy re-encryption (PRE) scheme involves three parties: Alice, Bob, and a
proxy. PRE allows the proxy to translate a ciphertext encrypted under Alice’s public key
into one that can be decrypted by Bob’s secret key. We present a general method to con-
struct an identity-based proxy re-encryption scheme from an existing identity-based encryp-
tion scheme. The transformed scheme satisfies the properties of PRE, such as unidirectionality,
non-interactivity and multi-use. Moreover, the proposed scheme has master key security, allows
the encryptor to decide whether the ciphertext can be re-encrypted.
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1 Introduction

A proxy re-encryption (PRE) scheme involves three parties: Alice, Bob, and a proxy. PRE allows the
proxy to translate a ciphertext encrypted under Alice’s public key into one that can be decrypted
by Bob’s secret key. PRE can be used in many scenarios, such as email forwarding, distributed
file system, and the DRM of Apple’s iTunes. Unlike the traditional proxy decryption scheme, PRE
doesn’t need users to store any additional decryption key, in other words, any decryption would be
finished using only his own secret keys.

The concept of identity-based encryption (IBE) was first introduced by Shamir [8]. In an IBE
system, arbitrary strings such as e-mail addresses or IP addresses can be used to form public keys
for users. After Boneh and Franklin [3] proposed a practical identity-base encryption scheme, Green
and Ateniese [5] proposed the first identity-based PRE (IB-PRE). It allows the proxy to convert an
encryption under Alice’s identity into the encryption under Bob’s identity.

Our Contribution. We present a general method to construct an identity-based proxy re-
encryption scheme from an existing identity-based encryption scheme. The transformed scheme
satisfies the following properties of PRE, which are mentioned in [1, 5]:

– Unidirectionality. Alice can delegate decryption rights to Bob without permitting her to decrypt
Bob’s ciphertext.

– Non-Interactivity. Alice can compute re-encryption keys without the participation of Bob or the
private key generator (PKG).

– Multi-Use. The proxy can re-encrypt a ciphertext multiple times, e.g. re-encrypt from Alice to
Bob, and then re-encrypt the result from Bob to Carol.

Moreover, our scheme has the other two properties:

– Master Key Security. A valid proxy designated by Alice, other users who are able to decrypt
Alice’s ciphertext with the help from the proxy can not collude to obtain Alice’s secret key.

– Re-encryption Control. The encryptor can decide whether the ciphertext can be re-encrypted.

Related Work. Mambo and Okamoto [6] first introduced the notion of PRE. Blaze et al. [2] later
proposed the first concrete scheme of proxy re-encryption which allows the keyholder to publish the
proxy function and have it applied by untrusted parties without further involvement by the original
keyholder. Their scheme is bidirectional and has multi-use property. Ateniese et al. [1] presented
the first unidirectional and single-use proxy re-encryption scheme. In 2007, Green and Ateniese [5]
provided the first identity-based proxy re-encryption scheme but their scheme is secure in the random
oracle model. Chu et al. [4] proposed new identity-based proxy re-encryption scheme in the standard
model. Matsuo [7] also proposed new proxy re-encryption system for identity-based encryption, but
his solution needs a re-encryption key generator (RKG) to generate re-encryption keys.
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2 Preliminaries

In this section, we first review the basic concept of the bilinear maps, then we describe the concepts
of IB-PRE and its security model.

Definition 1. Let G, G1 be two cyclic multiplicative groups with prime order p. Let g be be a
generator of G and e : G×G→ G1 be a bilinear map with the following properties:

1. Bilinearity: ∀u, v ∈ G and ∀a, b ∈ Z, we have e(ua, vb) = e(u, v)ab.
2. Non-degeneracy: The map does not send all pairs in G × G to the identity in G1. Observe

that since G,G1 are groups of prime order this implies that if g is a generator of G then e(g, g) is a
generator of G1.

We say that G is a bilinear group if the group operation in G and the bilinear map e : G×G→ G1

are both efficiently computable.

We assume that there is an efficient algorithm Gen for generating bilinear groups. The algorithm
Gen, on input a security parameter κ, outputs a tuple G = [p,G,G1, g ∈ G, e] where log(p) = Θ(κ).

Definition 2. An IB-PRE scheme consists of the following six algorithms: Setup, KeyGen, En-
crypt, RKGen, Reencrypt, and Decrypt.

Setup(1κ). This algorithm takes the security parameter κ as input and generates a public key PK,
a master secret key MK.

KeyGen(MK, I). This algorithm takes MK and an identity I as input and generates a secret key
SKI associated with I.

Encrypt(PK,M, I). This algorithm takes PK, a message M , and an identity I as input, and
generates a ciphertext CTI .

RKGen(SKI , I ′). This algorithm takes a secret key SKI and an identity I ′ as input and generates
a re-encryption key RKI→I′ .

Reencrypt(CTI , RKI→I′). This algorithm takes a ciphertext CTI and a re-encryption key RKI→I′
as input, generates a re-encrypted ciphertext CTI′ .

Decrypt(CTI , SKI). This algorithm takes CTI and SKI associated with L as input and returns
the message M .

Definition 3. The security of an IB-PRE scheme is defined according to the following IND-PrID-
ATK game, where ATK ∈ {CPA,CCA}.
Setup. The challenger runs the Setup algorithm and gives PK to the adversary A.
Phase 1. A makes the following queries.

– Extract(I): A submits an identity I for a KeyGen query, the challenger gives the adversary
the secret key SKI .

– RKExtract(I, I ′): A submits an identity pair (I, I ′) for a RKGen query, the challenger
gives the adversary the re-encryption key SKI→I′ .

If ATK = CCA, A can make the additional queries:
– Reencrypt(CTI , I, I ′): A submits a ciphertext CTI encrypted for I and an identity I ′ for

a Reencrypt query, the challenger gives the adversary the re-encrypted ciphertext CTI′ =
Reencrypt(CTI , RKI→I′) where RKI→I′ = RKGen(SKI , I ′) and SKI = KeyGen(MK, I).

– Decrypt(CTI , I): A submits a ciphertext CTI encrypted for I for a RKGen query, the
challenger gives the corresponding plaintext M = Decrypt(CTI , SKI), where SKI =
KeyGen(MK, I).

Challenge. A submits a challenge identity I∗ and two equal length messages M0,M1 to B. If the
queries
– Extract(I∗); and
– RKExtract(I∗, I ′) and Extract(I ′) for any identity I ′

are never made, then C flips a random coin b and passes the ciphertext CT∗ = Encrypt(PK, Mb, I∗)
to A.

Phase 2. Phase 1 is repeated with the restriction that A cannot make the following queries:
– Extract(I∗);
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– RKExtract(I∗, I ′) and Extract(I ′) for any identity I ′;
– RKExtract(I∗, I ′) and Decrypt(CTI′ , I ′) for any identity I ′ and any ciphertext CTI′ ;
– Reencrypt(CT∗, I∗, I ′) and Extract(I ′) for any identity I ′;
– Decrypt(CT∗, I∗);
– Decrypt(CTI′ , I ′) for any identity I ′, where CTI′ = Reencrypt(CT∗, I∗, I ′).

Guess. A outputs its guess b′ of b.

The advantage of A in this game is defined as AdvA = |Pr[b′ = b] − 1
2 | where the probability

is taken over the random bits used by the challenger and the adversary. We say that an IB-PRE
scheme is IND-PrID-ATK secure, where ATK ∈ {CPA,CCA}, if no probabilistic polynomial time
adversary A has a non-negligible advantage in winning the IND-PrID-ATK game.

Master key security is defined by Ateniese et al. [1] for unidirectional PRE. Roughly speaking, if
the dishonest proxy colludes with the delegatee, it is still impossible for them to derive the delegator’s
private key in full.

Definition 4. The master key security of an IB-PRE scheme is defined according to the following
master key security game.

Setup. The challenger runs the Setup algorithm and gives PK to the adversary A.
Phase 1. A makes the following queries.

– Extract(I): A submits an identity I for a KeyGen query, the challenger gives the adversary
the secret key SKI .

– RKExtract(I, I ′): A submits an identity pair (I, I ′) for a RKGen query, the challenger
gives the adversary the re-encryption key SKI→I′ .

Challenge. A submits a challenge identity I∗ and query Extract(I∗) is never made.
Phase 2. Phase 1 is repeated with the restriction that A cannot make query Extract(I∗).
Output. A outputs the secret key SKI∗ for the challenge identity I∗.

The advantage of A in this game is defined as AdvA = Pr[A succeeds]. A IB-PRE scheme has
master key security if no probabilistic polynomial time adversary A has a non-negligible advantage
in winning the master key security game.

3 Our Construction

Requirements. Let E be an IBE scheme and e : G × G → G1 is the bilinear map used in E . The
requirements for E are: 1) E doesn’t use random oracles; 2) random elements of G are obtained
by taking a generator of G1 and raising it to random exponents. We suppose a message M ∈ G1

is randomized as M · Y in the encryption process, here Y ∈ G1 is computed from public key by
the encryptor. And we suppose the ciphertext length of E is k + 1. Then its four algorithms are as
follows:

Setup. It outputs public key PK and master secret key MK.
KeyGen(MK, I). For an identity I, it outputs the corresponding secret key SKI = (d1, d2, · · · , dk).
Encrypt(PK,M, I). For a message M and an identity I, it outputs ciphertext CT = (C, C1, C2, · · · , Ck).
Decrypt(CT, SKI). M = C · e(d1, C1) · e(d2, C2) · · · e(dk, Ck).

Let A a non-empty set, t ∈ Z∗p, we define At := {xt|x ∈ A}. Let g be a generator of G. We
transform the above scheme to an proxy re-encryption scheme as follows:

Setup. It chooses a random integer t ∈ Z∗p, computes h = gt, outputs public key PK ∪ PKt ∪ {h}
and master secret key MK ∪ {t}. Let E : G→ G1 be an encoding between G and G1.

KeyGen(MK, I). For an identity I, it outputs the corresponding secret key SKI = (d1, d2, · · · , dk).
RKGen(SKI , I ′). Let the secret key for I be SKI = (d1, d2, · · · , dk). There must be some com-

ponent containing information of identity, for simplicity, we suppose it is dk. To generate a
re-encryption key for I → I ′, chooses d ∈R Zp and computes C which is the ciphertext
of E(gd) for an identity I ′, i.e., C = Encrypt(PK, E(gd), I ′). Then the re-encryption key is
RKI→I′ = (d1, d2, · · · , dkhd,C) = (d′1, d

′
2, · · · , d′k,C).
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Encrypt(PK,M, I). For a message M and an identity I, it outputs ciphertext CTI = (C, C1, C2, · · · ,
Ck, Ct

k). Here Ct
k is computed like Ck, but using the corresponding parameters from PKt. Note

that under the requirements for G and recall that G is a cyclic multiplicative group, we can
suppose Ck = gs1

1 · · · gsn
n , here g1, · · · , gn are from PK and s1, · · · , sn are computed by the

encryptor. So Ct
k = (gs1

1 · · · gsn
n )t = (gt

1)
s1 · · · (gt

n)sn which can be generated from PKt and I.
Reencrypt(CTI , RKI→I′). Let RKI→I′ = (d′1, d

′
2, · · · , d′k,C) be a re-encryption key for I → I ′,

CTI be a well-formed ciphertext for identity I, it computes C ′ = e(d′1, C1)·e(d′2, C2) · · · e(d′k, Ck),
sets C̄ = Ct

k and outputs the re-encrypted ciphertext CTI′ = (C, C ′, C̄,C).
Decrypt(CTI , SKI). Let CTI be a ciphertext for identity I, it can be decrypted as follows:

– If CTI is an original well-formed ciphertext, then M = C · e(d1, C1) · e(d2, C2) · · · e(dk, Ck).
– Else if CTI is a re-encrypted well-formed ciphertext, then

1. Decrypts E(gd) from C using the secret key SKI and decodes it to gd,
2. M = C · C ′/e(gd, C̄).

– Else if CTI is a multi-time re-encrypted well-formed ciphertext, decryption is similar with
the above phases.

Note that C can be re-encrypted again. Thus, we could obtain CTI′′ = (C, C ′, C̄,C′), where C′ is
obtained from the Reencrypt algorithm with the input of another RKI′→I′′ and C. The decryption
cost and size of ciphertext grows linearly with the re-encryption times. As stated in [5], it seems to
be inevitable for a non-interactive scheme.

We have the following security results for the transformed scheme.

Theorem 1. Let E be an IBE scheme and PE be the corresponding transformed proxy re-encryption
scheme. If E is IND-ID-CPA secure , then PE is IND-PrID-CPA secure.

Intuition. Note that we don’t know the concrete construction of the original scheme and therefore
we don’t know what assumption the original scheme is based on, so we can not directly reduce the
semantic security of the transformed scheme to some assumption. We prove this by an indirect way
which is based on the semantic security of the original scheme, that is, we construct an IND-PrID-
CPA adversary, if she can break our transformed IB-PRE scheme, we can take the adversary as an
oracle to break the original scheme.

Proof. We show how to construct a simulator B which can take the adversary A as an oracle to play
the IND-PrID-CPA game with the challenger C to break E .

Let Ω be the identity space, B maintains a list with tuples (β, I1, I2) ∈ {0, 1} × Ω × Ω. Let ∗
denote the wildcard. Without loss of generality, we assume an input is queried to an oracle only
once.

Setup. The challenger C generates the master public parameters PK and gives them to B. B chooses
random integers t ∈ Z∗p, computes h = gt and outputs the new public key PK′ = PK∪PKt∪{h}
and the additional master secret key MK′ = {t}. Then B gives PK′ to the adversary A.

Phase 1. A can make the following queries.
– Extract(I): A submits an identity I for a KeyGen query. B flips a biased coin β ∈ {0, 1}

that yields 1 with probability δ and 0 otherwise. If β = 0 or (0, I, ∗) or (0, ∗, I) already
exists on the list, B outputs a random bit and aborts. Otherwise, B sends the query to the
challenger C to get the secret key SKI and returns to A. B also adds (1, I, I) to the list.

– RKExtract(I1, I2): A submits an identity pair (I1, I2) for a RKGen query. B chooses a
random coin β as in the Extract. If β = 1 or (1, I1, I1) or (1, I2, I2) already exists on the
list, B queries the key extraction oracle of E for I1, and then computes the re-encryption key
SKI1→I2 as the original scheme and returns it to A. Otherwise, B queries the key extraction
oracle of E for a random identity I to get a valid but random key (d1, d2, · · · , dk), returns the
re-encryption key as (d1, d2, · · · , dk ·y,Encrypt(PK, I2, z)), where y, z are random elements
of G,G1 respectively. Finally, B adds (β, I1, I2) to the list.

Challenge. A submits (I∗,M0,M1) to B. If (1, I∗, ∗) exists on the table, B simply outputs a random
bit and aborts. Otherwise, B submits the same challenge (I∗,M0,M1) to C. When the challenger
returns ciphertext CT∗, B returns CT∗ to A.
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Phase 2. Phase 1 is repeated with the restriction that A cannot make the queries described in
Definition 3.

– Extract(I): B answers queries as in the Phase 1.
– RKExtract(I1, I2): If I1 6= I∗, B queries the key extraction oracle of E for I1, and then com-

putes the re-encryption key SKI1→I2 as the original scheme and returns it to A. Otherwise,
B queries the key extraction oracle of E for a random identity I to get a valid but random
key (d1, d2, · · · , dk), returns the re-encryption key as (d1, d2, · · · , dk ·y,Encrypt(PK, I2, z)),
where y, z are random elements of G,G1 respectively. Finally, B adds (0, I1, I2) to the list.

Guess. When A outputs its guess b′ of b, B outputs b′.

We can see that if B does not abort during the game, the view of A is identical to the real attack
except for some incorrect re-encryption keys (when β = 0). We will address this case later (in Lemma
1) by showing that A cannot distinguish these random generated keys from the real keys. So now we
only need to calculate the probability that B aborts during the game. Suppose A makes a total of
qE private key extraction queries. The probability that B does not abort in phases 1 or 2 is δqE . The
probability that it does not abort during the challenge step is 1− δ. Therefore, the probability that
B does not abort during the game is δqE (1− δ). This value is maximized at δmax = 1− 1/(qE + 1).
Using δmax, the probability that B does not abort is at least 1/eqE+1. So B’s advantage is at least
ε/eqE+1.

Lemma 1. If E is IND-ID-CPA secure, then the simulation in the proof of Theorem 1 is computa-
tionally indistinguishable from the real scheme.

Proof. The simulation in the proof of Theorem 1 almost acts the same as the real scheme, except for
the incorrect form of re-encryption keys for β = 0. Therefore we only consider the indistinguishability
of the re-encryption key (d1, d2, · · · , dk · y,Encrypt(PK, I2, z)) for randomly chosen identity and
the real re-encryption key. Since (d1, d2, · · · , dk) is a valid form for a random identity and note
that dk contains information of identity, (d1, d2, · · · , dk) must be a valid form for some valid private
key (d1, d2, · · · , dk · w) of I1 and w ∈ G, the problem is equivalent to the distinguishability of the
encryption of a random element z ∈ G1 and the encryption of some K ∈ G1, where K = E(k), k ∈
G, kt = w−1 · y. Therefore the simulation works if E is IND-ID-CPA secure.

4 Discussions

We discuss a number of extensions to our IB-PRE construction of the previous section.
Re-encryption Control. In the Decrypt algorithm we can see that the recipient only needs gd

and Ct
k to decrypt the re-encrypted ciphertext. If the encryptor doesn’t provide Ct

k in ciphertext,
the original decryption is not affected but the decryption of re-encrypted ciphertext cannot go on.
So the encryptor can decide whether the ciphertext can be re-encrypted.

Transform under Selective Security. It’s easy to see that our transformation can be applied in
those schemes which is IND-sID-CPA secure. But there should be some modifications on the security
model to fit selective identity.

5 Conclusions
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