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Anomaly intrusion detection based on quotient space granularity clustering

WANG Li-fang, HAN Xie
(School of Electronics & Computer Science Technology, North University of China, Taiyuan 030051, China)

Abstract: In view of the problem which traditional clustering methods need equilibrium detection class, this paper discussesd
that quotient space granularity transformation could make complex problem to be solved in different granularity world basing on
quotient space granularity theory, and ultimately simplified the whole problem. Then analyzed the similarity of the quotient
space division and the clustering operation and put forward the method of granularity clustering based on quotient space. More-
over, combining the method and intrusion detection technology, constructed the intrusion detection system on the basis of quo-
tient space granularity clustering and used the system to realize anomaly detection on the KDD CUP 1999 data sets. Finally ex-
perimental results show that the intrusion detection system is superior to other systems which is based on the traditional cluste-

ring methods. All these prove the correctness and effectiveness of the method.
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