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Research for resisting buffer overflow attack technologies of Vista

WEI Li-feng, JIANG Rong, ZHAO Dong
(School of Computer Science, National University of Defense Technology, Changsha 410073, China)

Abstract: Buffer overflow attack is a main attack method in internet, which has been widely used and could cause great dam-
age. Analyzed the principle of buffer overflow attacks and summed up the key steps of buffer overflow attacks, researched and
analyzed the four key technologies for resisting buffer overflow attack of the Windows Vista, including ASLR, DEP, GS stack
protection, and safe structured exception handling (SafeSEH). finally analyzed the total effect of resisting buffer overflow of

Windows Vista, and pointed out that Vista couldn’t resist the buffer overflow attack absolutely.
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if( (nt_header — > Characteristics & IMAGE_FILE_DLL) = = 0)

{

RelocateExe :

unsigned int Delta = ( ( (RDTSC > >4)%O0xFE) +1) *0x10000;
dwlmageSize = image size rounded up to 64KB
dwImageEnd = dwImageBase + dwlmageSize ;

if (dwlmageBase > = MmHighestUserAddress| |
dwlmageSize > MmHighestUserAddress| |
dwlmageEnd < = dwlmageBase | |

dwImageEnd > MmHighestUserAddress)

return 0 ;

if (argd — > dwOffset14 + Delta ==0)

return dwlmageBase ;

if (dwlmageBase > Delta) |

dwNewBase = dwlmageBase — Delta;

f

else |

dwNewBase = dwlmageBase + Delta;

if (dwNewBase < dwlmageBase |
dwNewBase + ImageSize > MmHighestUserAddress) | |
dwNewBase + ImageSize < dwlmageBase + ImageSize )

return 0 ;

|

return dwNewBase;
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