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Solving secure distributed constraint satisfaction

problems based on encrypted weighted-privacy

WANG Qin-hui, CHEN En-hong, WANG Xu-fa

(Department of Computer Science and Technology . University of Science and Technology of China, Hefei 230027, China)

Abstract: Algorithms for solving secure distributed constraint satisfaction problems can meet the

requirements of information security of distributed combination problems.

To improve the solving

efficiency, an algorithm for solving secure DisCSP based on encrypted weighted-privacy was presented.

The search procedure for solution was encrypted based on weight of different constraints; to realize a real

distributed secure DisCSP protocol, additional agents were not introduced to check the consistency of

private constraints. Finally, random selection strategy was used to prevent reasoning information leakage.

Experimental results show that the algorithm obtains better solving efficiency through reducing the amount

of information communicated and the complexity of computation.
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distributed meeting scheduling
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Algorithm WSDisCSP
input & FAUH A FAAZ 4 DisCSP (A, V,D,C, W)
output [AEAGHF ¢
Num_Solution<—0;
PROCEDURE;:
Partial Solution <—{}, num_var<—0;
Agents A;(i=1 to n) asynchronously perform:
if num_var>m
then Num_Solution<~Num_Solution+1,
record the current value assignment,
goto PROCEDURE;
CHECK WEIGHT::
for each Cy that only known(Cy, A)) do
if wie=1 then refine Dand related C,;

for each other C, € C? that known(Cy, A;) do

if wiy=1 then CHECK CONSISTENCY ;
CHECK CONSISTENCY
Ai: receive K, from related A;;
M,,;<— Encrypt(M;;);
M,.je s (M,.j )3
A My < (M)
receive difrom A ;
decrypt M;,;(di,d;) to A
Ai: if (decrypt M ;(di,d))=1
then di<—m ' (' (di));
add (v;i,d;) to Partial Solution;
num_var<-num_var—+1;
else if other d; exist
then select d; and send to A;;
else goto BACKTRACK;
BACKTRACK:
if Partial_Solution is empty
then announce that there exists no solution;
terminate the algorithm;
else num_var<-num_var—1;
remove (v;,d;) from Partial_Solution;
asynchronous backtracking
if found no new solution
then break PROCEDURE

return ¢ <—Partial_Solution(random(Num_Solution))
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comparison between two algorithms
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