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IT Governance

COBIT as a Tool for IT Governance:
between Auditing and IT Governance

Juan-Ignacio Rouyet-Ruiz

Cobit is establishing itself as an effective tool to set up IT Governance that will help IT departments convert themselves
into technological partners of businesses. When analysing the suitability of Cobit for IT Governance we must be aware of
its origins in auditing, and of its strengths and weaknesses resulting from such an origin. In this article we analyse Cobit’s
strengths and weaknesses as a framework for IT Governance, using as a reference another IT Governance model, that of

Peterson.

Keywords: Alignment, Auditing, Cobit, IT Governance,
Management of IT Services, Strategic Process Orientation.

1 Introduction

In recent decades IT departments have been forced to
evolve towards a necessary strategic alignment between the
IT function and the business needs of the organization. Under
this paradigm, IT departments have faced the situation of
having to make a value proposition of their activity which
is in line with the interests of the corporate management
[1]. To that end the IT function is managed in three phases:
it begins as a management model focused on the reduction
of operational costs (technology provider); it then becomes
a service organization, that seeks to satisfy the necessities
of its clients (service provider); and it ends up as a business
partner offering valuable solutions and seeking the interest
of stakeholders as well as growth in market turnover or pen-
etration (technology partner) [2].

In this article we focus on management in terms of the last
IT function. From a theoretical perspective, such an alignment
is achieved with Henderson and Venkatraman’s SAM model
[3]- The next step consists of being capable of carrying out this
strategic alignment from a practical point of view, for which
elements such as IT Governance are necessary.

Currently one of the main models for IT Governance is
Cobit, a model rooted in auditing. This origin in auditing
gives Cobit characteristic strengths and weaknesses. In this
article we will analyse the suitability of Cobit for IT Gov-
ernance. To do that, we will study in some detail what is
understood by IT Governance, and we will compare Cobit
with Peterson’s IT Governance model.

2 The Concept of IT Governance

In order to clearly define and understand the concept of
IT Governance, we must first be aware that it fits within the
practices and regulations of corporate governance. Accord-
ing to the OECD (Organization of Economic Co-operation
and Development) corporate governance aims to establish
responsibilities to assure objectives and measure perform-
ance [4]. Such performance is related with the creation of
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value for the organization and the management of its re-
sources in an efficient and transparent way. This leads us to
the four elements that make up corporate governance: re-
sponsibility, guaranteeing objectives, creating value and
resource management.

These same four elements must be applied to the IT func-
tion, especially taking into account the direct implications
that technology and its management currently have on busi-
ness processes. From under these basic assumptions, there-
fore, the concept of IT Governance emerges as a subset of
corporate governance. There is currently no consensus about
exactly how to define IT Governance, although it is true
that the various definitions have common elements.

We can begin with the definition provided by MIT (Mas-
sachusetts Institute of Technology), through its Sloan School
of Management’s Center for Information Systems Research
(CISR), which points out that IT Governance specifies the
decision making rights and the framework of responsibili-
ties to promote desirable behaviour in the use of IT [5].
Notice that this definition is clearly focused on decision
making, but does not define what to decide, calling it sim-
ply desirable behaviour in the use of IT.
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Another definition is taken from Wim Van Grembergen,
according to whom IT Governance is the capacity to or-
ganize, executed by the board of directors, executive man-
agement and IT managers, to control the formulation and
implementation of the IT strategy and, in this way, ensure
the fusion of business and IT function [6]. As can be seen,
this definition is focused on defining who is primarily re-
sponsible for IT Governance, and pays special attention to
searching for alignment between the IT function and the
business.

Finally we provide the definition offered by the IT Gov-
ernance Institute (ITGI), the body that created Cobit: IT
Governance is the responsibility of the board of directors
and executive management, and consists in leadership and
organizational structures and processes that ensure that the
IT function of the company sustains and extends the organi-
zation’s objectives and strategies [7]. As can be seen, this
definition is also focused on who must assume the respon-
sibility for IT Governance, at the same time that it indicates
in greater detail the activities and structures that make it up.
It also defines more precisely what Van Grembergem called
the fusion of business and the IT function, which, according
to ITGI, consists in the IT function sustaining and extend-
ing the organization’s objectives.

These definitions make it apparent that there are vari-
ous points of view of IT Governance, and it may therefore
be that we do not have a clear idea of what it is exactly. To
obtain an overall view we can refer to Table 1, in which IT
Governance is compared to corporate governance.

Just as there are different definitions of IT Governance,
there are just as many practical models for its implementa-
tion because the concept of IT Governance is difficult to
classify in a simple collection of processes or mechanisms.
The lack of asingle model means we need, at least, a frame-
work to indicate what should be considered, leaving how
such considerations should be taken into account to the pri-
vate interpretation of each model. To arrive at some con-
sensus on the common objectives of IT Governance we can
refer to Forrester, an independent IT consultancy of recog-
nised prestige. According to that organization, the objec-
tives of IT Governance are: IT function value and align-
ment, risk management, performance measurement, and

responsibility [9], which are all aligned in some way with
previously indicated objectives established by the OECD.

We will analyse Cobit based on these objectives and
using the IT Governance model of Peterson as a reference.

3 Peterson’s IT Governance Model

Peterson [10] establishes a framework that indicates what
aspects must be taken into account to implement IT Gov-
ernance, leaving to the choice of each company exactly how
to implement it. In search of a performance framework, this
author establishes that IT Governance must be implemented
according to a set of structures, processes and relational
mechanisms. Structures are understood as the existence of
a set of responsibilities; processes refer to decision making
and performance measuring activities; finally, relational
mechanisms make clear the need for the IT function to par-
ticipate in the business and favour communication (see Ta-
ble 2).

Achieving Forrester’s previously listed IT Governance
objectives, Peterson’s model focuses on the definition of
responsibilities and on risk management, achieved mainly
through the definition of the structures and the relational
mechanisms. The measurement of performance would ap-
pertain more to the field of processes. However, it does not
establish clear mechanisms to define the IT function’s value
and alignment with the business.

4 Cobit as a Model of IT Governance

Cobit was developed by the Information Systems Audit
and Control Association (ISACA), through the IT Govern-
ance Institute (ITGI), as a management auditing mechanism
for IT departments, and over time has become a standard
for IT Governance. The Cobit acronym stands for Control
Obijectives for Information and Related Technology, which
indicates the way Cobit should be considered: as a system
that facilitates IT management controls.

According to ITGI [7], Cobit supports IT Governance
by creating a framework that covers the following five ar-
eas: strategic alignment, value delivery, resource manage-
ment, risk management and performance measurement. To
that end, it establishes four courses of action: focused on
the business, directed towards processes, based on controls

Responsibilities of Corporate Governance

Responsibilities of IT Governance

= How do shareholders get executives to return
some profit?

= How do shareholders make sure executives do
not waste the capital lent in loss-making
investments or projects?

= How do shareholders control executives?

= How does advanced management get the IT
director and the IT to return value from the
business?

How does advanced management make sure
the IT director and the IT do not waste capital
in loss-making investments or projects?

= How does advanced management control the
IT director and the IT?

Table 1: Corporate Governance and IT Governance [8].

© Novatica
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Structures Processes Relational mechanisms
IT board of Making strategic IT Participation of = Strategic
directors decisions all concerned dialogue
Tactics Monitoring the IT (stakeholders)
strategy Business-IT . .
association Shared learning

Committees

Roles and Strategic planning of Active Shared

responsibilities

Organizational

structure of the IT

IT director on the

Management

Information Systems

IT balanced scorecard
(IT BSC)

Economic information

_ . Service level
Mechanisms ~ Council agreements

IT strategic

committee COBIT and the ITIL

IT management
committees

IT Governance
maturity models

participation of
those primarily
concerned

Collaboration
between those
primarily
concerned

Compensation
and incentives
for business-IT
association

Joint business-
IT siting

understanding
of the business
and the IT
objectives

Active conflict
resolution (not
avoided)

Inter functional
business-IT
training

Inter functional
business-IT job
rotation

Table 2: Structures, Processes and Mechanisms of Relation for the Implementation of IT Governance [10].

and guided by metrics.

The main idea of Cobit is to make available a series of
processes that will help manage and control the IT function
resources, and make sure the business receives the infor-
mation it needs to achieve its objectives. To define how the
information should be, Cobit establishes a series of require-
ments the information must meet to be satisfactory for the
business, which it calls information control criteria: effec-
tiveness, efficiency, confidentiality, integrity, availability,
compliance (of laws, regulations, etc.) and reliability.

With regard to its process direction, Cobit offers a set of
processes grouped into four blocks of activities: planning
and organization (PO), acquisition and implementation (Al),
delivery and support (DS) and monitoring and evaluation
(ME).

Finally, in order to be based on controls and guided by
metrics, Cobit defines the IT control objectives as a decla-
ration of the desired result or of the objective to attain
through the implementation of control procedures in a par-
ticular IT activity. The Cobit metrics feature three measure-
ment elements: maturity models, performance metrics and
activity objectives, of which, the performance metrics are
the best known.

The performance metrics are established in two groups:
the key goal indicators (KGI) and the key performance in-
dicators (KPI). Along these lines, the diagram of perform-
ance metrics grouped on three graduated levels is well
known: those that measure if the goals of the IT function
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have been fulfilled (IT KGI), those that measure the fulfil-
ment of the IT process goals (process KGI), and finally those
that measure the performance of such processes (process
KPI). This chain of measurements makes Cobit more busi-
ness oriented, since that the impact that a process has on the
business can be monitored from the lowest to the highest
level.

5 Conclusions

According to the OECD, corporate governance should
focus on four elements: establishing responsibilities, attain-
ing goals, creating value and managing resources. Adapt-
ing these goals to the IT environment, Forrester proposes
the following five elements: IT function value, alignment,
risk management, performance measurement and responsi-
bility definition. In terms of these principles, Cobit shows
great strength with regard to performance measurement,
value creation and risk management.

To be sure, due to its metrics structure, grouped in IT
KGl, process KGI and process KPI, the performance meas-
urement of the IT activity is kept totally under control. To
the degree that the IT function is able to demonstrate its
performance, it also shows its value to the business, given
that value demonstration is currently and unfailingly con-
nected to quantitative terms. In the same way, the strong
measurement control makes sure the risks of diversion from
objectives are also controlled, which is why Cobit also fea-
tures great strength in risk management.
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These three strengths are sustained in two characteristic
aspects of Cobit: its origins in consultancy and its orienta-
tion towards process. Its origins in consultancy are the re-
sult of having the so-called control objectives of the proc-
esses and control criteria of the information. The first guar-
antees the minimum requirements each process must meet;
the second guarantees that the information is that which the
business needs. Notice that both cases deal with control, as
this is the foundation for measuring performance and man-
aging risks. And we must not forget the very meaning of
Cobit (Control Objectives for Information and Related Tech-
nology), which indicates how Cobit should be considered:
as a system that facilitates information and technology con-
trols. The orientation towards processes structures the en-
tire set well.

The system of nesting metrics, which makes a KGI from
one level become a KPI from a higher level, provides the
necessary mechanism for a correct alignment of the IT func-
tion. Through the Cobit metrics it is possible to “see” the
importance of a performance measurement (KPI) in the IT
goals. That is, a relationship is seen between process activi-
ties and their influence over IT goals, which leads to align-
ment.

But it is here, in this point, where the weaknesses of
Cobit also begin to appear. We talk about alignment, but we
must point out that such an alignment remains within the
IT. Indeed, as we have seen, Cobit shows great strength in
establishing suitable controls so that the IT activities are
attuned to IT goals. The weak point lies in the link between
IT and business goals. As can be seen in Appendix I [7] of
Cobit, once the goals of the business are known, the rela-
tion with the IT goals is achieved by selecting a series of
processes. This can produce indetermination as well as of
rigidity.

Rigidity comes from having to establish some processes
according to the strategy, when it is known that stable proc-
esses should be established over time, and be sufficiently
flexible in their goals and performance measurement to be
adapted to any strategy. The indetermination originates in
the fact that Cobit neglects aspects related to taking respon-
sibilities and the relational mechanisms that guarantee the
alignment with the corporate strategy. These structures of
responsibility and relational mechanisms go beyond the
RACI matrixes defined by Cobit and focused on the inte-
rior of the IT, but they do not establish mechanisms so that
the IT is one more element in the Management Committee,
a true governing element.

Thus, Cobit’s origins in auditing makes it a perfect frame
of reference for the internal control of IT, guaranteeing per-
formance measurement, value creation and risk manage-
ment. These fields are defined in Cobit’s process orienta-
tion and in the structured metrics system that measures those
processes. From our point of view, the aspects that must be
improved revolve around the establishment of responsibili-
ties and alignment with the business strategy. For those as-
pects we consider most difficult to grasp, we could refer to
Peterson’s IT Governance framework, which establishes

© Novatica

elements for governance structures and relational mecha-
nisms, the elements that finally control the formulation and
implementation of the IT strategy based on the business strat-

egy.
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