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Security 2.0: Facing up to the Tsunami

Enrique Diaz-Fernandez, Miguel Ochoa-Fuentes, David Prieto-Marqués,
Francisco Romero-Bueno, and Vicente Segura-Gualde

We live in times of constant technological progress in which new paradigms and technologies, such as the "Internet of
Things", "Semantic Web" or "Cloud Computing" are constantly appearing and promising to make our lives easier. How-
ever, the same security problems as always (theft of personal data, denial of service attacks, industrial espionage...)
continue to concern us, even more so due to our growing dependence on information technologies. Faced with such a
shifting scenario, we need to adopt a strategy with a global approach to confront the ever-present security threats. We
believe that this approach should be based on three axes: a) security of infrastructures; b) security based on collaboration
between parties; c) security of the individuals, focusing on digital identity and ensuring its privacy. In this article we

describe our vision of how we can withstand the tsunami of security problems.

Keywords: Identity, Monitoring, Privacy, Reputation,

Security.
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ence on information and communication technologies makes
us increasingly more vulnerable to any security problems
that may arise. These security problems evolve constantly
in pace with technological developments and often at an
even faster pace.

Meanwhile, unlike other information and communica-
tion technologies, security and privacy are cross-sectional
issues. It could be said that they are a sort of fluid which
must surround not only the spaces that the other technolo-
gies leave between them, but also the spaces left inside each
technology. Security and the privacy do not constitute the
essential purpose for which any technology was created, but
they are nevertheless essential properties of that technol-
ogy. And they are properties which, if absent, will penalize
the technology, although its presence is not normally val-
ued as highly as it should be.

These two characteristics, quickness to change and cross-
sectionality, must be taken into account when addressing
security problems. But before revealing our vision of how
to address these problems, first we need to examine the se-
curity issues facing our society today.

People often speak of security and privacy problems in
a broad sense to refer to all concerns related to these mat-
ters. Thus botnets or malware are security problems, as are
phishing or pharming, cyberbullying, poor usability of se-
curity, or child protection solutions. However, clearly not
all these problems are of the same kind, nor can they be
addressed in the same way. For example, the poor usability
of security solutions is a design problem consisting of the
incapacity of software to tailor its messages to the context
and to the user’s level of knowledge, so the man-machine
interface is not effective in these cases. However, botnets
represent a problem of another kind. On the one hand, it is
easy and cheap to create them, thanks to the large number
of PCs accessible by Internet without any proper protection
measures, and as a result of their owners’ ignorance and/or
lack of interest in strengthening the security of their ma-
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chines. On the other hand, there are many ways of obtain-
ing a monetary benefit from botnets: spam, DDoS attacks,
theft of personal data...

Therefore, the first step in developing a security strat-
egy is to identify and characterize these problems. We have
identified three types of security problems, which we de-
scribe below:

m Threats: the events which by themselves cause harm.
In a broad sense, these events may be either criminal acts
caused intentionally or involuntary acts (errors), natural ca-
tastrophes, or fortuitous accidents. This article focuses
mainly on the former. Examples of these types of problems
are spam, phishing, denial of service attacks, and theft of
confidential information.

m Tools: these are the instruments used by attackers to
cause the harm. By themselves they are not threat, but they
are the tool used by the attacker to commit the criminal act.
Unlike threats, the tools themselves do not cause any harm.
It might be said that they are the weapon which the attacker
uses to commit the crime. Examples of such tools are:
botnets, malware, and social engineering techniques.

m Facilitating factors: this refers to factors of various
kinds (social, economic, political, the design of security
technologies) which help generate a climate which hinders
the generalized development and use of security technolo-
gies and/or facilitate the proliferation of threats or tools.
Some examples of these are:

m Limited sharing of security data among organiza-
tions. Today the level of cooperation between organizations
is not sufficiently well developed to react rapidly and ef-
fectively to the appearance of new threats.

m Poor usability of security solutions. Experts agree
that existing security solutions are not designed to be used
by users with only a basic knowledge of computing, which
partly explains the large number of machines which fail to
meet the minimum security requirements to connect safely
to the Internet [1].
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Figure 1: Categories of Security Problems and how they relate to One Another.
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Alongside these categories of problems we can also iden-
tify three areas of concern; i.e., areas in which security prob-
lems are especially important due to the interest they arouse
at any moment for some reason (the alleged technological
revolution, due to some legal obligation, due to their im-
pact on society...). The speed with which areas of concern
change requires the teams responsible for security to be flex-
ible and have a great capacity to acquire the knowledge they
need to keep up with developments in these new areas. Ex-
amples of areas of growing concern: child protection, so-
cial networks and virtualization, and cloud computing tech-
nologies.

Figure 1 outlines the relationships between the different
categories of security problems described above and lists a
few representative examples of each one.

On the one hand, threats make use of the tools available
to automate certain tasks. Thus, for example, for spam or
distributed denial of service attacks to prosper, botnets are
used to send mass emails and to saturate resources respec-
tively, while fraud based on simulating clicks on web links
to obtain advertising revenue (click-fraud) uses specially
designed malware.

On the other hand, threats and tools take advantage of
the environment created by facilitating factors to prosper.
Thus, factors such as the poor usability of security tools or
the lack of interest on the part of the owners of machines to
solve security problems, facilitate the creation of large bot
networks. Also, the limited sharing of data among organi-
zations hinders the development of effective methods of
coordinated response.

It should also be noted that threats can act on different
areas. Each of those areas will have its own characteristics
and need to be taken into account when analysing a threat
in that context.

2 Lines of Action

In order to address the above security problems, we have
identified three lines of action covering the three types of
problems (threats, tools and facilitating factors) facing the
different areas of concern.

The threats and tools cannot be combated solely from
the perspective of the Internet user or the infrastructure it-
self. We need to put a strategy into place which combines
user-centred solutions with network-based solutions.

For this reason, two of the three lines of action are in-
frastructure security and the protection and privacy of indi-
viduals.

The third line of action focuses on the facilitating fac-
tors. In this field we turn to solutions based on cooperative
security management. These solutions depend on the de-
velopment of security information exchange schemes that
enable us to discover and react as quickly as possible to
new threats as they appear.

Naturally, for all these lines of action, the usability of
the solutions is an essential aspect, one which we consider
to be a key success factor, especially if the solution is in-
tended for the general public.
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2.1 Infrastructure Security

Many of the above mentioned security problems in ar-
eas of recent concern are propagated through unusual chan-
nels or media, such as social networks. This makes it prac-
tically impossible to prevent them by using traditional so-
lutions, which leads us to think that the security of the in-
frastructure should be improved, on the one hand, by
strengthening its structure and, on the other hand, by pro-
viding it with more intelligence to enable it to offer security
in the application layer. Network security can also be pro-
vided as a service for other applications through standard
frameworks such as IMS (IP Multimedia Subsystem) or SDP
(Service Delivery Platform).

We consider that this line of action should focus on de-
veloping that network intelligence in order to assess the repu-
tation of traffic sources and take action against them if they
look as if they might cause problems or undesired behav-
iours.

According to the C.U.P. dictionary, reputation is defined
as "the opinion that people in general have about someone
or something, or how much respect or admiration someone
or something receives". Therefore, from the point of view
of the network, in order to form an opinion about any source
of traffic, the most information as possible about that source
needs to be gathered and analysed in real time. This infor-
mation will originate, on the one hand, from the behaviour
that it displays in the network (as we explain in the next
section) and, on the other hand, by being capable of assess-
ing the status of that source at the access to our network.
Once this information gathering has been completed, we
need to analyse all the information on the basis of a set of
pre-defined criteria (also called policies), in order to form
an opinion which will determine the actions which are to be
permitted to the traffic source within our network. It is es-
sential that the analysis of that information and, therefore,
of the source’s reputation is performed in real time, so that
the network can react if any undesired event should occur.

The gathering of this information in a reliable manner is
a major challenge, since we should not forget that the opin-
ion formed by the network will have the same degree of
integrity as its information sources. Information can be gath-
ered either from the network, which will mean achieving a
limited degree of detail but with a high level of reliability,
or using agents or facilitators of that information to be found
at the source of the data itself. Obviously, in the latter case,
the network will have much more detailed information but
its reliability will depend on the facilitator’s integrity. As
we can see, the two approaches have their limitations when
used separately, so it is vital to combine the two strategies.

Another challenge currently presented by these technolo-
gies is mobility, possibly an even more important issue if
we bear in mind the increase in the number of mobiles with
Internet access and the growing number of people who work
or do business remotely. For this type of cases, we need to
progress in terms of standardization when examining the
status of any data source, and in terms of interoperability
between the various network nodes to communicate the
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Figure 2: Challenges of Collaborative Security.

policies and be able to share "opinions" abut sources. We
should not forget that, as happens with people, at the end of
the day the opinion or trust we have in a network element
often depends on what is observed, but also depends on what
nearby elements can tell us.

Therefore, bearing in mind all these challenges, when it
comes to reputing a data source, we believe that solutions
should not be limited to appraising aspects such as the user
of that source or whether the source has certain software
running, but rather solutions should consider all the possi-
ble components the network operator may have. Prototypes
are currently being developed to enable not only the dimen-
sions of the traditional solutions to be included but also oth-
ers, such as location of the source, the authentication of its
hardware, or strong authentication mechanisms such as vas-
cular or fingerprint-based biometrics.

Also, in order to take these trust or reputation technolo-
gies to all possible environments from where a user can con-
nect to the network, trust scenarios are being implemented
in the mobile communications and home environments, in
the latter case making it possible to assess the security of
devices such as IP phones.

Another major challenge will be how and where the net-
work will perform the actions appropriate to the idea or opin-
ion that has been formed in respect of any element wishing
to interact with it. Here we need to consider a much wider
range of possibilities, since depending on the point at which
the actions (enforcement) take place, they could be more
specific or more general. For example, distributed meas-
ures could be applied at the endpoints, at the network de-
vices closest to the data source or to the entry point of that
data source to our network. Obviously, if the measures can
be applied at the endpoint itself, they could be tailored to
the needs of each user, by acting on the applications on the
user’s machine, but if measures are taken on elements be-
longing to the network, they will have to be grouped to-
gether, being actions of a more general nature. With this
idea in mind, and considering aspects such as mobility, vari-
ous approaches are used to address this issue. On the one
hand there are those who try to apply the measures in a de-
centralized manner — an example of this could be a distrib-
uted firewall [2] - , and on the other hand, there are those

© Novatica

who try to base their solutions on device virtualization [3]
and on in-the-cloud security services.

2.2 Collaborative Security Management

"The threats of today require solutions of today." That
sentence is worthy of being carved in stone. Or is anyone
thinking of fighting against botnets, say, not by monitoring
their machine but their domain? In this case, what percent-
age of infected machines could an operator like Telef6nica
eradicate by itself? The truth is that we do not even know
for sure just how widespread these malware tools are, so
any kind of estimate would always be just that, an approxi-
mation to the solution of the problem, but not the solution
per se. The fact is that cases like this, and others such as
distributed denial of service attacks, spam generated in re-
mote domains with a local impact, and the worldwide propa-
gation of viruses in a matter of hours, can only be addressed
through a global approach involving the various network
management entities, by exchanging information, collat-
ing their results, setting up policies that go beyond local
interests..., in short, by collaborating.

However, we believe that collaboration at this level in-
volves at least four challenges (see Figure 2). Meeting those
challenges must be the focus of all monitoring-oriented in-
novation in the coming years.

The most immediate challenge is to define the coopera-
tive applications themselves. These applications need to
have forward intelligence for the purpose of detection, cor-
relation and response, and must boast a high level of auto-
mation in terms of self-configuration, adaptability and
proactivity. Examples of this approach can be seen in pro-
posals aimed at the global detection of botnets by gather-
ing inter-dominion information. There is also a trend to-
wards the use of expert event correlators to process low
level events into more compact and therefore more usable
events. These will have developed from the traditional event
correlators of commercial SIEMs, which are based on a
large number of static and inflexible rules, while the use of
expert systems provides a high level of adaptability to new
threats with a significant reduction of correlation meta in-
formation. Another type of state-of-the-art development is
the dynamic risk analysis of security events as they hap-
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pen, which, at a more strategic than operational level, will
identify the risk to which assets are exposed. As can be seen,
the possibilities in this field are practically boundless and
all in-the-cloud security tools, for example, also seem to
lean towards this approach.

The following challenge that we will be mentioning here
is that of setting up information exchange mechanisms. By
which is meant information exchange in any of its manifes-
tations: publication, dissemination, subscription, etc. Here
there is a significant use of peer-to-peer networks, whose
appropriateness for such a purpose has been proven over
recent years. But it is not only a matter of defining the pro-
tocol; we need to define a whole set of interfaces and
facilitators which make the task of the developer of the high
level applications we have seen previously so much easier.

No less important than the sharing of data is the
anonymization of that data in order to ensure the privacy of
users, a right which users enjoy regardless of the security
management entity, which we see may be very remote.

Finally, the collaborative security at this level would
make no sense without a strong commitment to network
monitoring tools. And, since the devices of the future will
always be connected, will be mobile and, most importantly,
will be of every kind imaginable, the monitoring services
appropriate to each one will only be able to be provided
over the network. This strategy also provides for a disso-
ciation between the end user who benefits from the security
and the tools which provide it, which will avoid what tends
to be one of the weaknesses of any security scheme. As we
have said, the tendency is to monitor from the network, by
making use of either well-known but limited paradigms,
such as pattern detection, or advanced paradigms, such as
behaviour modelling and anomaly detection. By modelling
the behaviour of both users and systems and services, we
can establish a base line from which it is possible to iden-
tify deviations in network use, times or traffic characteris-
tics, among others, which is very useful, not only for de-
tecting current threats but future ones too. And all this based
on the new general purpose hardware which is emerging
precisely for the implementation of these solutions (and oth-
ers) directly in appliances or routers, which will enable them
to work at line speed, given their total integration with the
network nodes.

2.3 ldentity and Privacy

Starting from the initial problem that the Internet was
built without any way of knowing who was going to con-
nect to what, the massive use of the Internet for every kind
of electronic transaction require companies and public and
private organizations to have an identity layer on top of the
Internet which enables them to identify their interlocutors.

The concept of digital identity management (IdM) can
be defined as the management of the lifecycle of the per-
sonal information necessary to identify an individual when
he or she accesses products or services on line. From the
viewpoint of organizations, they not only need to ensure
that the person accessing the service is the right person, but
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they also need a rapid, flexible and standardized manner of
aggregating all the information for the same user.

But private individuals may view with suspicion the
uncontrolled collection of their attributes that make them
identifiable and traceable in the digital world. Last year one
of the biggest US employment websites published a study
which revealed that half the employers interviewed used
social networks to filter possible candidates [4]. This trail
of information is a digital shadow which will follow them
in every interaction with the network and it will be very
difficult, not to say impossible, to erase. For this reason, if
an identity management solution is to be successful, it must
be designed in such a way as to respect the privacy of indi-
viduals. Privacy by design [5] is a new approach in which
conformity with privacy and the data protection must be
designed from the outset in systems that store personal in-
formation, instead of patching privacy holes as they appear
or simply ignoring them. Among the principles behind this
practice are prevention, privacy by default, end-to-end pro-
tection, visibility and transparency, which enables individu-
als to have greater control and decision over what personal
data they share and with whom.

The federation of identities is a set of technologies and
processes which solves the problems posed by both organi-
zations and individuals, and enables organizations to del-
egate identity tasks through security domains, aggregate user
information from different sources with the prior consent
of that user, and provide personalized services with enhanced
usability for their users, such as that provided by single sign
on (SSO). SSO solutions reduce the to and fro of creden-
tials over networks and enables identity providers to spe-
cialize in strong authentication mechanisms, protecting us-
ers from the much feared threat of identity theft. Similarly,
the creation of trust relationships between federated web
services is an efficient defence against phishing. Although,
paradoxically, these costly relationships are the ones that
are causing initiatives to emerge that are lighter but less
secure for the user.

Faced with this challenge, industrial consortia, stand-
ardization organizations, open-code communities, and ma-
jor companies have developed a wide range of identity ap-
plications, services and protocols, creating a major confu-
sion in the identity management market as a result of such
technological dispersion. In an attempt to put an end to this
diversity of solutions to the same problems, the Kantara
initiative [6] has recently emerged as a review of the Lib-
erty Alliance strategy with the idea of creating common
collaborative space in which to guide the evolution of iden-
tity management. Thus initiatives such as Liberty Alliance,
Concordia, DataPortability, and the Information Card Foun-
dation have brought their different approaches to the same
space in an attempt to address the new challenges posed by
identity management.

The three identity management initiatives currently con-
sidered to be the most popular, although due to their differ-
ent approaches they are not mutually compatible, are:
SAMLV2 [7], OpenlID [8] and Windows CardSpace [9]. This
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incompatibility becomes apparent when a user authenticates
to a system using a specific identity management architec-
ture and cannot use a service provider which uses a differ-
ent architecture, since this would require the user to authen-
ticate again.

In the absence of a unified technology, our approach
consists of seeking interoperability between these solutions
by offering integration which is transparent to users, and
providing them with the possibility of using different iden-
tity management systems without having to worry about
compatibility.

The role of identity in service development platforms
can be approached in one of two ways.

On the one hand, from a more traditional perspective of
security, we need tools aimed at allowing users to control
the sharing of their personal information and access to serv-
ices by third parties who could act in their name. The shar-
ing of personal information is a major concern regarding
the administration of privacy, data protection, and compli-
ance with the law. Delegated authorization systems are be-
ing postulated as de facto standards. OAuth 1.0a [10], a
lighter version which has profiles for desktop and mobile
device applications (OAuth WRAP), and their joint evolu-
tion to OAuth 2.0, are attracting the attention of what is
known as the Web 2.0.

On the other hand, and here lies a new potential, identity
can be seen as a specific capability provided by the net-
work, on which to build trust generating services. Identity
as a service, or IdaaS, provides a consistent and reusable
identity for all applications and services which may require
one. These identity services include, among other federa-
tion services, authentication, authorization, auditing, and the
provision and administration of identities and roles.

3 Conclusions

In this article we have attempted to cover the many and
varied reasons for the security risks affecting ICT. The prob-
lems causing those risks can be classified into three major
categories: tools, threats and facilitators. On the basis of this
classification we can devise a strategy based on three lines
of action with which to address security risks in a global
manner.

The purpose of two of these three lines of action, infra-
structure security and collaborative security management,
is to strengthen the infrastructure itself and make it more
intelligent so that it can analyse the information in its envi-
ronment, making the best decisions at any given time. Analy-
sis requirements may be covered to a great extent by intelli-
gent nodes containing collaborative applications, while repu-
tation management can take care of everything to do with
the decisions.

The third line of action, identity and privacy of indi-
viduals, aims to compatibilize the growing presence of us-
ers on the network with the protection of their intimacy. lden-
tity federation helps users in their experience in the use of
services. But these systems will not be successful unless
personal privacy is taken into account.
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