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Abstract: The paper presents an analysis of the principle of
stack buffer overflow attacks and basic attack patterns for
Intel 80 % 86 architecture and C/C ++ . Then, the merits and
drawbacks of the existing dynamic buffer overflow prevention
methods are discussed. On the basis of the address obfuscation
and integrity checking, this paper presents a new dynamic
buffer overflow prevention method based on k circular random
sequence. This improved prevention method can defend
attacks of multiple patterns with high probability and enhance
the intrusion-tolerance capability of the vulnerable software.

Key words: buffer overflow; stack overflow; software

vulnerability; dynamic prevention; intrusion tolerance

2% vh IX i O f O R L B R 2 — 0 T
Intel 80 % 86 {A R LGHY I » HEFE Y AT 73 A1 25 1 Al

ks H H1: 2009 - 08 - 07

C/C+ R B A7 B 3 A o DX 3t e 1) )
SRR R v DX U R i 1 28 v X3
J7 ik Bty m A v R b A Ridle mT LA R 1Y
AT EEAR AR HERR 42 R AOTF BT AR A
P A A o T Bz e 2 o DX i o Tl ) S o R
I 2278 R ME B B PR IF SRR 2 e IX i £ Y
B A7 S HAT B S

ARICA G T G v X dhn A LA B b o
DX i i ) T A M T T A 4 S R P A BE AL
PR BT 58 O T 24 40 1 HoAMh FE A Bh A5 By
MR XS BUA T AN 2 AR T T kg
BEHILFP 37 1) 2l 25 2 i DX Vi 1 By 8 7 8 . % 7 O S8tk
117 ABAES A S PERE TN UEBA 11205 SR REAE
AR B 40 2% b Bealy 1 2 HLAS & Bl K1k fiE
K.

1 HREMXEHE

11 EAEE

eI G - AR W X 1 B TR 5
G0 X A A/ B T 6 T R4 Bl
T M. Bt 3o i 2 o O B

T

7 Intel 80 X 86 (& FR £ rh kR Ao T 5 btk X I,
FL1a bbb Ty ) 3884, X PP 5 48 25 KR 22 v IX 3 1 2K
AL AR BRWTLE A B 3 A AR A 1
7~ Horp, 8 7 EBP(extended base pointer, #&3&
HuEFE D AEHC T PRI 3 B AR IS bl L R
iR [MECATIE F J7 EBP SEFR Sy 5 455 1 AH G 19 5 B 4k
. TR B SO AT A A A B X 5,
M Ak 22 v XS A G 2 B R S

HAETH . ERK\NZ"EHEARTIE &R RIS B0 H (2007AA01Z142) 5 I i 1 3 Mg 42 A A FRA 710 H
FEFB I TR (1964—) , 5, #8212 0, T2t RS0 5T J 1) R ml A5 10 U T S bk TR A B R R 454 TS ML AR B

Pt E 3P4, . E-mail: jhjiang@ tongji. edu. cn



918 9k 2 % MO K B D

% 38 %

Bt B o DT 20 s ik A b ) G B » ks
PERERIAT A .
TRk
AL 7 0 SR AR
B 0% [l {8
iHJ7TEBP
R A
b
E1 WiFEP&knigsa

Fig.1 Memory layout of a stack frame
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Fig.2 StackGuard detection model

XTSRS P A fE IR A = B 1Y
WA 2R 38 5, I H B0k 2 mT DAGE 2 s Hh AR 2% i DO
FeEr A H w2 pR BGR [FHE SR 5 1) EBP, 4
ARG S A B X4, XA AT LIAE
AN 2 5 B PE RSO0 58 L . 58 sk F 24
i T B A AL T OGS R o e M

XPF B, 7E 280N O T, 38 o K A
canary 7 56 B P RE S FIWT R 15 52 BB 1T Ak i
G AHFE LA BAME LT S 2 A6 0 7 VA TCRK -

(1) T HAE 2R G0 2 A4l 0T 5 Jir 0] ] A 5 20 v
XK/ IME A A A5 B, 45 canary SR I3 06 T
ZEBA R T F SRR AR AN AR bR EIGR TR (Bl
i) EBP)

(2) EREW RS canary FFHME, BB A XLt &
REAETE Ui 11 22 pp X B IEB 1Y) canary 5 [ 21 J5i A7
AL NTITORAF canary 7114 58 B .

XFRER A # U fE e i AL =B
PR AR 2R 38 20, HL G 30T LUE i i e 22 o IX
Ml K B W MH, AR 4 5t 6e o 8 e A7 45 5 Bk
canary v B #% 5 HGR [ 5 F 5 () EBP.

2.2 BETHENEENHEHAR

FEF Bl AL 1) 2% i DX ¥ H A ) Ty 5830 3 Bt 4L
HEAT EFE 00 N AE 53 A1 SR T B AL A= B35 B 60 G
B fin % ke By A i

— i Y ) R T B %) 5 0 2 A ik A
X (address obfuscation)®. % 75 1 76 4 P 0 1) H b5
A AR ARG I 8 B R Y 1 N A AT [l R
B AEIBA T B A 52 v IX i 11 ks qn &l 3 R,
BLIAR A s B R B s 5 R A A i IX I [A] 4
ABEHLA FE B L7 25 8] i R 55 J) 355 42 S R G B
BRI B X B0 R I AL S A pR AL
Heuit b OC BRI 5 Ry F A% 0 4 P 8 e A IR — e A

T NI
g
W
=
o~

AL AR » o8 5 o X LS T S B s ) st

FHak |

REEK

K FR AL

M A7 EBP

¥

g HFX
e

G HuhE

3 bk RRAG AR

Fig.3 Address obfuscation detection model
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