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while ( state _queue < > NULL) { S, = Delete
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Fig. 1 Attack graphs before and after optimization example
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for each N, in NS |

Sumi = Count( Pre(N,) ) ;// N, 35 55

flag( N,) =false; |

for each C; in CS Insert ( Condition _ queue,
C.) /7% C, 1l AN ¢

for each ¢ in Condition_queue

for each N, in Post(q) { //5M g B BIRE

num[Nj] =num[Nj:| +1;

if num[ N, ] =Sumj flag(N,) =true; |

for each C, in Post(N,) |

Insert ( Condition_queue,C,) ;| // A A BA
%)

for each N, in NS if (flag(N,) = =false) Delete
(G,N,) s/ /e Bah E

return G;
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Tab. 1 Host information

Name SR IDeg  Server Bid Inv_cond_ID
P, 6 2 FTP 9904 ,13454 G, G,
P, 3 3 MySQL(FTP) 7974 C,
P, 4 2 Telnet 12815 (o
P, 5 1 HTTP 9691 Ce
P, 2 3 Oracle 14312 C;
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Tab. 2 Loophole information
Bid cd deg Type
9904 0.5 2 FERUR T 26
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14312 0.9 1 IR 552
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Fig. 2 Network topology
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Fig. 3 Enterprise network attack graphs
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Tab.3 Host key degrees

Name Bid State_Nodes LD ( State_Nodes ) KD
IP, 9904 ,13454 [N, N, Ny | 18.82,6.174,1.852} 16. 846
Ip, 7974 {N; N, | 18.82,3.087 11.907
1P, 12815 {N 116.8} 16.8
IP, 9691 [Ny ,N, | 12.205,0.7718} 2.977
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