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[ Abstract] To prevention metamorphism and new malware effectly, a static detection method based on data mining is proposed and its key

technique is discussed. Melware code is disassembled and preprocessed into sequential data, an Apriori-like algorithm is used to discover sequential

pattern and remove normal pattern, the result pattern set can be used to detect unknown malware. Experimental result shows that the method has high

accuracy rate and low false positive rate.
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mov  eax, hmod

push  esi

mov  esi, ds:SetWindowsHookExA
push 0 ; dwThreadld
push  eax ; hmod
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push  offset fn ; Ipfn

push 2 ; idHook

call esi ; SetWindowsHookExA
mov  ecx, hmod

push 0 ; dwThreadId
push  ecx ; hmod

push  offset sub_10001460 ; Ipfn
push 5 ; idHook

mov  hhk, eax

call esi ; SetWindowsHookExA

mov  dword_1000BDD4, eax

mov  dword 1000BDCS, 1

pop  esi
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2 R=tilicta U s supy REBA RN 1| H

3: repeat

4: k=k+1
5: C, =apriorigen(E_)  /ARB|HK B Ry k B 51k 350
6: for each command sequence teT do

7 C, =subsequence(C,,t) //HIA A M BE A& 7E t
8: for each candidate k-subsequence ceC, do

9: o(c)=o(c)+1
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10: end for
11: end for
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13:until E =0
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15: for each command sequence seF, do

16: for each command sequence s, €S, do

17: if S, include S

18: o(s) =o(s)+1

19: end if

20: end for

21: end for
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lea eax, [esp+118h+hKey]
; phkResult
push  offset aSoftwareMicr 0 ; "Software\\Micros"...
push  80000002h ; hKey
call ebp ; RegOpenKeyA

push  eax

test eax, eax

jnz loc_4011E1

lea ecx, [esp+118h+Data]
push  ecx ; IpString
call esi ; IstrlenA

lea edx, [espt118h+Data]

push  eax ; cbData
mov  eax, [esp+11Ch+hKey]
push  edx ; IpData
push 1 ; dwType
push 0 ; Reserved

push  offset ValueName ; "winshell"

push  eax ; hKey

call  edi; RegSetValueExA

mov  ecx, [espt118h+hKey]

push  ecx ; hKey

call  ebx; RegCloseKey
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