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Propagation Model of Polymorphic Worm
with Permutation Scanning Characteristic
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[Abstract] Most of models are based on single random scanning, and worm has relatively fixed morphology. In view of this problem, this paper
researches on permutation scanning technique, combines natural biological feeding and breeding rules, and proposes a mathematical model to
characterize the dynamic propagation of polymorphic worms. The overall behavior of the worm is presented and the number of different type of

worms in the process of propagation is analyzed by a series of inter-dependent equations. Experimental simulation result shows that this model can

describe polymorphic worm propagation exactly.
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