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Abstract 

 
Visual Secret Sharing (VSS), first invented by 

Naor and Shamir, is a variant of secret sharing. In the 

literature, VSS schemes have many applications, in-

cluding visual authentication and identification, ste-

ganography, and image encryption. Moreover, VSS 

schemes provide the secure services in communica-

tions. In 2010, De Prisco and De Santis deeply dis-

cussed the problem of cheating in VSS, gave the defi-

nition for deterministic cheating, and presented two 

cheating immune visual secret sharing schemes: 1) the 

simple scheme 2) the better scheme. However, we 

discover that the better scheme is not immune as they 

claimed. In this paper, we analyze this scheme is 

prone to deterministic cheating in theory and practice.  
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1. Introduction 

 
Naor and Shamir first proposed a variant of se-

cret sharing called “visual secret sharing” (VSS) [3], 

where shares given to participants by the dealer are 

xeroxed onto transparencies. If X is an authorized 

subset, then the participants in X can visually recover 

the secret image by stacking their transparencies to-

gether without performing any complicated crypto-

graphic computation. More generically, in the 

k-out-of-n visual secret sharing (for short, (k,n)-VSS), 

there are totally n participants, and any k participants 

are in X which can obtain the secret image by stacking 

their transparencies. A VSS scheme is usually com-

posed of three phases: (1) encoding (2) distributing (3) 

decoding. However, a special property to differ VSS 

from secret sharing [4] is that the security of VSS is 

achieved by losing the contrast and the resolution of 

the secret image. The quality of the reconstructed se-

cret image is inferior to the original secret image. Due 

to the invention of VSS, many applications and tech-

niques have been proposed. 

Related works. Horng et al. [2] showed that 

cheating is possible in (k,n)-VSS, according to the 

cheaters in traditional secret sharing [5]. The cheating 

activity can cause unpredictable damage to victims 

while victims accept a fake secret image different 

from the actual secret image as authentic. De Prisco 

and De Santis also considered the problem of cheating, 

and they proved that in (n,n)-VSS and (2,n)-VSS, 

cheating is successful by n-1 collusive cheaters [1]. 

These n-1 cheaters want to fool the victim. They pre-

sented two cheating prevention VSS schemes (also 

called “cheating immune VSS schemes”). Conclu-

sively, n-1 cheaters should be assumed, when we dis-

cuss the problem of cheating. 

Normally, the cheating prevention schemes can 

be divided into two classes. One is share authentica-

tion where another additional transparency (verifica-

tion transparency) is used to authenticate transparen-

cies from other participants. The other is blind authen-

tication, where cheaters predict the structure of trans-

parencies of other participants is hard [1,2]. De Prisco 

and De Santis [1] gave the definition for deterministic 

cheating, and presented two cheating immune thresh-

old visual secret sharing schemes: 1) the simple 

scheme 2) the better scheme. They also showed the 

better scheme is cheating immune to deterministic 

cheating in any black or white pixel. Additionally, 

their scheme can be used without relying on the com-

plementary image to improve the security as com-

pared to Horng et al.’s 2-out-of-(n+l) method [2]. 

In this paper, we find the better scheme is not as 

secure as the authors claimed. We then present a new 

cheating attack, named “deterministic white-to-black 

attack”. The analysis and experimental result demon-

strate that the better scheme suffers from the proposed 

attack in theory and practice. 

The rest of the paper is organized as follows. 

Section 2 provides preliminaries with respect of the 

model of VSS and the definition of cheating. Section 3 

briefly reviews De Prisco and De Santis’s better 

(2,n)-VSS scheme. Section 4 shows deterministic 

white-to-black attack and the analysis of the better 

scheme. Finally, conclusions are given in Section 5. 

 

2. Preliminaries 
 

2.1 Model of Visual Secret Sharing 

 



A VSS scheme is a special variant of a k-out-of-n 

secret sharing scheme, where the shares given to par-

ticipants are xeroxed onto transparencies. A share in 

VSS is always called a “transparency”. If X is a quali-

fied subset, then the participants in X can decode the 

secret image by stacking their transparencies. Usually, 

the secret is an image, so we can regard it as the secret 

image (SI). To generate the transparencies, each black 

and white pixel of SI is handled separately. It appears 

as a collection of m black and white subpixels in each 

of the n transparencies. The m subpixels are denoted 

by a block. One pixel of the secret image corresponds 

to nm subpixels, and then the nm subpixels are denot-

ed by an n×m boolean matrix, called a base matrix. 

S=[Sij] expresses the base matrix, such that Sij=1 if and 

only if the j
th

 subpixel of the i
th

 share is black and Sij=0 

if and only if the j
th

 subpixel of the i
th

 share is white. 

The grey level of the stack of k shared blocks is de-

termined by the Hamming weight H(V) of the “or”ed 

m-vector V of the corresponding k rows in S. This grey 

level is interpreted by the visual system of the users as 

black if H(V)≥ d and as while if H(V)≤ d-αm for some 

fixed threshold d and relative difference α. We would 

hope m to be as small as possible and α to be as large 

as possible. Formally, a solution to the (k,n)-VSS con-

sists of two collections C
0
 and C

1
 of n×m base matri-

ces. To share a white pixel, the dealer randomly 

chooses one of the matrices from C
0
, and to share a 

black pixel, the dealer randomly chooses one of the 

matrices from C
1
. The chosen matrix determines the m 

subpixels in each one of the n transparencies [3]. 

 

Definition 2.1. A solution to the (k,n)-VSS is 

composed of two collections C
0
 and C

1
 of n×m base 

matrices. The solution is considered valid if the fol-

lowing conditions are hold: 

Contrast conditions:  
1. For any matrix S

0
 in C

0
, the “or”' V of any k of 

the n rows satisfies H(V) ≤ d-αm. 

2. For any matrix S
1
 in C

1
, the “or” V of any k of 

the n rows satisfies H(V) ≥ d. 

Security condition: 

3. For any subset {i1, i2, …, iq} of {1, 2, …, n} 

with q<k, the two collections D
0
, D

1
 of q×m ma-

trices obtained by restricting each n×m matrix in 

C
0
, C

1
 to rows i1, i2, …, iq are indistinguishable 

in the sense that they contain the same matrices 

with the same frequencies. 

For convenience, let WV be an integer which WV≤ 

d-αm and BV be an integer which BV≥ d. WV and BV are 

used to judge a stacking block is black or white in a 

VSS scheme. 

 

2.2 Definition of Cheating in VSS 

 
Horng et al. proposed that cheating is possible in 

(k,n)-VSS [2]. We take a (2,3)-VSS scheme as an ex-

ample. A secret image is encoded into three distinct 

transparencies, denoted T1, T2 and T3. Then, the three 

transparencies are respectively delivered to Alice, Bob, 

and Carol. Wlog, Alice and Bob are assumed to be 

collusive cheaters and Carol is the victim. In cheating, 

T1 and T2 to create forged transparency T’2 such that 

superimposing T’2 and T3 will visually recover the 

cheating image. Precisely, by observing the following 

collections of 3×3 matrices which are used to generate 

transparencies [3], collusive cheaters can predict the 

actual structure of the victim's transparency so as to 

create T’2. C
0
 is all the matrices obtained by permuting 

the columns of 





















001

001

001

, and C
1
 is all the matri-

ces obtained by permuting the columns of 





















100

010

001

. By observing the above matrices, two 

rows of above C
0
 or C

1
 matrix are determined by col-

lusive cheaters. Therefore, the structure of each block 

of T3 is exact the remaining row. For presenting a 

white pixel of cheating image, the block of T’2 is set to 

be the same structure of T3. For presenting a black 

pixel of cheating image, the block of T’2 is set to be 

the different structure of T3. For example, if the block 

of T3 is [010], then T’2 is set to be [010] for a white 

pixel or it is set to be [001] for a black pixel. Formally, 

the cheaters can construct a sub-base matrix (SBM) by 

T1 and T2, and then infer T3. Practically, De Prisco and 

De Santis gave the following definitions of cheating in 

VSS [1]. 

 

Definition 2.2. For each pixel, if the probability 

of successful cheating for the cheaters is 1, the cheat-

ing is denoted as the deterministic cheating. 

 

Definition 2.3. For a VSS scheme, the probability 

of successful cheating in any pixel is less than 1, 

hence this scheme is cheating immune to deterministic 

cheating. 

 

These definitions are reasonable [1], and then 

make researchers more easily to consider the security 

for cheating immune VSS schemes. 

 

3. Review of a Cheating Immune Thresh-

old Visual Secret Sharing Scheme 
 

De Prisco and De Santis proposed two cheating 

immune visual secret sharing schemes: the simple 

scheme and the better scheme. The simple scheme has 

been showed some inherent weaknesses by themselves, 

such that the white pixels are not protected without the 

complementary image. So they proposed a better 

scheme which is provably secure. They claimed this 

scheme for each black or white pixel is cheating im-

mune to deterministic cheating. In the following, we 

will describe the better (2,n)-threshold scheme (for 



short, the better scheme). 

In this scheme, one pixel will be expanded to 

2
n
+n+1 subpixels. The base matrices are C

0
 and C

1
. 

Each of them is consisted of three parts: C
1
, C

2
, C

3
. C

1
 

is all the possible 2
n
 binary column vectors of length n. 

C
2
 is a column of all 0s. C

3
 is the Naor-Shamir's base 

matrix [3]. We express ]||[
0

3

0

2

0

1

0
CCCC  C and 

]||[
1

3

1

2

1

1

1
CCCC  . The following Fig 1 showed the 

base matrices for the better scheme (n=3,4). 

 

 
Fig. 1 The base matrices for the better scheme 

 

Generically, we note that BV=2
n-1

+2
n-2

+2 and 

WV=2
n-1

+2
n-2

+1. In addition, they have proven the bet-

ter scheme is cheating immune to deterministic cheat-

ing. For any black or white pixel, the cheaters cannot 

infer the actual value of victim's subpixels. The proof 

is definitely correct. 

 

4. Analysis of the Better Scheme 
 
We will show the weakness of De Prisco and De 

Santis's better scheme via our presented attack when 

n≥3. We then give the attack processes for the 

2-out-of-n better scheme (n>3,4,5). 

 

4.1 Deterministic White-to-Black Attack 

 
This attack, named “Deterministic 

White-to-Black Attack”, only occurs in white pixels 

for the better scheme. According to the attack for cre-

ating a fake black pixel, collusive cheaters generate a 

fake block (fb), then the victim will get a fake black 

one by stacking fb and Tv where Tv is the victim's cor-

responding block. In more details, this attack is illus-

trated as follows. 

1. First, cheaters reconstruct the sub-base matrix 

(SBM) collusively. 

2. They compute the numbers of different kinds of 

columns within the SBM, respectively. 

3. Initially, let fb=[a1, a2, ..., az]=[0, 0, ..., 0], where 

z=2
n
+1+n. 

4. If n is odd such as n=3, modify ai=1 when ai 

corresponds to the columns of all 0s in SBM; 

otherwise, modify ai=1 if ai corresponds to the 

columns of all 0s or all 1s in SBM. Here, we 

give an example of n=4 (Fig. 2) to show the 

process. 

5. If 





z

j

n

j
a

1

1
12 , the attack is done. Oth-

erwise, in the case of 





z

j

n

j
a

1

1
12 , the 

cheaters randomly choose x kinds of columns 

whose numbers are 2 where 







z

j

n

j
xa

1

1
122 , and then set ai=1 when 

ai corresponds to the columns of these x kinds of 

columns (the total number of x kinds of columns 

is 2x). Finally, ensure 





z

j

n

j
a

1

1
12  after 

inserting 1s into 2x subpixels. 

 

Let the stacking block of fb+Tv be [b1, b2, ..., bz] 

(z=2
n
+1+n). The cheater can make sure 






z

j

Vj
yBb

1

 where y is an integer and let 

Y=BV+y as the number of subpixels of 1 in the stack-

ing block, so the victim will accept the fake black pix-

el. 

 

 
Fig. 2 A example of cheating process (n=4) 

 

4.2 Analysis and Experiment 

 
The processes of the deterministic white-to-black 

attack with respect to n=3,4 are simple. In the follow-

ing, we show the process of the attack for n=5. First, 

the cheaters reconstruct the SBM and compute the 

numbers of different kinds of columns within SBM, 

and they can obtain the following results. 

 The number of the column of all 1s is 3. This 

column we called the all 1s column. 

 The number of the column of all 0s is 7. This 

column we called the all 0s column. 

 The number of other each kind of columns is 2 

(not all 0s and all 1s). 



Since n=5 is odd, they set ai=1 when ai corresponds to 

the columns of all 0s. Now, we know 







z

j

j
a

1

15
12 . The cheaters continue to choose 

x(=5) kinds of columns (not all 0s and all 1s, 

2x=2
5-1

+1-


z

j

j
a

1

), and set ai=1 when ai corresponds 

to the columns of the 2x columns. This is, they ensure 

1712

1

15






z

j

j
a . 

According to fb, we notice that 2x columns cor-

respond to x subpixels of the victim’s block are 1 and 

x subpixels of the victim’s block are 0. And we also 

observe that 7 all 0 columns correspond to that 1 sub-

pixel of the victim’s block is 1 and the other 6 subpix-

els are 0. Thus, we can infer that 

2
5-1

+1-(x+1)=2
5-1

+1-(5+1)=11 subpixels of the vic-

tim’s block are 1 correspond to 11 subpixels of fb are 

0. Finally, the number of subpixels of 1 in the stacking 

block is X=17+11=28=BV+2> BV, hence the determin-

istic white-to-black attack is successful. 

Because of no guessing with probability in the at-

tack, the deterministic white-to-black attack is deter-

ministic cheating. The better scheme is not cheating 

immune to the deterministic white-to-black attack. 

More formally, the generic result for the collusive 

cheaters' SBM is given as follows. 

 The number of the column of all 1 is 3 for any n. 

 The number of the column of all 0 is n+2 for 

any n. 

 The number of each other kind of columns, ex-

cept all 0 and all 1 columns, is 2 for any n. 

Nevertheless, this attack is only suitable to the (2,n) 

better scheme, because the expansion of the better 

scheme is much bigger than other schemes such as 

Naor-Shamir's VC scheme [3]. 

 

 
Fig. 3 Experiment result for the attack 

For demonstrating the proposed cheating attack 

we conducted a experiment in the (2,3) better scheme. 

In this example, for creating each two adjacent fake 

black blocks, only one of the corresponding two 

blocks is changed by the attack and the other block is 

remained unchanged. The above method can ensure 

the reconstructed cheating image is normal, and Fig. 3 

shows the experiment result that we can modify “S T” 

into “SIT”. 

 

5. Conclusions 
 

In this paper, we have analyzed that a cheating 

immune visual secret sharing scheme is insecure 

without violating the original definitions of 

Naor-Shamir's visual cryptography. This scheme suf-

fers from the deterministic white-to-black attack, 

while it is not cheating immune to deterministic 

cheating. To the best of our knowledge, the presented 

blind authentication cheating prevention schemes 

(Horng et al.'s and De Prisco and De Santis's) are in-

secure to protect black and white pixels at the same 

time without using a complementary image. 
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