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using matrix embedding
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Abstract

By embedding a Toeplitz matrix-vector product (MVP) of dimension n into a circulant MVP of
dimension N = 2n+J— 1, where ¢ can be any nonnegative integer, we present a GF'(2") multiplication
algorithm. This algorithm leads to a new redundant representation, and it has two merits: 1. The flexible
choices of § make it possible to select a proper N such that the multiplication operation in ring
GF(2)[x]/(zN +1) can be performed using some asymptotically faster algorithms, e.g. the Fast Fourier
Transformation (FFT)-based multiplication algorithm; 2. The redundant degrees, which are defined as
N/n, are smaller than those of most previous G F(2™) redundant representations, and in fact they are

approximately equal to 2 for all applicable cases.
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I. INTRODUCTION

When GF(2") is viewed as an n-dimensional vector space, field elements can be represented
as n-bit vectors in a basis of GF'(2") over GF'(2). Types of bases are various, for example,
polynomial bases, normal bases, dual bases and shifted polynomial bases (SPB) and so on.
Besides these representations, redundant representations become attractive when the value of n

is large.
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Most previous works on redundant representations follow the polynomial approach, namely,
they embed GF'(2") into a finite quotient ring GF(2)[z]/(z" + 1), and therefore map a GF'(2")
multiplication operation into a GF'(2)[z]/(z" + 1) multiplication. The later can be performed
using some asymptotically faster multiplication algorithm, for example, the Fast Fourier Trans-
formation (FFT)-based multiplication algorithm [1].

Redundant representations first appeared in finite field GF'(2") := GF(2)[z]/(f(z)) generated
by all-one-polynomial f(x) =>""" ,z". In 1984, Itoh and Tsujii applied the simplicity of multi-
plication in quotient ring GF(2)[z]/(z"™ + 1) (where N = n + 1) to the GF(2") multiplication
[2]. In this case, the n-bit vector of a GF'(2") element is mapped to the (n + 1)-bit vector of
a GF(2)[z]/(xN + 1) element. Therefore, the redundant degree, which is defined as N/n, is
(n+1)/n ~ 1 for these special GF(2")s. Besides multiplication, Silverman also analysed other
operations in these fields [3]. Combining Karatsuba’s algorithm and redundant representation,
Chang, Hong and Cho presented a low complexity bit-parallel multiplier in 2005 [4]. In 2008,
Namin, Wu and Ahmadi designed a novel serial-in parallel-out multiplier in these fields [5].

In 1998, Drolet generalized this idea and introduced G'F'(2") redundant representations sys-
tematically [6]. His results were corrected and improved later by Geiselmann, Muller-Quade
and Steinwandt [7]. Similarly, Wu, Hasan, Blake and Gao presented simple and highly regular
architectures for finite field multipliers using a redundant representation, and their architec-
tures can provide area-time trade-offs [8] [9]. In 2001, Geiselmann and Lukhaub showed that
GF(2™) arithmetic, especially exponentiation, in redundant representation is perfectly suited for
low power computing [10]. In 2003, Katti and Brennan generalized the idea of quotient ring
GF(2)[z]/(z" 4+1) to quotient rings GF(2)[x]/(z™ +2*+1) and GF (2)[z]/ (2N + 2% +2F2 4-1)
[11], and in the same year, Geiselmann and Steinwandt generalized redundant representations
to finite fields of arbitrary characteristic [12].

The major disadvantage of the above redundant representations is that redundant degrees are
often large, for example, the average redundant degree for 151 < n < 250 is about 4.58 [9].
Recently, Akleylek and Ozbudak presented a modified redundant representation [13]. Their results
improved some of the previous complexity values significantly, or more precisely, redundant
degrees are decreased to about 1 or 2 for some G'F'(2")s. But for some other values of n’s, no
improvement on redundant degrees is reported in their paper, for example, cases that n’s are

prime.



Besides the disadvantage of large redundant degree, all these polynomial-based methods suffer
another disadvantage: for a fixed GF'(2"), there is only one choice of a smaller V. Because of
this limitation, it might be hard to select a proper fast algorithm to perform multiplication in
GF(2)[z]/(zY + 1), for example, FFT does not help when N is a prime [3].

In this article, a different embedding method is used to overcome the above two disadvantages.
Instead of following the polynomial approach, we apply the matrix form to perform the embed-
ding step. We map a GF'(2") multiplication operation into a multiplication in the quotient ring
GF(2)[x]/(z™ + 1), where N = 2n+ 4 — 1 and § can be any non-negative integer. The flexible
choices of  make it possible to select a proper N such that the multiplication operation in ring
GF(2)[x]/(z™ +1) can be performed using proper asymptotically fast algorithms. Furthermore,
our redundant degrees (N/n ~ 2) are smaller than those of most previous GF'(2") redundant
representations for all applicable values of n’s. As a comparison, Reference [13] provided only 54
composite values of n’s such that 15 < n < 1956 and their redundant degrees are approximately
equal to 1 or 2. But for over 50% (composite and prime) values of n’s in this range, or even
a larger range 1 < n < 10,001, redundant degrees of our method are approximately equal to 2
[14]. Even though, we must note that among these 54 values of n’s in [13], there are 34 values
of n’s such that their redundant degrees are slightly greater than 1.

This paper is organized as follows: The equivalence between circulant matrix-vector product
(MVP) and GF(2)[z]/(x + 1) multiplication is introduced in Section 2. In Section 3, the
new 4-step GF'(2") SPB multiplication algorithm is described. Explicit formulae of the new
SPB redundant representation are given in Section 4, and an example is presented in Section 5.

Finally, a few concluding remarks are made in Section 6.

II. EQUIVALENCE BETWEEN CIRCULANT MVP AND GF(2)[x]/(z™ + 1) MULTIPLICATION
Given two GF(2)[z]/(zN 4 1) elements p = SN 'pat and ¢ = SN Fqat, let P =
(po,P1,- -+ ,pn—1)T be the coordinate column vector of p, and @ is defined similarly. The product
r=pg=3","ria’ in ring GF(2)[x]/(z" + 1) can be computed in three steps.
We first compute the conventional polynomial product of p and ¢:

2N -2

r=pg=>» ra'=1+1,
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Then we reduce [ using formula 2* = 2°~", where N < i < 2N — 2, and obtain

IN-2 N-2
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Finally, we get the product r of p and ¢ in GF(2)[z]/(z™ + 1):
N-1
rix' = (I+14) mod (zV + 1)

Il
(]

—0

=

N-1 N-2
= > mat+ ) e’
t=0 t=0
N-2 t N-1 N—-1
= (ZpiQti + Z piqt+Ni) '+ <Z pinli) 2™
t=0 i=0 i=t+1 i=0
qo gN-1 gN-2 - (1 Po
q1 qo gN-1 " g2 P
= (L,z,2% -, 2V 2 731 g - g3 D2
gN-1 gN-2 4gN-3 " (o PN—1

= (1,z,2% - 2N"HTP.

Clearly, the N x N matrix T in the above formula is a circulant matrix and the result of the
circulant MVP TP is just the coordinate column vector R = (rg, 71, -+ ,7 N,l)T of r. Especially,

the first row of T is

Tay= (90, qn-1,qN-2,""* ,q1)- (1)

In the next section, we will use this well-known fact to derive new redundant representations.



III. NEW GF(2") SPB MULTIPLICATION ALGORITHM

In this part we introduce the main idea of our multiplication algorithm using the shifted
polynomial basis (SPB) of GF(2") over GF(2). We first introduce the definition of the SPB.

If f(r) =2"+2F+1 (n > 2) is an irreducible trinomial over GF(2), then all elements of
GF(2") can be represented using a polynomial basis W = {z'|0 < i < n — 1}. Let v be an
integer, the ordered set =W = {2"7¥| 0 < i < n — 1} is called the SPB of GF(2") over
GF(2) with respect to W. It was shown that the best values of v are k or k — 1 when the SPB
is used to design parallel multipliers [15]. In this article, we select v = k.

Given two GF(2") elements a = x> ;' and b = 27" 1" bz’ represented in the
above SPB, the proposed algorithm can be divided into four steps. The first two steps also appear
in designing Toeplitz MVP-based subquadratic G F'(2") multipliers, and detailed descriptions can
be found in [16]. The following part presents these results briefly.

Step 1: Representing the product of a and b as a Mastrovito MVP.

The SPB Mastrovito multiplier was introduced in [15]. Let A = (ag,ay,--- ,a,-1)" be the
coordinate column vector of the field element a = z7" Z?:_Ol a;z" , B and C are defined similarly.

The coordinate column vector C' of ¢ = ab can be represented as C' = Z A in the following

equation:

= (27,27 " b, 27 b, - 2" TUTID)A

= (z7v, 7M. " ZA

The n x n matrix Z = (2;;)o<ij<n—1, Which depends on only B and f(z), is called the
Mastrovito matrix, and C' = Z A is the Mastrovito MVP formula to compute the product of a
and b in GF'(2").

Step 2: Transforming the Mastrovito MVP C' = Z A into a Toeplitz MVP.

Using the transformation matrix U of [16] , the above Mastrovito MVP C' = ZA can be

transformed into Toeplitz MVP D = T'A, where T is a Toeplitz matrix, or more precisely,

C=ZA=UWZA=U'TA=U"'D, (2)



0 ](n—v)x(n—v)

IU Xv O
Toeplitz matrix.

Step 3: Embedding the Toeplitz MVP D = T A into a circulant MVP.

where U = , Ty 18 the v X v identity matrix and T'=UZ is an n X n

We give a small example to illustrate the idea of this embedding. The following Toeplitz MVP

of dimension 3

Co to t-1 T2 ag
C1 - tl to t_l aq
(&) tz tl to as

can be embedded into either the following circulant MVP of dimension 6

Co to t_1 t—o 0 ta tg ag
c1 ti to t_1 t_o 0 i aq
Co B ta t1 tg t_1 t—o O as
s || 0t ottty fs 0
T4 to 0 ty t1 ty t-1 0
s t1 to 0 to t1 o 0

or the following circulant MVP of dimension 5

Co to t_1 t_9 to 11 ag
c1 t1 to t_1 t_o 19 a
Co = tao 1 tyg t_1 t_o as
T to to t1 ty ty 0
T, ty te ty it 0

Generally, given an n X n Toeplitz matrix

to t_y t_o t—(nfl)
31 o t l_(n—2)
T= ta 131 to -3 |>
tnfl tn72 tn73 e to

T can be embedded into a (2n—1+§) x (2n— 1+ ) circulant matrix 7T (see, for example, [17]),
where § is an arbitrary nonnegative integer. As a circulant matrix, 7’ can be uniquely determined

by its first row T(l):



T = t7t77t*7"'7t—n— 7t—n— 707"'7O7tn77tn77”'7t7t .
1) = (to,t—1,1_2 (2)(1)5 Litn—2 2,t1)

The rest rows of T are the cyclic right shift by one bit of the previous one. To simplify the

explanation, we let 6 = 0 in this article, i.e.,

7(1) = (to,t-1,t—9, - ;l_(n—2),L_(n—1), tn—1, tn—2, - - L2, t1). 3)

In order to embed the Toeplitz MVP D = T' A into a circulant MVP of dimension N = 2n—1,
which is denoted by R, the n-bit column vector A should also be extended to an N-bit column

vector P by adding (N —n) = (n — 1) extra 0’s to A:

P = (vaplv"' 7p2n—1)T = (a'07a17"' aafn—laO)"' 7O)T' (4)
——

n—1
Due to the property of the above embedding and the definition of P in formula (4), it is clear
that the first n bits of the resulting circulant MVP R = (7o, 71, -+ ,79,_2)T = TP are just the
n-bit Toeplitz MVP D = TA = (¢, Cyy1,"** ,Cn_1,C0,C1," ** ,Cp—1). Therefore, we have

T T
R = (7”0,7"1,"' 77n2n—2) = (vacv—i-l;"' yCn—1,C0,C1," " , Cyo—1,Tny Tp41, " *° ar2n—2/) . (5)

TV
n—1

After this step, we have embedded a Toeplitz MVP of dimension n, which corresponds to a
GF(2") multiplication operation, into a circulant MVP of dimension N = 2n — 1. Because of
the equivalence between the circulant MVP of dimension N and the multiplication operation
in quotient ring GF(2)[z]/(z" + 1), we can also rewrite the circulant MVP R = TP as a
multiplication in the quotient ring GF(2)[z]/(z" +1). After obtaining the N-bit product vector
R in formula (5) using some asymptotically faster multiplication algorithm, we reach the final
step.

Step 4: Inversive coordinate transformation from D to C.

We have shown that the first n bits of the circulant MVP R in formula (5) are just the n-
bit Toeplitz MVP D = T'A = (c,, Cpq1," "+ ,Cn1,C0,C1, " ,Co_1)" . Therefore, the coordinate

column vector C' of ¢ = ab in formula (2) can be obtained by first extracting the first n bits of



R, i.e., the n-bit vector D, and then applying the following inversive coordinate transformation

to D :
1 1 T T
C=U"D=U "(Cy,Cot1,""* ,Cn-1,C0,C1,""* ,Co_1) = (Co,C1,*"* ,Cpn_2,Cn1)" .

Compared to previous polynomial-based embedding methods, the proposed method is much
more flexible since parameter 6 in N = 2n — 1+ ¢ can be any nonnegative integer. Furthermore,
the redundant degree N/n is approximately equal to 2 for all cases if J is small.

In this section, we have introduced the proposed idea at matrix level. In order to apply this
idea to practical implementations, we need explicit formulae of elements in matrix 7" and vector

P. So, we present a detailed description of step 2 and 3 in the next section.

IV. EXPLICIT FORMULAE OF SPB REDUNDANT REPRESENTATIONS FOR IRREDUCIBLE

TRINOMIALS

The key point of the redundant representation is to perform a G F'(2") multiplication operation
using a GF(2)[z]/(x" + 1) multiplication module. Therefore, we must map the two GF(2")
input elements a and b into two GF(2)[z]/(z" + 1) elements p and ¢ first (or map the two n-bit
coordinate column vector A and B to two /N-bit coordinate column vector P and () respectively).
The mapping from «a to p is simple: adding (N —n) = (n — 1) extra 0’s to the n-bit vector A,
and it is given in formula (4). We now derive the explicit formula that maps b to ¢ (or B to ()).

In step 1, we have introduced the Mastrovito MVP formula C' = Z A, where the n x n matrix
Z = (2ij)o<ij<n—1 depends on only B and f. Since explicit expressions of z;; are different
according to the form of the trinomial =™ + z¥ + 1, we only discuss the case “n + 1 < 2v and
v < n — 27 in this work. In this case, the following explicit expressions of z; ; can be found in

[15]:
b2o—nyi—i 0<1<2v—n+t,

Zytti = boyrt—i 20—-n+t+1<i<v+t,
boinit—i b v+Et+1<i<n—1,
where 0 <t <n—v—2.
After step 2 (transforming the Mastrovito MVP C' = Z A into the Toeplitz MVP D = T A),

row v of matrix Z, i.e., Z(,), will become the first row of T', i.e., T(;). By the above formula,



we get explicit expressions of this row:

Z(v) = T(l) = (?21}—717 b2v—n—17 T 7bgv ?n—la bn—2, T bva

J/

VvV NV
2v—n+1 n—uv
bn—l + bv—17 bn—2 + bv—?a Tt >bv+l + bQU—n+1)-
N -~ 7
n—v—1

In step 3, we want to embed the Toeplitz MVP D = T'A into the circulant MVP R = TP.
Therefore, we also need explicit expressions of the first column of 7" to form the right half of
the first row of T (see formula (3)). These explicit expressions can be obtained from the first

column of Z, which are also listed in [15]:

A (bO + by, b1 +byy1, o byt 4 b,

TV
n—u
T
bO + bnfvy bl + bnf'qula Tt >b2v7n71 + bvfh b2v7n7 b2v7n+17 ) bvfl) .
N Vv N VvV d
2v—n n—uv

After multiplying U to Z in step 2, we obtain the first column of 7*:

T(l) = (621},”, b2v7n+17 te 7b'u7L7 [20 + bv7 bl + bv+17 T 7bn7v71 + bnfy

bO + bnfl)? bl + bn71)+17 e 7b2U*n*1 + bU*L>T'
21?:71

Now we can form the first row of the N x N circulant matrix 7' from the first row and column

of T

T(l) = (?21)7717 b2v7n717 R b(la ?nfh bn727 T bga

20—nt1 n—v
bn—1 +by—1,bp—2+by_2,++ ,byp1 + b2v—n+lj7
n—v—1
?2v—n—1 +by—1,b20-n—2+ by, 0o + bn—g,
2n
\b’nf’l)fl +bn1,0n—v—2 +bp2," - 0o+ bv;?vfb HR bzv—n+1/)- (6)
n—v n—v—1

Formula (1), namely,

Ty = (90, qnv-1,qn—-2," " , 1)

reveals the relationship between G F(2)[z]/(z" +1) element ¢ = S | ¢, and the first row Ta

of circulant matrix 7. Therefore, by comparing formula (1) with (6), we obtain the following



mapping relationship between Q = (qo, q1,- -+ ,qn_1)" and B = (by, by, - - -

. 0<t<nm—v-—1,
bt-H}—n + bt+2v—n n—v S t S 2n —2v — 17
bt+v—n + bt+2v—2n 2n —2v S t S n— ]-)

qt =

bivv—nt1 + big2v—2nt1 N <t <2n—v—2,
bt+2v—2n+l 2n—v—1<t<3n—2v— 27

L bt+2v—3n+1 3n—2v—1 S t S 2n — 2.

V. AN EXAMPLE

9 bn—l)T:

10

(7

We now present an example to illustrate the proposed multiplication algorithm. Let {x'~3|0 <

i < 4} be the SPB of GF(2°) generated by f(z) = 2° + x® + 1. Given two GF(2°) elements

i : 3 : :
a=a"3% ja;x" and b=, , bx', the coordinate column vector C' = (co, c1, Ca, ¢3,¢q)"

of ¢ = ab can be represented by the following Mastrovito MVP:

by + b3 by by bo
by + by by + b3 bo b1
C=ZA=| by+by by +by by+bs by
by bo by b3
bo b1 bo by

It is easy to see that

(

Cy = bQCL() + biay + bo(lg + b4a3 + b3a4.

\

Now we compute C' = (cy, 1, ¢2, ¢3,¢4)” using the proposed method. After multiplying

0 IQ><2
I3><3 0

U:

by

bo

by
by + by

bs

co = (bo + b3)ag + baay + bias + bpas + byay,
c1 = (by + by)ag + (bo + b3)ay + beas + byas + boay,

ca = (bo + b2)ag + (b1 + ba)ar + (bo + b3)as + baas + bya,
c3 = biag + bpay + byas + bsas + (by + bo)ay,

Qo
ai
a2
as

Qy

®)
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to Z, Mastrovito matrix Z is transformed to the following Toeplitz matrix

by bo by bs by + by
b2 bl b() b4 bg
T=UZ= by + b3 by by bo by

bi+by bo+bs by b by
b0+b2 b1+b4 b0+b3 bg bl

Then Toeplitz matrix 7" is embedded into the 9 x 9 circulant matrix 7" whose first row is
T(l) = (bl, bo, b4, bg, bQ + b4, bo + bg, bl + b4, bo + bg, bg),

and we obtain the circulant MVP R = (c3, ¢4, ¢o, €1, Ca, 75, 76,77, 73) = 1 P, where P is defined
as

P = (ag, a1, a2, a3,a4,0,0,0,0)" ©)

The circulant MVP R = TP is equivalent to the product of p and ¢ in quotient ring

GF(2)[z]/(z* + 1). The coordinate column vector P of p = (1,z,z? --- ,2®)P is given by

formula (9), and the coordinate column vector Q of ¢ = (1,z,2?,--- ,2%)Q can be determined

by formula (7) as follows:
Q = (b1, b2, by + b3, by + by, by + bz, bs + ba, b, b, bo)”. (10)
After multiplying p and ¢ in GF(2)[z]/(z® + 1), we get
r = pgmod (2 + 1)
= biag + boay + byas + bzas + (by + be)ay

+[baag + biar + boas + bsas + bsas)x

+[(bo + b3)ag + baay + byas + boas + byay)r?

+[(by + by)ag + (b + b3)ay + baay + bras + byay)x®

+[(bo + ba)ag + (by + by)ay + (b + b3)ay + byas + byas)x?

+r5:c5 + r6x6 + 7“73:7 + rgxg.

Finally, we apply the inverse coordinate transformation on the first five bits of R, i.e., coef-

2 2% and 2% in the above formula, and get the coordinate column vector C' of

ficients of 1,2,z
¢ =abin GF(2"). It is easy to check that coordinates of C' obtained using this new method are

equal to those given in (8).
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VI. CONCLUSIONS

We have presented a new redundant representation to perform G F'(2") multiplication. Com-
pared to previous methods, it has low redundant degree and flexible choice of N.

One important step in this method is that the GF'(2") product formula must be rewritten as a
Toeplitz MVP. In this work, we focus on SPB and only discuss the irreducible trinomial case,
i.e., GF(2") is generated by " + z* + 1. When finite field GF(2")s are generated by some
special types of pentanomials, for example, 2" +zV + 2% + 2?71 +1 and 2% + 235+ 2%° + 25+ 1,
their product formulae can also be rewritten as Toeplitz MVPs. Detailed description of these
coordinate transformation matrixes can be found in [16]. Therefore, the proposed method is also
applicable to these fields.

Furthermore, reference [16] indicated that GF'(2") polynomial basis multiplication operation
can also be rewritten as a Toeplitz MVP, and multiplication operations of dual, weakly dual, and
triangular bases can be rewritten as Hankel MVPs. Therefore, the proposed method works for

these bases too.
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