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Abstract

In this paper, we present new general techniques for practical security evalu-
ation against differential and linear cryptanalysis for an extensive class of block
ciphers similar to the cipher GOST. We obtain upper bounds of the average
differential and linear characteristic probabilities for an arbitrary GOST-like ci-
pher. The obtained bounds have similar form to the upper bounds of the average
differential and linear characteristic probabilities known for some Markov Feistel
ciphers. But, the expressions of our bounds contain new parameters (different
from the classical differential and linear probabilities) of the cipher’s s-boxes.
These parameters are very natural for GOST-like ciphers, since they inherit the
type of operation (key addition modulo 2™) used in these ciphers. The methods
our proofs are based on are of independent interest and can be used for investi-
gation both of a wider class of block ciphers and of a wider class of attacks.

Application of our results to GOST shows that maximum values of the av-
erage differential and linear characteristic probabilities of this cipher (with 32
rounds and some s-boxes) are bounded by 27%9%7 and 27*2, respectively. The
last two estimates of practical security of GOST against the differential and lin-
ear cryptanalysis are not quite impressive. But, as far as we know, they are the
best of such estimates obtained by an accurate mathematical proof.

1 Introduction

Differential and linear cryptanalysis are considered the most powerful cryptographic
attacks known to date. In their basic form, they were applied to DES in early 90-s of
the last century [1], [2] and were improved and extended in several ways during recent
20 years.

An important step in the development of differential and linear cryptanalysis was
the concept of Markov block cipher [3]. Informally, a block cipher is called Markov *
one if average difference propagation probability over each round is independent of the
round’s text input. There are numerous examples of Markov ciphers including DES,
Rijndael, Camellia, and many others. For such ciphers, a quite developed theory of
security evaluation and security proofs against differential and linear cryptanalysis is

IHereafter the word-combination ”Markov block cipher” will denote a Markov cipher with respect
to the bitwise XOR operation.



created, and general techniques for design of Markov (Feistel and SPN) block ciphers
secure against such attacks are well known. The literature devoted to this topic includes
dozens of published works. Let us mention here the papers [4] — [7], where one can find
more detailed bibliography.

In spite of the progress in mathematical foundations of differential and linear crypt-
analysis, there is no general theory of analysis and security proofs against the above-
mentioned attacks for non-Markov ciphers such that the block cipher GOST [§]. A
reason of that are some analytical difficulties accompanying security evaluation for
such ciphers and the lack of adequate mathematical methods accounting their specific
structure. In this paper, we present new general techniques for practical security evalu-
ation against differential and linear cryptanalysis for GOST-like ciphers, and apply our
results to the cipher GOST with independent and equiprobable random round keys.

1.1 Previous work on differential and linear cryptanalysis of
GOST

As is known, the most significant difference between GOST and others (ordinary
Markov) block ciphers consists in using of round key addition modulo 2%2. Tt leads
to analytical difficulties in security evaluation for this cipher against differential and
linear cryptanalysis because the known traditional methods cannot be used for GOST,
see [9] — [12]. In all works known to us that are devoted to differential and linear
cryptanalysis of GOST its practical security against mentioned attacks is investigated.
The round keys are usually assumed to be fully random and independent. The main
purpose of the majority of this works (which are written generally in Russian or in
Ukrainian) is to find high-probability differential and linear characteristics of GOST,
using some assumptions about the key addition operation. For example, in [12] it is as-
sumed in the calculation of differential characteristics probabilities that, with addition
of input messages and keys in all rounds, the carry bits in 4", 8" .. 28" digits of the
sum vanish (in other words, the carry bits between different s-boxes are ignored). It is
clear that such mathematical assumptions simplifying a block cipher cannot be taken
a priori in security proofs against differential and linear cryptanalysis.

Especially we want to point out the work [13], which results are discussed in recent
papers [14], [15]. In [13], the authors write that GOST is secure against differential
cryptanalysis after 7 rounds and against linear cryptanalysis after 5 rounds. But, their
"proof” relies on numerous implicit assumptions similar to those mentioned above.
Moreover, the work [13] contains some mathematical mistakes, so its results cannot be
admitted as reliable. For example, it is claimed that ”the effectiveness of the linear
approximation of the addition mod 23% operation is equal to 27! and the best ap-
proximation of the i-th bit of result is the sum mod 2 of the i-th bit of the values” (see
[13], P. 6). But, it is well-known that the effectiveness of such linear approximation
does not depend on i and is equal to 3/4 (see [16]). It is a pity that all this facts were
left unnoticed in [14], [15].

For the first time, upper bounds of the average differential and linear characteristic
probabilities obtained for an extensive class of block ciphers similar to GOST are



adduced in our paper [17]. In [18], [19] these results were extended. The present work
contains systematic description of results from [17] — [19] in revised and improved form.

1.2 Contribution of this paper

Our main results are formulated in two theorems, which state upper bounds of the
average differential and linear characteristic probabilities for an arbitrary GOST-like
cipher. The obtained bounds have similar form to upper bounds of average differential
and linear characteristic probabilities known for Markov Feistel ciphers with SPN round
functions [7], [20]. But, the expressions of our bounds contain new parameters (different
from the classical differential and linear probabilities) of the cipher’s s-boxes. Note that
these parameters are very natural for GOST-like ciphers, since they inherit the type of
operation (key addition modulo 2™) used in these ciphers. Also note that the methods
our proofs are based upon are of independent interest and can be used for investigation
both of a wider class of block ciphers (for example, containing ”mixed” key operations)
and of a wider class of attacks (for example, bilinear cryptanalysis), see [21], [22].

Application of our results to GOST shows that maximum values of the average
differential and linear characteristic probabilities of this cipher (with 32 rounds and
some s-boxes) are bounded by 275957 and 27*2) respectively. Note that these two
estimates of practical security of GOST against differential and linear cryptanalysis
are not quite impressive. But, as far as we know, they are the best of such estimates
obtained by an accurate mathematical proof.

The structure of the paper is as follows. Basic notation and definitions are in-
troduced in Section 2. Our main results are presented in Section 3 and their proofs
are given in Section 4. Finally, in Section 5 some applications, numerical examples,
discussion of the obtained results, and also of the further research are described.

2 Preliminaries

2.1 Basic notation

Let [ be an arbitrary natural number. We denote by V; the set of all [-dimensional
Boolean vectors and by SV the symmetric group on the set V;. For any a = (o, . .., ay),
B=(B,....,0) € Vilet us define aff = 11 & S af, a®B = (a1 DS, ..., D),
where @ is the XOR operation. For any a,b € Z, a < b, denote by a,b the set

{a,a+1,...,b}.
In the sequel, we identify an arbitrary vector (zi,...,z;) € V; with the number
!
r = 271 o + - + 2% and denote by x + y the sum modulo 2! of the numbers

corresponding to the vectors x,y € V;. We also use the notation x + y instead of x —i— Y
if it does not cause the confusion and the value [ is defined from the context (i.e., from
the condition =,y € V}).

For any x,y € V, let’s denote by v(z,y) the carry bit into the most significant
(i.e., the [-th) digit in the sum of the numbers x and y in the ring Z.



For any g € SY,a, 8 € V] let us define

!
gr(x) = g(x + k), z, k €V,

— 9l Z ag x)@ﬁx (1)
eV,
l =271 (G, , (2)
keV;
2
A, =203 (2 3| Y (et )
keV; a€{0,1} [zeViv(z,k)=a
DY, 8) =27 3 (gh(x @ @) D gu(w), B), w € W, (4)
keV;
d9 —2’25( k+oz€9g(k:)6>, (5)
keV;
Wan=2" ¥ s(sktaesns) ccon @
keViv(a,k)=a

where 0(+, ) is the Kronecker delta: 6(u,v) =1 if u = v, otherwise d(u,v) = 0.
It follows directly from (1)—(6) that

19(a, 0) = d9(a, 0) = 19(0, ) = d9(0, ) = (v, 0), (7)
9(0,0) = 8)

0 <19(a,8) < A9(a, ) <1, 9)

0 < di”(a, 8) + d” (e, B) = d9(a, B) = D" (o, B) < 1, (10)

for any g € SV, o, 8 € V.
In what follows we will omit the symbol of transposition in formulas like Az7,
supposing (as usual) that a vector z is a column if it is written on the left of a matrix

A.

2.2 GOST-like ciphers

Let us consider an r-round Feistel cipher % with the encryption function
F:V,x K" — V,, where V,, is the set of plaintexts (ciphertexts) and K =V, is the
set of round keys of the cipher T, n = 2m, m > 2. By definition, the transformation
of a plaintext = € V,, into the ciphertext y € V,, with a key A = (k(1),...,k(r)) € K"
is defined as follows:

y=F(z,\) = (f(k(r)) 6.+-0 f(k(l))) (), z €V, (11)



where the transformation f*) (k € V},) in each round from 1 to r takes the form

FO (@) = [P 2y, 20) = (22,21 B $lz + K)), (12)

x = (11, 22) is the input of this round, zy, 29 € V;,, and ¢ € SV". Next, assume that
m = pt, p,t € N, and

d(z) = As(z) = A(s(p’l)(z(pfl)), o 5(0)(2(0))), z = (z(p’l), o ,z(o)) eV, (13)

where 29 € V;, sU) € SV j € 0,p — 1, and A is an invertible m x m-matrix over the
field GF(2).

We say that ¥ is a GOST-like cipher with the round function ¢, the s-function s,
and s-bozes s, j € 0,p — 1, if the conditions (11) — (13) hold.

A well-known example in the GOST-like ciphers’s family is the block cipher GOST
(with independent and equiprobable random round keys). Recall [8] that GOST is a
32-round Feistel cipher with the block size n = 64, whose round transformations and
the round function are defined by formulas (12) and (13), respectively. In our notation,
m = 32,t =4, p=_8, and the matrix A in (13) corresponds to the left cyclic shift to 11
positions on the set V3,. It is known that the s-boxes of GOST are its key parameters
and, in principle, may be arbitrary substitutions from the symmetric group S".

2.3 Practical security of block ciphers against differential and
linear cryptanalysis

Two general approaches to security evaluation of any block cipher against differential
and linear cryptanalysis are known. The difference between these approaches lies in
using of different security measures. In the first case, to get the provable security of a
block cipher against differential and linear cryptanalysis, the values of the maximum
average differential probability and the maximum average linear hull probability of
the cipher are used. In the second case, to get the practical (or heuristical) security
of a block cipher, the values of the maximum differential and linear characteristic
probabilities are used. We not discuss here the relation between these approaches (see
5], [7], [23] — [26] for complete details).

Let ¥ be a block cipher with the encryption function (11). A (differential or linear)
characteristic of the cipher ¥ is an arbitrary sequence Q = (wp,ws,...,w,) of non-
zero Boolean vectors wy,wy, ... ,w, € V,. For any fixed key A = (k(1),...,k(r)) the
differential probability of the characteristic € is defined as follows:

DPYM(Q) =P <ﬁ{XZ— X, =wlXoX = w()) : (14)

=1

where X and X’ are independent and equiprobable random Boolean vectors,
X; = (f*D o...0 fEM (X)), X! = (fED) o...0 fEOY(X"), i € T,7. The expected
value

EDP(Q) =|K|" > DPY(Q) (15)

AEKT



is called the average differential characteristic probability (of the characteristic 2). The
average linear characteristic probability of €2 is a formal product

ELP(Q) = H <2m Z (Cf(k)(wi,wil))2> ’ (16)

i=1 kEVm

where C'; (wi, wi—1), @ € 1,7 are defined by (1).

Let
Mp(%) = H(IS%X{EDP(Q)}, (17)
M (%) = I?%X{ELP(Q)}. (18)

According to generally accepted setting (see, for example, [7], [23]), a block cipher
T is practically secure against differential and linear cryptanalysis if the upper bounds
of the values (17) and (18) are less than the security threshold. Thus, to evaluate the
practical security of GOST-like ciphers against differential and linear cryptanalysis it is
necessary to develop a general and acceptable method for determining the upper bounds
of the values (17), (18), by analogy with well-known methods for Markov ciphers.

3 Main results

Let © be a GOST-like cipher with the round function (13). We use the following
definitions:

A(T) = max {d"(a, B) : 0, 8 € i\ {0}, j€Tp -1}, (19)
A'(%) = max{dEf(j))(oz,B) ca, € Vi\{0}, j€0,p—1, a € {0, 1}} , (20)
A(S) = max {i¢(, 8) 0, B € Vi \ {0}, j€Dp—1}, (21)

Ag = max {A<S‘”>(a,5) (@, B) €V, x V\{(0,0)}, j€0,p—1 1}, (22)

where the numbers [¢7) (a, 8), A (a, B), d*")(a, 8), and d¥"(a, B) are defined by
(2), (3), (5), and (6), respectively.

Let 29 € V;, j € 0,p — 1, then the weight of a vector z = (2?1, ... 2(9) € V,
is the number wt(z) = [{j € 0,p—1 : 2 # 0}]. We denote by W the following
subgroup of the Abelian group (V,,, ®):

W={CY . Nev,: P =...=0 =0} (23)

The branch number of an m x m-matrix A over the field GF(2) is defined as follows
27]:
Ba = min{wt(z) + wt(zA) : z € V,,, \ {0}}. (24)
The following theorems state our upper bounds of the values (17), (18) for an
arbitrary GOST-like cipher.



Theorem 1. Let T be a GOST-like cipher with the round function (13). Then

Mp(3) < A@)I5]. (25)
Moreover, if
{Az:z e WynW = {0} (26)
then
Mp(%) < max {A(Z)T‘l, A2 A ) ls] } . (27)

Theorem 2. Let T be a GOST-like cipher with the round function (13). Then

My(T) < A@)[5]. (28)
Moreover,
M(T) < (Ag)" if By =3 (29)
and
M(%) < (A8 if B, > 4. (30)

Let us remark that the inequalities (25), (27), and (28) — (30) allows to evaluate the
practical security of a GOST-like cipher against differential and linear cryptanalysis
directly on the information about the cipher’s s-function and the number of rounds 7.
Note also that the inequalities (25), (28) — (30) are similar to the bounds of the average
differential and linear characteristic probabilities known for Markov Feistel ciphers with
SPN round functions [7], [20], and can be considered as an extension of these bounds
to the class of GOST-like ciphers.

4 Proofs

4.1 Upper bounds for the s-function of a GOST-like cipher

In this subsection upper bounds of the parameters like (2) and (5) for the s-function
of an arbitrary GOST-like cipher are presented. These results play the key role in
the follow-up statements and are of independent interest. The proofs of these results
demonstrate the essence of our methods for obtaining the upper bounds of the values
(17) and (18).

The following lemma was first proved in [17].

Lemma 1. Lett,m € N, t <m, v € 8Vt @ € §Vm—t  and
Pl 1) = (O(2), 6D (21)), 1 € Viy 22 € Vi (31)

Then, for any a = (ag,aq), B = (B2, 51) such that a1, 51 € Vi, ag, s € Viy the
following inequality holds:

19 (a, B) < ACD(ay, 8) 1Y) (s, Bs). (32)



Proof. Let us make some preliminary remarks. For any vector z € V,,, denote by 2z; and
25 the sub-vectors of z including its least ¢ significant bits and its most m —t significant
bits, respectively. The vector z will take the form z = (22, 21).

Let x = (z9,21), k = (ka, k1), where x1,ky € V}, x9,ko € V,,,_;. Let’s consider the
numbers z = z; + 2 x5 and k = k; + 2% ky corresponding to above-mentioned Boolean
vectors. Observe that xq,k; € 0,28 — 1, 29, ks € 0,2m~t — 1, and

m t m—t m—t
T+ k= (m + k‘1> + 2 ($2 + ke + V(l'l,k?l)) ) (33)

where v(xy, k) is the carry bit to the ¢-th digit in the sum of the numbers z; and k;
in the ring Z (see Subsection 2.1).

Let us define x(a) = (—1)* for a € {0,1}, fix any k = (ko, k1), where ky € V;,
ky € V¢, and obtain an upper bound of the quantity

Co(B,0) =277 | Y X(Bu(x + k) @ ax)| .

z€Vm

We have from (33)
|C¢k (/Bv a)l =

=27 Z X (51@/1(1)@1 + ki) @z B 52¢(2)($2 + ky + (w1, k1)) © O‘ﬂ?) -

x1 €V,
€V ¢

Z Z (21 + k1) @ auy) x

0,1 z1 €V
ac{0.1} V(Ilahg:a

X Z LL’Q + ]CQ + CL) ) Oégl’g) . (34)

2€Vim—t

For any a € {0,1}, k1 € V}, ky € V4 let’s define

up (@) =27 Y x (B (@1 + ki) © )

x) €Vy:
v(zy,k1)=a

Uk, (@) = 2~ (m=" Z X (521?(2) (2 + kg +a)® Oézxz) )
2€Vim—t
Uky = [k, (0)] + fug, (1]
Then from (34) we get

|ka(/87a)|: Z u/ﬁ U/f2 Z |u/€1 ||Uk2 )|

ac{0,1} ac{0,1}



Next, taking into account the convexity of the function z — 22, x > 0, we obtain the
following inequalities:

Cort B < (i (2o 0+ D, ) <

k‘l kl

< (un)? (", o 4 2l ) -

k1 kl

= gy (Jury (0)] [k, (0) + Jury (1)] g, (1)) - (35)

Hence, from (2) and (35) we have

l(d)) —2 mz ka <2 m Z Uk, Z ‘Ukl Hvkz )| =

kEVm k;é\ef:,/:_t ae{0,1}
=27 uy Y fu (@] [ 270 Y fu(@)f | (36)
k1eVy ac{0,1} ko€Vim—t

Now observe that, for any a € {0, 1},

270N () =

kQEmet
2
=27 3T {27 S (8P (2 + ke + 0) @ o)
ko€Vim—t 22€Vim—t

Substituting the variable k}, = ko + a in the right-hand side of the last equality, we

obtain
27N o, (a)|? =

ko€Vi ¢

— 9~ (m—1) Z 9~ (m=1) Z X (Bt ®) (w2 + Ky) @ cnmy) | =

kéevm—t 2172€Vm7t

2 2
=27 (m=") Z (Cw,(g)(ﬁm%)) =19 (ay, ).

ko €Vin_t

So, from the previous equality, (36), and (3) we have
e, ) <270 3 S | D0 (@) | 1 0z, ) =
k1€Vi ae{0,1}

= A(wl))(aly B1) lwm)(%, Ba).
This completes the proof of Lemma 1. m



The following lemma gives two upper bounds of parameter (2) for the s-function of
a GOST-like cipher.

Lemma 2. Let a = (a®™ Y, ... o), g=(pPY .. BO) and
s(z) = (sPVEED), L sOGEOY) 2= O eV (37)

where a), U) 20) € V,, 50 € Ve j €0,p— 1. Then

p—1
(e, p) < [TA (@1, 59, (38)
j=0
Furthermore, if a # 0 or 3 # 0 then
(e, f) < A(%), (39)

where A(%) is defined by (21).

Proof. The inequality (38) follows directly from Lemma 1 and (9).
To prove (39) assume, without loss of generality that

[“)(a, B) £ 0 (40)
and hence, o # 0 and 5 # 0 (see equalities (7)). Let’s define
1 :max{j el0,p—1: ald) #O}, 19 :max{j el,p—1 :B(j) #O}

We claim that 7; = 75. Indeed, suppose that iy < i5. Then, applying Lemma 1 to the

substitutions
P(z) = s(x), z = (2P, .. z0),

B (@) = (O (@), 5O @), 7y = (@@, 2®),

and
P (29) = (sP V(D) sOFD (pOFDY) gy = (2D gty
where ) € V;, j € 0,p — 1, we obtain
s & )
It )(04, B) = l(w)(%ﬁ) < AW 1 )(0417 51) (0 )(042752)- (41)
Since i1 < 19, it follows that
gy = (Oé(p—l)7 o ,a(““)) =0, By = (B(p—l)’ o 7ﬁ(iwl)) £ 0.

Thus 1) (ay, B2) = 0 and by (41) 19 («, 8) = 0, which contradicts to (40). So i, > is
and by symmetry i¢; = i, which we had to prove.
To conclude the proof denote now by 1, ¥ and ¢ the following substitutions:

0(@) = (s (@), 5O @), &= @, a®) € Vi

10



YD (=D 0 = (S(il_l)(x(il_l)) 8OO (@Y 2@y e Vi,
@0(2)(:13(“ ) = s ( ) ) e v,
Let @ = (a™),...,a®), g = (@), ... O). It follows directly from the condition
= iy

i1 , (2), and (33) that [®)(a, B) = ZW)(~ 3). In addition, by Lemma 1 we have

19 (&, B) < A (@D, o) (3D . gO)) 1) (o) gy <
< l(w<2>)(a(i1), ﬁ(il))'

Thus, I¢)(a, 8) < 1) (@), 30)) < A(T) (where the last inequality follows from the
definition of #; and A(%)). This completes the proof of Lemma 2. O

Note that in [21] a generalization of two above lemmas on the case of bilinear
approximations of the function (13) is obtained.

At the end of this subsection, we give an upper bound of parameter (5) for the
s-function of a GOST-like cipher.

Lemma 3. Under the conditions of Lemma 2, the following inequalities hold:

4o, ) < AT) (42)
if B €W (see formula (23)), and

d®)(a, B) < A'(%) (43)
otherwise.

Proof. Assume, without loss of generality, that d*®)(a, 3) # 0 and hence, o # 0, 3 # 0
(see equalities (7)). Let’s define i = min{j € 0,p — 1 : 3% # 0}. For any vector
z € V,,, denote by z; and zy the sub-vectors of z including its least m; = ti significant
bits and its most my = m — ti significant bits, respectively. Denote by s; and s, the
substitutions on the sets Vj,, and V,,,, respectively such that s(z) = (s2(22), s1(21)),
2= (22,21) € Vpp.

It follows directly from equalities 5; = 0,

x ifn— k= <ZE1 T—rfL-l ]{31> +2m1 (l’g ”_T_? k?Q :Lf l/(lL'l,kl)> s ZL‘7]€ € Vm,

and formula (5) that
d®)(a, B) = d"*)(az, B2) (44)

Assume that 8 € W, ie., i =p— 1. Since 371 £ 0, we obtain from (44) and (21)
that
d(s)(a,ﬂ) B C ) ( (Pfl),ﬁ(pfl)) < A(%).

So, inequality (42) is proved.

11



Assume now that 5 ¢ W. Taking into account (44), we can suppose, without loss of
generality, that i = 0 < p — 1. For any vector z € Vj, let’s define 2/ = (2=Y ... (1)
and §'(2') = (s® V(2= s (D)), We have

d®(a, p) =27 Z 5 (3(0)(a(0) + k9 @ 5(0)(/€(0))75(0)) X

kO eV,

x27 N5 (s + K+ v + D) @ '(K), B) =

k' va t

= 27t Z ) (5(0) (Q(O) + /{Z(O)) ® S(O)<k(0)), 5(0)) d(s’)(a/’ B/)_i_

k<0) eVy:
v(a(0) +£(0))=0

1270 Y (59 + kO) @ sORO), BO) ¢ (o +1,8) =

£ evy:
u(a(0)+k(0>):1

5(0) s 50 o
— 4 (0®, 8O) ) (o, B) + d (0, BO) ) (o +1,8) <
< max {déS(O))(Oé(O)aB(O)), ng(O))(Oé )’5(0)>} (d(s/)(a/’ﬁ/) + d(s')(o/ + 1;5/)) 7

where the numbers d(()s(O))(-, -) and dgs(()))(-, -) are defined by (6).
Thus, from the condition 3 # 0 and the oblivious inequality

d(S/)(O/,ﬁ,) + d(s’)(al 4 176/) S 1

we have d®(a,3) < A/(T). This completes the proof of inequality (43) and also of
Lemma 3. [

4.2 Proof of Theorem 1

Let Q = (wp, w1, .. .,w,) be an arbitrary differential characteristic of the cipher T. Let
us define

MDP(Q):H<2 maga::{Zé (fP(z @ wi) ® fP(2), Z)}), (45)

where f¥) (k € V,,) are defined by (12).

Let us prove some auxiliary statements.

Statement 1. We have
EDP(Q2) < MDP(Q). (46)

Pmof For any x € Vp,, (k(1),...,k(r)) € K", and i € 1,7 let’s define F() = f*+:@) o
o fW) z; € FO(z). From (14), (15) we get
EDP(Q)=|K[™" Y = 27 ”ZH(S Dz @ w) ® FO(z), w;) =

(k(1),...,k(r))EKT €V, i=1

12



=27y K| > H5 Dz ®w) ® F9(1), w;) x

z€Vn (k(1),....,k(r—1))eKr—1 =1
2 n Z 5 xr 1 @ Wy — 1) @ f (I'r‘—l)a wr) . (47)
k(r)eK

Since
2m25 kr */Er 1@w71)®f(k(r (xr 1) wr)g

<max{2 "™ Z 5 (k(r) (y ®w,— )@f(k(r))@)?wr) ;

yeVR K(ek
it follows from (47) that
EDP(Q)<maX 27 Z §(f Ny @ w,_y) @ fEC (),wr) X

yen

@t YIRDY [[(Feew) e P, w) -

z€Vn (k(1),....k(r—1))eKr—1 1=1

= max {Z_m Z ) (f(k)(y D wr—1) ® f(k)(y)7 Wr)} EDP(QY),

yeVn
kEK
where ' = (wo, w1, .. .,w,_1). Thus, the inequality (46) follows from the above expres-
sions by induction. O]

Let us remark that the inequality (46) holds for any block cipher T with the en-
cryption function (11). Moreover, this inequality turns into equality if (11) is a Markov
cipher.

The following statement is similar to the one known for Markov Feistel ciphers [7].

Statement 2. Suppose that

MDP(Q) #0. (48)

Then there exists a sequence ag, vy, . .., 01 € Vi such that w; = (ay, ai41), 7 € 0,7,
and

MDP(Q) = [] gégfnc {DY (i, AN iy ® i)} (49)

1EN(Q

where s is the s-function of the cipher ¥, Dg(f)(-, -) is defined by (4), and
NQ)={ielr:a #0}. (50)

In addition, the following inequality holds:
2r
IN(Q)| = {g} ' (51)
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Proof. Let w; = (ay, B;), where oy, B; € Vi, i € 0,7. Let’s define o,y = 3,. Using (4),
(12), and (13) it is easy to check that 8; = a; 1y for all i € 0,7, and

Z 0 (f(k)(f B wi) ® [P (), wi) = Da({? (@i, A7 1 ® i) (52)

kEVim

for any x = (x1,23), where 1,29 € V,,. The equality (49) follows directly from (45),
(48), (50), and (52).
To prove the inequality (51) let us define No(Q) = 1,7\ N(2) and prove that for
alliel,r
(1€ Ny(Q)=((t+1<7r)=(i+1€N(Q)))&

E((i+2<r)= (i+2€NQ)). (53)

Then |No(€)| < [£] and hence, (51) is true.

Let us prove the implication (53). Let i € 1,7 and o; = 0. It follows from (48),
(49) that a;—1 @ a;41 = 0. Next, since w; = (o, 1) # (0,0), we have a;41 # 0 and
hence,a; 12 = a; @ 12 # 0 (in the opposite case we have

max {fo) (ozi+1, Aoy @ ai+2))} =0,

z€Vm
and hence, MDP(2) = 0). Thus, (53) and so also Statement 2, are proved. O

Now, let us prove the last auxiliary statement in this subsection. Recall that the
group W is defined by (23).

Statement 3. Under the conditions of Statement 2, for any i € N(QQ) the following
statements hold:

1) A i1 ® 1) € W if and only if a; € W
2) Zf A‘l(ai_l D ai+1) e W then

max { D (i, A i1 ® i)} < A(T); (54)

z€Vm
3) Zf Ail(OZi_l D Oéi_;,_l) g W then

max {Dis) (ozi, Aoy @ Oéi+1))} < A(%). (55)

.Z‘EVm

Proof. Let a = oy, 8 = A7 (i_1 ®ayy1). Observe that, since i € N(), we have o # 0
and hence, by (4), (48), and (49), 5 # 0.
Let us prove the statement 1). It follows from (4), (48), and (49) that there exist
x,k € V,, such that
s((zda)+k)ds(x+k)=0 (56)

Let’s consider the mapping

T(2) = T((z(pfl), z(p’Q), o z(o))) = (0, z(p’Q), . ,z(o)), 2 ¢ Vi, 7=0,p— 1.

14



Observe that for any x,y € V,,
T(x) =7(y) & v -y e W, 7(s(x)) = 7(s(y)) & 7(x) = 7(y).
Thus, it follows from (56) that
peWerf)=0s1(s(z@a)+k)=71(s(x+k)) <

cr((z@a)+k—z—k)=0e7(x)®d71(a) =7(2) & 7(a) =0 ac W,

which we had to prove.
Let’s prove the statements 2) and 3). By (4), we have

max { DI (o, )} = max{z5 (2@ a) +k>@s<x+k>/ﬁ>}:

IEVm CEEVm
k€EVin

max{Z(S (z®a)—x)+ k)@ s(k), 5)}§

z€V,
"\ keVin

gelgx{z(s (x + k) @ s(k), ﬁ)}.

k€EVin

Hence, by (5),

< .
max { DY (o, )} < max {d*)(z, 3) }
Now, to conclude the proof of 2) and 3) we have to use Lemma 3. O

We continue the proof of Theorem 1. Observe that from (5), (6), (19), and (20) we
get
A'(T) < A(%). (57)

Thus, the inequality (25) follows directly from (46), (51), and (54).
To conclude the proof it is sufficient to show that, under the condition (26), for any
differential characteristic €2 such that M DP()) # 0 the following inequality holds:

MDP(Q) < max {A(T)’“‘l, A2l Al } . (58)
Let us define
={ieNQ):, e W}H,na=|{i e NQ):; W}, no=r—n3 —ng, (59)
where N(Q2) is defined by (50). It follows from (49) and Statement 3 that
MDP(Q) < (A'(T))™ (A(T)™. (60)
In addition, by (51) and (59), we have

n1ZO,ngzO,n1+n2§T,n1+n22r—%—‘. (61)
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Let us prove the following inequality:
ny +2ny >r — 1. (62)
Observe that for any i € 1,7 — 1
(@i =0) = ((qir1 € W)V (ais2 € W)). (63)

Indeed, if a; = 0 then, by (48) and (49), we have a1 # 0, a1 2 # 0. Therefore, by the
statement 1) of Statement 3 the assumption a1, a2 € W implies that a0 € W\ {0}
and A a0 = A7 (a; ® a;19) € W that contradicts to (26). Thus, the implication
(63) is true. Hence, we have ny > ng — 1 that is equivalent to (62).

Let’s denote by (v1,v9) the maximum point of the linear function n;In A(T) +
ngIn A’(T) of variables n; and ns that satisfy the system of inequalities (61), (62).
Since the logarithmic function is monotone, (v, v;) is also a maximum point of the
expression in the right-hand side of (60). Observe that all solutions (n1,n2) of the
inequalities (61) and (62) form a five-angle with the vertices

(r,0), (0,7), (r — 1,0), (O,r - %D , (r 2 H 4, %D (64)

So, (v1,v2) coincides with one of the points (64). From this using (57) and (60) it is
easy to obtain (27). This completes the proof of inequality (27) and also of Theorem
1.

4.3 Proof of Theorem 2

Let Q = (wo,w1, .. .,w,) be an arbitrary linear characteristic of the cipher T. Let us
assume, without loss of generality, that
ELP(Q) #0 (65)

and prove that
ELP(Q) < A(T)[5], (66)
where A(%) is defined by (21).

We use the following statement, which can be proved in the same way as Statement
2.

Statement 4. Under the condition (65), there exists a sequence of m-dimensional
Boolean vectors By, P, - .., Bry1 such that w; = (Biy1, 3i), i € 0,7, and

ELP(Q) = H 19(8i21 ® Bir1, BiA), (67)

iEN(Q)

where s is the s-function of the cipher T and

N(Q)={ielr:p #0}
In addition, the following inequality holds:

IN()[ > %} : (68)
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Now, applying (39) to each factor of (67) we obtain (66) from (68). This proves the
inequality (28).

Let us prove (29) and (30). Let’s write the vectors Sy, f1,. .., Br+1 in the form
Bi = (Bip-1,---,0i0), where 8;; € Vi, i € 0,7+ 1, j € 0,p— 1. Similarly, let’s write
the matrix A in the form A = (A4,_1,...,Ap), where A; is m x t-sub-matrix of the
matrix A that contains the columns of A with the numbers ¢, t7 +1,...,t7+¢—1,
j €0,p—1 (it is assumed that the columns of the matrix A are numbered from left to
right, beginning from the null). Let us define

V= {(i7j) el,rx0,p—1:(Bi—1; ® Biv1,, BiA)) # (070)} . (69)
It follows from (67) and (38) that

r p—1

ELP(Q) < [T A" (Bim1y @ Bisri. BiA).

i=1 j=0
Hence, by (22) and (69), we have
ELP(Q) < (Ag)V. (70)

Moreover, by the definition of the set V/,

V> Zmaxﬂ{j €0,p—1:6i1;® Biy1; Z0}, {7 €0,p—1: B;4; #0}|} =
i—1

= Z max {wt(Bi—1 @& Bit1), wt(GiA)}. (71)

i=1

Now let us obtain a lower bound of the sum (71). Let us group it’s terms in the
groups of four successive terms and show that the sum of the numbers in each group is
not less than the branch number of A. Without loss of generality, let us consider the
first group:

4
S = Z max {wt(ﬁz_l D Bi-i—l)a wt(ﬁZA)} .

i=1

It follows from the condition w; # 0, i € 0,7 that 8, © B3 # 0 or B2 ® B4 # 0. In
the first case we get

S > wt(B1A) ® wt(Br @ PBs) © wt(BsA) > wt((fy @ Bs)A) @ wt(Br ® B3) > Ba,
and in the second case
S 2 wt(B2A) & wi(Pz ® fa) & wi(BsA) =2 wt((B2 ® B1)A) & wi(Bz & fa) = Ba.

Thus, by (71), we have [V| > [4] Ba. The inequality (30) follows directly from this
bound, (70) and (13).
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To prove the inequality (29) let’s obtain another bound for |V|. Let’s define
Ny = {i € 1,r : B; = 0}. By (65), for any i € Ny such that i < r — 1 we have
Bix1 # 0 and SB;19 # 0. Thus, if i € Ny, i <r — 1 then
i+2
Z max {wt(ﬁj,l ©® ﬁj+1), wt(ﬁjA)} > wt(ﬁj+2) S5, wt(ﬂjJrQA) > BA. (72)
j=i

In addition, it follows from (68) that

[No| < @ : (73)

Let’s define

\/():U{zz+1z+2} Vi=A{L12,....7}\ V.

1€ No

By the definition of the set Ny, (72), and (73), we have

’V| > ZmaX {wt /87, 1 S ﬁerl) wt ﬂz } - Zmax {U}t /B’L 1 S ﬁerl) UJt<ﬂz )}

i€V

+ > max {wt(Bi—1 @ Bis1), wt(BiA)} > |No|Ba + (r — 3[No|) = r + [No|(Ba — 3).
i€V
Thus, if By = 3 we obtain that |V| > r. The inequality (29) follows directly from the

last bound, (70) and (13).
This completes the proof of Theorem 2.

5 Application, discussion, and further research

Let us apple the obtained results to practical security evaluation against differential and
linear cryptanalysis for the cipher GOST (with independent and equiprobable random
round keys). For any s € S** let’s define

d(s):max{ 'Y 0 (slk+ o) @ s(k), 5):a,ﬁev;\{0}}, (74)

keVy

d® =max{ 27" " 6 (s(k+a)®sk), ) a,f€V,\{0},ac{0,1}p, (75)

keVy:
v(a,k)=a

1) = ma 2—t2<2—t2<—1>68<f+k>@w> aBeViN{0}p (1)

keVy eV
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Recall that in (74) — (76) (-, -) is the Kronecker delta, + denote the addition modulo
2! and v(a, k) is the carry bit into the ¢-th digit in the sum of « and k in the ring Z
(see Subsection 2.1).

It is easy to check that the matrix A used in the round function of GOST (i.e., the
matrix corresponded to the left cyclic shift to 11 positions on the set V3,) satisfies the
condition (26), and B4 = 2. Hence, we obtain from (27), (28) that (for r = 32)

Mp(T) <max {(A- A AL M(T) <A (77)

where

A = max {d(sm) ;5 €0, 7} , A" = max {dl(s(j)) 1j € W} ,
A= max{l(sm) 1] € W} ,

The inequalities (77) allow to estimate the maximum average differential and linear
characteristic probabilities of the cipher GOST directly from the values (74) — (76)
computed for s-boxes s¥) (j € 0,7) of this cipher. The computation of these values for
10000 random s-boxes shows that more than 6500, 5700, and 4500 of them take their
values (74), (75), and (76), respectively, in the interval [0.250, 0.299), see Table 1.

Table 1: The distributions of the parameters (74), (75), (76) for 4 x 4 s-boxes (a sample
of 10000 substitutions)

The interval | The number of substitutions | The interval | The number of substitutions
of values, I s € S¥& such that of values, I s € S¥& such that
el | d®erl| d® el 1) el |[d® el | d¥ el
0.000 — 0.049 0 0 0 0.500 — 0.549 41 332 1
0.050 — 0.099 0 0 0 0.550 — 0.599 1419 0 0
0.100 — 0.149 0 0 55 0.600 — 0.650 0 23 0
0.150 — 0.199 0 237 4514 0.650 — 0.699 0 0 0
0.200 — 0.249 0 0 0 0.700 — 0.749 0 0 0
0.250 — 0.299 | 6522 5725 4532 0.750 — 0.799 0 4 0
0.300 — 0.349 | 1842 1361 832 0.800 — 0.849 0 0 0
0.350 — 0.399 157 2306 63 0.850 — 0.899 0 0 0
0.400 — 0.449 0 12 3 0.900 — 0.949 0 0 0
0.450 — 0.499 0 0 0 0.950 — 1.000 19 0 0

Moreover, there exists a large set of s-boxes such that all three values (74), (75),
and (76) are small. For example, if

RO

=50 =(12710341114615598 1213 0)

then A = 0.1875, A’ = 0.1250, and A = 0.2500. In this case, by (77), we obtain the
following bounds:

MD(I) < 2759.57’ML(1) < 2742'
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Note that the last bounds didn’t allow us to make any conclusions about the provable
security of GOST against differential and linear cryptanalysis. But, as far as we know,
they are the best estimates of practical security of GOST obtained by an accurate
mathematical proof.

In Tables 2, 3, and 4 the distributions of the parameters (74), (75), and (76) are
given, obtained for 2000 random substitutions from the symmetric group S'. In
this case, there exist also quite a lot of substitutions such that all three parameters
(74) — (76) are rather small (for example, [*) = 0.0295,d® = 0.0234, d'® = 0.0195).
But, during our calculations we did not find out any substitution s € S"* such that
16) < 0.250 and also any substitution s € S"* such that [*) < 0.021.

Table 2: The distribution of the parameter (74) for 8 x 8 s-boxes (a sample of 2000
substitutions)

The value, i | The number of substitutions s € S8
such that d®) = i

0.02343750 90

0.02734375 826

0.03125000 937

0.03515625 56

0.03906250 86

0.04687500 5

Table 3: The distribution of the parameter (75) for 8 x 8 s-boxes (a sample of 2000

substitutions)
The value, i | The number of substitutions s € S8
such that d'(*) = ¢
0.01953125 6
0.02343750 965
0.02734375 868
0.03125000 148
0.03515625 11
0.03906250
0.04296875

In Tables 5, 6 the values of the upper bounds for parameters (17) and (18), calcu-
lated for a 32-round GOST-like cipher with the block size n = 64, are given. As we
see from the tables, increasing the size of s-boxes or of the branch number B, leads to
essential decreasing of mentioned values.

Note that the bounds (25) and (28) don’t depend on the branch number of the
matrix. Moreover, as computer calculations show, the parameter Az in formulas (29),
(30) does not depend on the s-boxes and tends to 1/3 as t — oo. In this connection,
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Table 4: The distribution of the parameter (76) for 8 x 8 s-boxes (a sample of 2000
substitutions)

The interval of values, I The number of substitutions s € S'*
such that [®) € T
0.021411896 — 0.029510498 84
0.029541016 — 0.029541016 333
0.029663086 — 0.034942627 196
0.035156250 — 0.035156250 548
0.035278320 — 0.041168213 98
0.0412597660 — 0.0412597660 398
0.0413513180 — 0.0459060670 14
0.0478515631 — 0.0478515631 211
0.0484619140 — 0.0976562500 118

Table 5: The estimations of practical security of GOST-like ciphers against differential
cryptanalysis

Parameters of the round function
of a GOST-like cipher T (n = 64,r = 32)

Upper bounds of Mp(¥T) computed

t A(%) A'(T) by (25) by (27)
4 0.1875 0.1250 9—50.72 9—59.57
8 0.0234 0.0195 9—113.76 9—122.08

Table 6: The estimations of practical security of GOST-like ciphers against linear

cryptanalysis

Parameters of the round function
of a GOST-like cipher T (n = 64,r = 32)

Upper bounds of M(¥) computed

t| AR Az Ba by (28) by (30)
4| 02500 0.3359 9 o2 5 11332
8| 0.0295 0.3333 5 510675 =y

an important problem is to strengthen the obtained bounds. Note that, in the case
of linear cryptanalysis, an undesirable property of parameter A9 (see formula (3))
causes essential difficulty. Namely, in contrast to the parameters (2) and (5), the value
of A9 (a, B) can be not equal to null if & = 0 and 3 # 0 (or vice versa). This property
leads to difficulties in extension of the well-known active s-boxes counting technique
developed for Marcov ciphers on the class of GOST-ciphers [7], [20], [23], [24]. Next
a problem that seems even more difficult is to find non-trivial estimates of provable
security for GOST-like ciphers against differential and linear cryptanalysis, by analogy
with the methods developed for Marcov ciphers [25], [26].

At the conclusion, let us remark that some results of this paper can be generalized
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on a wider class of group operations used in round transformations of block ciphers,
and also on a wider class of attacks. More information about this can be found in [19],

[21],

[22] and bibliography given there.
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