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Abstract. Camellia is one of the widely used block ciphers, which has been selected as an inter-
national standard by ISO/IEC. By using some interesting properties of FL/FL™' functions, we
introduce new 7-round impossible differentials of Camellia for weak keys, which can be used to
attack reduced-round Camellia under weak-key setting. The weak keys that work for the impossi-
ble differential take 3/4 of the whole key space, therefore, we can further get rid of the weak-key
assumption and leverage the attacks to all keys by utilizing a method that is called the multiplied
method. As a result, for the whole key space, 10-round Camellia-128, 11-round Camellia-192 and
12-round Camellia-256 can be attacked with about 2'2°, 284 and 224° encryptions, respectively. In
addition, we are able to extend the attacks to 12-round Camellia-192 and 14-round Camellia-256
which include two FL/F L1 layers, provided that the attacks do not have to be started from the
first round.
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1 Introduction

The block cipher Camellia is a 128-bit block cipher with variable key length of 128, 192, 256,
which are denoted as Camellia-128, Camellia-192 and Camellia-256, respectively. Camellia was
proposed by NTT and Mitsubishi in 2000 [1], and was selected as an e-government recommended
cipher by CRYPTREC in 2002 [6], NESSIE block cipher portfolio in 2003 [19] and international
standard by ISO/IEC 18033-3 in 2005 [9].

Many methods of cryptanalysis were applied to attack reduced-round Camellia in recent
years, such as higher order differential attack [8], linear and differential attacks [20], truncated
differential attack [10,13,21], collision attack [22], square attack [14,7] and impossible differential
attack [16,18,23]. An important property of the Camellia’s structure is that FL/FL™! layers
are inserted every 6 rounds. The FL/FL™! layers are constructed by logical operations AND,
OR, XOR and one bit rotation. This design could provide non-regularity across rounds [1] and
destroy the differential property. So many previous papers proposed attacks on simplified ver-
sions of Camellia, which did not take the FL/FL~! layers and the whitening layers into account
[7,13,16,18,20,22,23]. In this paper, we will mainly focus on the original Camellia, so the results
we are interested in are the cryptanalysis with F'L/FL~! layers. Duo et al. proposed a square
attack of 9-round Camellia-128 without whitening in [14], and an higher order differential attack
was given by Hatano et al. for the last 11 rounds of Camellia-256 [8]. Recently, impossible differ-
ential attacks of 10-round Camellia-192 and 11-round Camellia-256 were presented by proposing
a 6-round impossible differential with FL/FL™! layer [5]. By using the same impossible dif-
ferential, attacks on 10-round (rounds 8 to 17) Camellia-128 and 11-round (rounds 13 to 23)
Camellia-192 were given by Lu et al., which did not include the whitening layers [17]. With a
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7-round impossible including the FL/FL™! layer, impossible differential attacks on 10-round
Camellia-128 (without whitening keys), 10-round Camellia-192 and 11-round Camellia-256 are
also proposed [15].

Impossible differential cryptanalysis was independently introduced by Biham [4] and Knud-
sen [11], which is one of the most powerful toolkits to attack block ciphers. By starting the
attack, the adversary tries to seek for an input difference that can never result in a output dif-
ference. The differential which connects the input and output difference is impossible and called
an impossible differential. When the adversary wants to launch an impossible differential attack
on a block cipher, she adds rounds before and/or after the impossible differential, and collect
enough pairs with required plaintext and ciphertext differences. Then she concludes that the
subkey bits in added rounds must be wrong, if there is a pair meets the input and output of the
impossible differential under these subkey bits. In this way, she discards as many wrong keys as
possible and exhaustively searches the rest of the keys.

This paper introduces new 7-round impossible differentials of Camellia with FL/FL~! layers,
which works for 75% of the keys. Although the impossible differential only holds under the
weak-key assumption, the percentage of weak keys is so high that we can propose a “multiplied”
method to recover the key for the whole key space. The idea is based on the fact that if the
correct key belongs to the set of weak keys, then it will never satisfy the impossible differential.
While if the correct key is not a weak key, the impossible differential will no longer hold, then
if we leverage the impossible differential attack on the cipher under the assumption that the
impossible differential holds, the correct will be eliminated randomly. Accordingly, in our attack,
we first mount impossible differential attack on Camellia as in the weak-key setting. Then after
the whole procedure, if there is a remaining key, we conclude that it is the correct key. However,
if there is no key kept, we know that the correct key is not in the set of weak keys, but in the
other 25% of the key space. In other words, we get 2-bit conditions about the key.

Furthermore, there are several independent impossible differentials under different weak-key
assumptions, these impossible differentials are called “multiplied” impossible differentials. For
each impossible differential, we can perform the procedure of impossible differential attack to
either recover the right key or obtain 2-bit conditions of the key. The worst case is that the
correct key does not belong to any of the weak-key sets. If we have a impossible differentials,
then we get 2a-bit conditions of the key and have to search for the rest 2" ~2¢ keys to get the
correct key, where n is the bit-length of the key. Consequently, the time complexity in this case
is 27720 4 g x 2 where 2° is the complexity for performing one impossible differential attack
procedure.

Based on this method, we present impossible differential attacks on 10-round Camellia-
128, 11-round Camellia-192 and 12-round Camellia-256 with the time complexities of 2120, 2184
and 2240 encryptions, respectively. Note that all these attacks start from the first round and
include the whitening layers. Additionally, we give attacks of 12-round Camellia-192 and 14-
round Camellia-256 which do not start from the first round but include two FL/FL~! layers.
Table 1 summarizes our results along with the best previously known results of reduced-round
Camellia, where CP and CC refer to the number of chosen plaintexts and chosen ciphertexts,
respectively, and Enc refers to the number of encryptions. “Weak Key” represents the weak key
space which contains 3/4 of keys.

The rest of this paper is organized as follows. Section 2 provides some notations and a
brief description of block cipher Camellia. Section 3 presents a 7-round impossible differential
of Camellia for weak keys. Section 4 describes the impossible differential attack on 10-round
Camellia-128, 11-round Camellia-192 and 12-round Camellia-256. Cryptanalysis of 12-round
Camellia-192 and 14-round Camellia-256 with two FL/FL~! layers are given in Section 5.
Finally, we conclude the paper in section 6.



Table 1. Summary of the Attacks on Reduced-Round Camellia

l Rounds [ Attack Type [ Data [ Time [ Memory [ Source
Camellia-128
97 Square 278CP 2" Enc 23 Bytes [14]
10 (8-17) Impossible Diff | 2''8CP 2% Enc 2%3Bytes [17]
10 t Impossible Diff | 2''85CP 21235Enc | 2'%"Bytes | [15]
10 (Weak Key)| Impossible Diff | 2'0-4CP 21104 e | 286-4Bytes | Section 4.1
10 Impossible Diff oliz-4cp 2120Enc 2864Bytes | Section 4.1
Camellia-192
10 Impossible Diff | 2™'CP 2T Enc 2155 Bytes | [5]
10 Impossible Diff | 2"87CP 21304Ene | 2'%Bytes | [15]
11 (13-23) t | TImpossible Diff | 2"8CP 2163-1Ene | 21 Bytes | [17)
11 (Weak Key)| Impossible Diff o119:5Cp 2138:54phe | 2135-5Bytes | Section 4.2
11 Impossible Diff | 213-7CP 284 Enc 2M3-TBytes | Section 4.2
12 (3-14) Impossible Diff | 2'2-'CP 28 Enc 2'26-1Bytes | Append. B
Camellia-256
11 Impossible Diff | 2™'CP 2798%Enc | 2% Bytes [5]
last 11 rounds | Higher Order Diff | 2°°CP 22%5-6Fnc | 2% Bytes [8]
11 Impossible Diff | 2'19-6CP 21945Enc | 2'%Bytes | [15]
12 (Weak Key)| Impossible Diff | 2''97CP 220255 nc | 2M3-"Bytes | Section 4.3
12 Impossible Diff 21148CP/CC | 2*°Enc 2151-8Bytes | Section 4.3
14 (10-23) ¥ | Impossible Diff | 2'2°CC 22505FEnc | 2'3'Bytes | Section 5.2

2 The Camellia Block Cipher

CP/CC: Partial phases of the attack are performed under the chosen ciphertext scenario.
t: The attack doesn’t include the whitening layers.

2.1 Notations

The following notations are used in this paper:

L.y, L, : the left 64-bit half of the r-th round input,

R,_1, Rl _, : the right 64-bit half of the r-th round input,

AL,_{ : the difference of L,_; and L _;,

AR, _q : the difference of R,_; and R]._,

Sy, S : the output value of the S-box layer of the r-th round,

AS, : the difference of S, and S,

K, : the subkey used in the r-th round,

x® : the I-th byte of a 64-bit value X (I =1, ~,8),

Xy : the i-th most significant bit of a bit string X (1 <4 < 128), where the left most
bit is the most significant bit,

X{inj} : the i-th to the j-th most significant bit of X (1 <1i,j < 128),

x|y : bit string concatenation of z and vy,

@, N, U : bitwise exclusive OR (XOR), AND, OR.

2.2 A Brief Description of Camellia

Camellia [1] is a Feistel structure block cipher, and the number of rounds are 18/24/24 for
Camellia-128/192/-256, respectively. For Camellia-128, the encryption procedure is as follows.

Firstly, a 128-bit plaintext M is XORed with KW;|KW5 and get two 64-bit data Ly and
Ry. Then, for r =1 to 18, expect for r = 6 and 12, the following is carried out:

Lr = Rr—l@F(Lr—vir)a Rr = Lr—l'



For r = 6 and 12, do the following:

L;» =R, 1® F(erla Kr)a R;‘ = erla
L, = FL(L,, KL,/5_), R, = FL(R,,KL,/3),

Lastly, the 128-bit ciphertext C' is computed as: C' = (Rig|Lig) & (KW3|KWy).

Following the notations in [1] and [2], we denote the main key of Camellia by K, and K, Kg
are simply generated from K. For Camellia-128, K, is the 128-bit K, and Ky is 0. For Camellia-
192, Ky is the left 128-bit of K, the concatenation of the right 64-bit of K and its complement
used as K. For Camellia-256, K7, is the left 128-bit of K, and Kp is the right 128-bit of K.
Two 128-bit keys K4 and Kp are derived from Kj; and Kpr by a non-linear transformation,
where Kp is only used in Camellia-192/256. Then the whitening keys KW (i = 1,...,4), round
subkeys K, (r =1,...,18) and KL; (j = 1,...,4) are generated by rotating K, Kgr, K or Kp.

The round function F' is composed of a key-addition layer, a substitution transformation
S and a diffusion layer P. There are four types of 8 x 8 S-boxes s1, s2, s3 and s4 in the S
transformation layer, and a 64-bit data is substituted as follows:

S(x1|za|ws|za|ws|ze|zr|rs) = s1(21)[s2(z2)|s3(w3)[s4(za)|52(25)[53(26)|54(27)[51(28).

The linear transformation P : ({0,1}%)® — ({0,1}®)® maps (y1,--- ,ys) — (21, -+ ,2g), this
transformation and its inverse P! are defined as follows:

21=Y1OYPRDPYU DY DYyrDYs Y1 = 22D 23D 2 D2 D 2y D2
=N DYRDOY1DPYsDYrDYs Y2 =21 D 23D 24D 25D 27D 28
B=U1DNOYPBDYsDPYsDYs Y3 =21D2 D21 D25 D2 Dz
2=10YPYuDYs DY Dyr Y1=21 D22 D23D 25D 26 O 27

25 = Y1 D Y2 D Ye D Y7 D ys Ys =21 D22 D 25 D 27D 23
26 =Y2D Y3 DyYs DYr D ys Yo = 22 D 23D 25 D 26 D 28
21 =Ys DY+ D Ys DY D Ys Y1 =23D 24 D25 D 26 D 27
28 =Y1 DY+ DYs DYe D Y7 Ys =21 D 24D 26 D 27 D 238

The FL function is defined as (X |Xgr, KL1|KLR) — Y1|Yr, where
Yr=((XrNKLL) <«1)® Xr, Yr=(YrUKLR)® Xy.

Similar to Camellia-128, Camellia-192/256 have a 24-round Feistel structure, and the FL/FL~!
function layer are inserted in the 6-th, 12-th and 18-th rounds. Before the first round and after

the last round, there are pre- and post- whitening layers as well. For details of Camellia, we refer
to [1,2].

3 T7-Round Impossible Differentials of Camellia for Weak Keys

This section introduces 7-round impossible differentials of Camellia in weak-key setting, which
is based on the following observations.

Observation 1 (from [12]) Let X, X', K be l-bit values, and AX = X @& X', then the differ-
ential properties of AND and OR operations are:
XNK)a(X'NK)=(XoX')NK=AXNK,

(XUK)e (X'UK)=(XeKa(XnNK)e(X' aKae (X'NK))=AX & (AXNK).

Observation 2 If the output difference of F'L function is AY = (0]0]0]0|d|0]0|0), where d # 0
and dg1y = 0, then the input difference of F'L function should satisfy AX23.4678) — (see Fig.
1. a).
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Fig. 1. Properties of FL/FL~! Function

Proof. From Observation 1 we know that

AXp = AYL ® AYR @ (AYR N K Lg),

and AY}g’?’A) = 0, hence AX£2’3’4) = 0. According to the condition AYg(y = dy; = 0, we

conclude AXy 1y = 0, as we know

AXp=AYRr @ ((AXL N KLL) <<<1),

which implies AXI(S’ZS) =0. ad
Observation 3 If the output difference of FL™! function is AX = (Olele|e|0lelele), and the
subkeys of FL™ function satisfy that KLpgy 1s 0 or KLRgygy is 1, then the first byte of input
difference AY should be zero, where e is a non-zero byte (see Fig. 1. b).

Proof. On the one hand, if K L9, = 0, we conclude that ((X; NKLp)® (X7 NKLL))ggy must
be 0. According to

AYp =AXr @ (XL NKLL) @ (X; NKLL)) <)
we obtain AV = 0 or AV = (0| Ns|N7|Ng). Then
AY, = AX, @ (YR U KLR) D (Y]{Z U KLR) = (0|N2|N3|N4),

where N; are unknown bytes.
On the other hand, if K Lpsy = 0, we obtain that ((Yr U KLg) ® (Y3 U K LR))(s} must be
0. Since ((YrRU KLg) @ (YU KLR)){1~7) is always 0, the left half input difference satisfy

AYL:AXLEB(YRUKLR)EB(YI/%UKLR):(0|N2|N3|N4). O

Observation 4 Given a 7-round Camellia encryption and a FL/FL™" layer inserted between
the fifth and sizth round. If the input difference of the first round is (0/0/0]0|0]|0]|0]0, @|0|0|0|c|0]0]0),
and the subkeys of FL™1 function satisfy KLy =0 or KLgggy = 1, then the output difference
(0]ojo[o]d|0]0[0,0[0[0]0]0]0[0[0) with dy1y = O is impossible, where a and d are non-zero bytes, ¢
is an arbitrary value. (see Fig. 2).

Proof. Firstly, we analyze the forward direction. It is trivial that (AL, AR;) = (a|0|0|0|c|0]0]0,
0]0]0|0]0]0]0|0), then it propagates to (AL2, ARs) = (ai|az|as|as|as|as|ar|as, a|0]0]0]c|0]0|0) after
the second round, where a; and as are non-zero values, a; (i = 2,3,4,6,7,8) are unknown
values. Getting through the key addition and substitution layers of the third round, the output
difference of S-box layer in the third round is ASs = (b1 |b2|b3|bs|bs|bs|b7|bs), where by and bs are
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Fig. 2. A 7-Round Impossible Differential for Weak Keys

non-zero values. Then we have (ALg,ARg) = (f1\f2|f3\f4|f5|f6\f7|f8,a1\a2|a3|a4]a5|a6\a7]a8),
and (AL4,AR4) = (hl|h2|h3|h4|h5|h6|h7|hg,f1‘f2|f3|f4 |f5|f6|f7‘f8), where fi, hi are unknown
values.

Secondly, we consider the backward direction. The output difference of the seventh round
is (AL7, AR7) = (0/0]0|0]d|0]0|0,0]0]0]0|0|0]0]0), then the output difference of the sixth round
is (ALg, ARg) = (0/0/0|0|0]0]0]0,0/0]0]0|d|0]0]0), and the output difference of FL/FL~! layer is
(0]0]o|0]d[0[0]0, Olele|e[O]e|ele). According to the condition dfy = 0 and Observation 2, we obtain
that the input difference of F'L function is (N1]0[0|0|N5[0]0[0). Since K L9y = 0 or K Lgsy =1,
in the light of Observation 3, the input difference of FL™! function is (0| Ma|Ms|My|Ms|Mg|Mq|
Myg), which means ALS) = h1; = 0. Where Ny, N5 and M; (i = 2, ...,8) are unknown bytes.

Finally, we focus on the fifth round. The output difference of S-layer in the fifth round is

ASs = P~ (f1l fal f31 fal f51 fo| f71 fs) @ P~ (N1]0]0[0| N5[0]0]0)
= (bl|b2|b3’b4‘b5|b6|b7|b8) D P_l(Nl D a|O]O|O|N5 D C|0|0|0>

Then ASE()l) = b1 # 0, which contradicts ALS) =0. O

We also obtain three other impossible differentials under different weak-key assumptions:

— (0]0]0]0|0[0]0]0, 0]a[0[0]0]c]0]0) — (0]0]0]0]0]d]0]0, 0]0]0]0[0]0]0]0) with conditions
KLL{17} =0or KLR{16} = 1, and d{l} = 0,

— (0[0]0]0]0]0]0]0, 0]0]a|0]0]0]¢|0) — (0]0]0]0[0]0||0, 0]0]0[0]0]0[0]0) with conditions
KLL{25} =0or KLR{24} = 1, and d{l} = 0,

— (0]0]0]0]0]0]0[0, 0]0[0]a|0[0]0]c) - (0|0]0[0]0]0|0|d, 0]0]0]0]0[0]0]0) with conditions
KLL{l} =0or KLR{32} =1, and d{l} =0.

We denote this type of impossible differentials above as 5+2 WKID (weak-key impossible
differentials). Due to the feature of Feistel structure, we also deduce another type of 7-round
impossible differentials with the FL/FL~! layers inserted between the second and the third
rounds, we call it 245 WKID, which are depicted as follows.



— (0]0]0[0]0]0]0]0, 0]0]0]0|d|0]0]0) — (a|0]0[0]¢|0]0]0, 0]0[0[0[0[0]0]0) With conditions
KL/L{Q} =0or KL/R{g} = 1, and d{l} = 0,

— (0[0]0]0[0]0]0]0, 0]0]0[0|0|d|0]0) - (0]a]0]0]0|c|0]0, 0]0]0[0]0]0[0]0) with conditions
KL/L{I?} =0 or KL/R{lﬁ} = 17 and d{l} = 0,

— (0]0]0]0]0[0]0[0, 0]0[0]0[0]0|d|0) - (0]0]a]0]0[0]c|0, 0]0]0]0]0[0|0]0) with conditions
KL/L{25} =0or KLIR{24} = 1, and d{l} = 0,

— (0]0]0[0]0]0]0]0, 0]0]0]0[0[0[0]d) — (0]0]0]a|0]0]0]c, 0]0]0[0[0[0]0]0) With conditions
KL,L{l} =0or KL,R{32} = 1, and d{l} = 0,

where K L' represents the subkey used in F L-function.
4 New Impossible Differential Attacks on Reduced-Round Camellia

In this section, we introduce impossible differential attacks on 10-round Camellia-128, 11-round
Camellia-192 and 12-round Camellia-256 which start from the first round. As mentioned above,
each attack will start with a weak-key attack that is based on the WKID, then it will be
extended to an attack for the whole key space.

4.1 Impossible Differential Attack on 10-Round Camellia-128

ALo=(a[010/0[c[0[0]0)

DRo=P(b4/0]0]0[b,|0f
i 0[0)

AL,=(0]0]0[0]0[0j0]0)

[ 5+2 WKID
ALg=(0/0]0/0]d|0[0]0)

BR;=(a]0[0]0]c[0]0]0)

|
AR=(0/0/0]0]0[0]0]0)

ALs=(O[fIfIfIOT]E) Ry=(0/0{0|0|d|0[0[0)

ALyo=(gilg2lg3lgales

lg6lg7lgs) ARyo=(0[fIff10]f]£])

Fig. 3. Impossible Differential Attack on 10-Round Camellia-128 for Weak Keys

We first propose an attack that works for 3 x 2126 keys, which is mounted by adding one
round on the top and two rounds on the bottom of the 542 WKID (Fig. 2). The attack pro-
cedure is as follows.

Data Collection.

1. Choose 2" structures of plaintexts, and each structure contains 232 plaintexts

(Lo, Ro) = (a1|z1|wa|ws|az|zalzs|xe, P(B1ly1ly2lysl Belyalys|ye)),

where z; and y; (i =1, ...,6) are fixed values in each structure, while oj, f; (j = 1,2) takes
all the possible values, and P is the linear transformation.

2. For each structure, ask for the encryption of the plaintexts and get 232 ciphertexts. Store
them in a hash table H indexed by R{,”, the XOR of R{?) and R\}), the XOR of R?) and

7



R the XOR of R and R, the XOR of R and R{?), the XOR of R{?) and R®). Then
by birthday paradox, we get 27163 x 2756 = 2747 pairs of ciphertexts with the differences

(AL1o, AR10) = (91|92193194195196|9719s, O f1 1 fIO1£1£1 ),

and the differences of corresponding plaintext pairs satisfy
(ALo, ARp) = (a[0]0]0[¢|0[0]0, P(b1]0]0]0[b2[0]0]0)).

Where a, ¢, f and b; (i = 1,2) are non-zero bytes, and g; are unknown bytes.
For every pair, compute the value

P Y(AL1) = P~ (g1|92193]94195|96197|98) = (d1195195194195 |96 %1 95)-

Keep only the pairs whose ciphertexts satisfy gj = 0 . The probability of this event is 278,
thus the expected number of remaining pairs is 277 x 278 = 271,

Key Recovery.

1. For each pair obtained in the data collection phase, guess the 16-bit value K {1’5), partially

encrypt its plaintext (L(()l’5),L’(()1’5)) to get the intermediate value (S£1’5),S’§1’5)) and the
difference ASF’E)). Then discard the pairs whose intermediate values do not satisfy AS?) =b

and AS§5) = by. The probability of a pair being kept is 2716, so the expected number of
remaining pairs is 2771 x 2716 = 9n—17,
2. In this step, the ciphertext of every remaining pair are considered.

(a) Guess the 8-bit value Kg) for every remaining pair, partially decrypt the ciphertext

(Rg%), R g%)) to get the intermediate value (S%), S’g%)) and the difference AS%), and dis-
card the pairs whose intermediate values do not satisfy AS%) = gg. The expected number
of remaining pairs is 27717 x 278 = 2725,

(b) Forl=2,3,4,6,7, guess the 8-bit value K ﬁ)) For every remaining pair, partially decrypt
the ciphertext (R%,R’ glg) to get the intermediate value (SflO),S’glo)) and the difference
AS%), and keep only the pairs whose intermediate values satisfy AS%) = g, ® g§. Since
for each 1, each pair will remain with probability 272, the expected number of remaining
pairs is 27725 x 25%(=8) — gn—65,

(c) Guess the 8-bit value K f[l)), partially decrypt the ciphertext R%) of every remaining pair

to get the intermediate value S%), which is also the value of S’ %) .

(d) Partially decrypt (Sio,S]) to get the intermediate values (Rg5), R 55)), and discard the
pairs whose intermediate values do not satisfy ARS{)l
being discarded is 0.5, the expected number of remaining pairs is 27765 x 271

y = 0. As the probability of a pair
— 2n766.

3. For every remaining pair, guess the 8-bit value Kgg5), partially decrypt the output value
(Rg(f), R g(f)) to get the intermediate value (Sé5), S’ 55)) and the difference AS&G). If there is a
pair satisfies ASSSS) = AR%), we discard the key guess and try another one. Otherwise we

exhaustively search for the rest 48 bits of the key under this key guess, if the correct key is
obtained, we halt the attack; otherwise, another key guess should be tried.

4 To guarantee that the differential characteristic holds, the difference of intermediate value AS1g should equal
to P~ (AL1o ® ARy) = (1195 @ d|g5 © d|gi ® d|gs ® d|gs @ d|g7 @ d|g&). Since ALy = AR1o = (0| f|f|f[0]f]f] /),
then there must be ¢f = 0 and g5 = d.



Complexity. Since the probability of the event ASg(f) = AR%) happens in step 3 of key recov-
ery phase is 278, the expected number of remaining guesses for 72-bit target subkeys is about
e=2%0x(1- 2_8)2%66. If we choose € = 2°0, then n is 78.4, and the proposed attack requires
on+32 — 91104 chosen plaintexts. The time and memory complexities are dominated by step 2
of data collection phase, which are about 294 10-round encryptions and 2"~! x 4 x 27 = 2864
bytes.

Remark. The application of whitening layers does not effect the complexity of this attack,

because the master key can be recovered by guessing equivalent keys [5].

Extending the Attack to the Whole Key Space. On the basis of the above impossible
differential attack for weak keys, we construct a multiplied attack on 10-Round Camellia-128 as
follows.

— Phase 1. Perform an impossible differential attack by using the 54+2 WKID
(0]0/0]0]0]0]0]0, @|0]0|0|c|0[0]0) - (0]0]|0|0]d|0]0]0, 0|0]0]0]0|0]0[0).

This phase is extremely similar to the weak-key attack that is described above. However,

it is slightly different when the attack is finished. That is, if there is a key kept, then the

key is the correct key, and we halt the procedure of the attack. Otherwise, we conclude that

the correct key does not belong to this set of weak keys, which means that KLgg) = 1 and

K Ly(gy = 0. In this case, we get 2-bit information of the key and perform the next phase.
— Phase 2. Perform an impossible differential attack by using the 542 WKID

(0]0[0[0]0[0[0]0, 0]a[0]0[0[¢[0]0) - (0]0[0]0]0[d]|0]0, 0]0]0]0[0]0]0|0).

The procedure is similar to Phase 1, and either output the correct key or get another 2-bit
information about the key and execute the next phase.

— Phase 4. Perform an impossible differential attack by using the 542 WKID
(0lo[o]ojo]o[o[o, 0]0[0]al0]0[0]c) - (0]0[0]0[0]0]0]d, 0]0[0]0[0]0]0[0).

Similarly, if success, then output the actual key, otherwise perform the next phase.
— Phase 5. Announce the intermediate key

K 4195,103,111,119) = 0 and K 546142230y = 1,

then exhaustively search for the remaining 120 bit value of K4 and recover the master key
Ky.

The upper bound of the time complexity is 21104 4 21104 4 91104 4 91104 4 9120 ~ 9120 The
data complexity is about 2124, The memory could be reused in different phase, so the memory
requirement is about 2864 bytes.

4.2 Attack on 11-Round Camellia-192

We add one round on the bottom of 10-round attack, and give an attack on 11-round Camellia-
192.



232

Data Collection. Choose 277 structures of plaintexts, and each structure contains plain-

texts:
(Lo, Ro) = (ou|z1|xe|zs|as|zs|zs| e, P(B1|y1ly2|ys| B2 |yalys|ve)),

where z; and y; (i = 1,...,6) are fixed values in each structure, while o; and 3; (j = 1,2)
take all the possible values, and P is the linear transformation. Ask for the encryption of
the corresponding ciphertext for each plaintext, compute P~'(R1;) and store the plaintext-
ciphertext pairs (Lo, Ro, L11, R11) in a hash table indexed by 8-bit value (P*1 (Ru))(l). By birth-
day paradox, we get 21427 x 278 = 21347 pairg whose ciphertext differences satisfy P~1(ALqp) =
(hy || Wy [R5 g | k) and PT1(AR11) = (0lgslgslg4l9slg6l97l9s), where A and g; are un-
known values.

Key Recovery.

1. Forl = 1,5, guess the 8-bit value of K ]El), partially encrypt their plaintext (LE)Z)7 L él)) and dis-
card the pairs whose intermediate value do not satisfy AS 0 _ P~ Y AR, ), The expected
P y 1 P
number of remaining pairs is 21347 x 2716 = 2187,
2. In this step, we consider the ciphertext of each remaining pair.

(a) For [ = 1,2,3,4,6,7,8, guess the 8-bit value of Kﬁ Partially decrypt the ciphertext
(Rgll), R gll) ) and keep only the pairs which satisfy ASYI) = hj. The expected number of
remaining pairs is 21187 x 27x(=8) — 9627

(b) Guess the 8-bit value Kﬁ)) Partially decrypt the ciphertext (Rg‘? R ﬁ)), then C(gmpute
the intermediate value (Ryo, R'10), where ARy19 = (0| f|f|f|0f|f]f) and f = ASgl) @ hi.

3. Application of the 10-round attack.
(a) Guess the 8-bit value K%), partially decrypt (Rg%),R’ g%)) and discard the pairs whose
intermediate values do not satisfy AS%)
is 262.7 x 278 — 254.7.
(b) For I = 2,3,4,6,7, guess the 8-bit value K ﬂ)) Partially decrypt the intermediate value
(Rglg, R glg) and keep only the pairs whose intermediate values satisfy AS%) =g, & g5.
The expected number of remaining pairs is 2547 x 25%(=8) = 2147,

= g5. The expected number of remaining pairs

(¢) Guess the 8-bit value K%), partially decrypt the intermediate value R%) and calculate

the intermediate values (RéS), R 55)). Discard the pairs whose intermediate values do not

satisfy ARS(J?I} = 0. Then the expected number of remaining pairs is 247 x 271 = 2137,

(d) Guess the 8-bit value Kés), partially decrypt the intermediate value (Ré‘r’), R (55)) to get

the difference ASé5). If there is a pair satisfies ASE(;’) = AR%), we discard the key guess
and try another one. Otherwise we exhaustively search for the rest 48 bits of K and
Kpg under this key guess, if the correct key is obtained, we halt the attack; otherwise,
another key guess should be tried.

Complexity. The data complexity of the attack is 217 chosen plaintexts. The time complex-
ity is dominated by step 3 (d) which requires about 244 x (1 4 (1 —278) + (1 —27%)2 + ... +
(1— 2_8)213‘7_1) X 2 X % X % ~ 2146-54 11round encryptions. The memory complexity is about
21347 5 4 x 27 = 21437 bytes.

Reduce the Time Complexity to 213854, Assume 16-bit value o and f3; are fixed in data col-
lection phase of above attack, then we can collect 27131 x 278 = 27+23 pairs, where n represents
the number of structures. Nevertheless, it is unnecessary for us to guess 8-bit subkey K %5) in this
case. Then there are totally 136-bit values of subkey to be guessed in the attack, therefore, the ex-
pected number of remaining guesses of target subkey is about e = 2136 x ( 1—2_8)2%90 after the at-
tack. If we chose € = 270, n is 103.5. Then the data complexity increases to 2716 = 2195 hut the
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time complexity reduces to 2128 x 28 x (1+4(1—278)+(1—278)2 4. +(1—278)2" """~ 1) x2x LIxin
213854 "the memory requirement reduces to 27123 x 4 x 27 = 21355 bytes.

Extending the Attack to the Whole Key Space. Similar to 10-round attack on Camellia-
128, we mount a multiplied attack on Camellia-192 for the whole key space. The expected time
of the attack is about 4 x 2146:54 4 9192 5 (1 — %)4 = 2184 The expected data of the attack is
21137 The memory requirement is about 2437 bytes.

4.3 The Attack on 12-Round Camellia-256

We add one round on the bottom of 11-round attack, and present a 12-round attack on Camellia-
256. The attack procedure is similar to the 11-round attack. First choose 2798 structures and
collect 21428 plaintext-ciphertext pairs in data collection phase. After guessing the subkey K §1,5)7
we guess the 64-bit value K15 and compute the intermediate value (Ri1, R'11), then apply the
11-round attack to perform the remaining steps. In summary, the proposed attack requires
278:8+32 — 9l118 chogen plaintexts. The time complexity is about 221955 12-round encryptions,
and the memory requirement is about 2'°1® bytes. Similar to the above subsection, the time
complexity and memory requirement can also reduce to 229255 and 21437 respectively, but data
complexity increases to 27 in this case.

We also construct another type of impossible differential attack of Camellia-256, which adds
four rounds on the top and one round on the bottom of the 24+5 WKID (see section 3). The
attack is performed under the chosen ciphertext attack scenario. Similar to the attack based on
the 54+2 WKID, the data and time complexity are about 218 and 22163, respectively.

Extending the Attack to the Whole Key Space. On the basis of two types of impos-
sible differential attacks for weak keys, we mount a multiplied attack on 12-round Camellia-256
for the whole key space as below.

— Phase 1. Preform an impossible differential attack by using of 54+2 WKID
(0]0/0]0]0]0]0]0, @|0]0|0|c|0]0]0) - (0]0]|0|0]d|0]0]0, 0|0]|0]0]0|0]0[0).

If success, output the actual key, else perform the next phase.
— Phase 5. Preform an impossible differential attack by using of 245 WKID
(0]0]0]0]0]0]0]0,0|0|0|0|2|0]0]0) - (a|0]0]0]c|0]0|0, 0]0]|0]0]0]0]0]0).

If success, output the actual key, else perform the next phase.

— Phase 9. Announce 16-bit value of the master key

K Rr(31,39,47,55,95,103,111,119} = 0 and KRry¢14,22,30,70,78,86,94) = 1

then exhaustively search for the remaining 240 bit value of Kr, Ky and recover the actual
key.

The expected time of the attack is 22163 x 8 4 2256 x (i)8 ~ 2240 encryptions, and the expected
data complexity is about 21148,

11



5 The Attacks Including Two FL/FL~' Layers

If we do not start from the first round, we can take the attacks that include two FL/FL™!
layers into account. We first illustrate some new observations of F'IL and FL~! functions, then
present attacks on variants of 14-round Camellia-256 and 12-round Camellia-192 (Appendix B).
5.1 Observations of FL/FL~! Layer

Our attacks are based on the following observations.

”(_P]\O\OK)) l (bg\?\olbsg\ [ttt SRR ( b1|92L 3|b4)l (b5lb6‘bl7c|b8rl _________
--;=-' N ‘:bSH-J):O' l'ba"s,:a( ;r \ \rbsu.. =)
IR B A N B
""" I Sofm———- 7 \
L Sl B (Y1 - had
T——KLR KLL—:Q_<<<?€9 L——2l )
(a[0[0j0) l (0[0j0j0) (afa[a[0) l (a[0]0fa)
FL funciton FL! funciton
(@) (b)

Fig. 4. Observations of FL/FL~! Function

Observation 5 If the output difference of F L function is AY = (a|0|0|0]0|0]0]0), then the input
difference should satisfy AX = (b1/0|0|0]b5|0[0|bg) with by = a, bsygy = 0 and bgyi~73 = 0, where
a is a non-zero byte (see Fig. 4. (a)).

Observation 6 If the output difference of FL™! function is AX = (ala|al0|a|0|0]a), and the
input diﬁerence AY = (bl’bg‘bg‘b4‘b5’bﬁ’b7’bg), then b7{8} = 0, bg{g} = a{g} and b8{1N7} = a{1N7},

where a is a non-zero byte, b; are unknown bytes (see Fig. 4. (b)).

Observation 7 Suppose the input difference of the i-round of Camellia satisfies (AL;—1, AR;_1)
= (bi1|b2|b3|ba|bs|bs|br7|bs, P(c)|ch|cs|cy|cklcs| bl cs)), and the output difference is (AL;, AR;) =
(a1/0]0]0]as|0]0]as, b1]b2|bs|balbs|be|b7|bs) with asgsy = 0 and ag{i.7y = 0, where b, c; are arbi-
trary bytes, and a1 is a nonzero byte, then the following results hold.

1. The intermediate value AS; = P~Y(AL; ® AR;_1) = (¢} ® as|ch® a1 ® a5 ® as|ch ® a1 ® a5
aglcy ® a1 ® as|ck B a1 B as D ag|ch B as B ag|ch D as|cy B a1 D ag).
L — Ac)
2. ASjqy = 0’1{1N7}, and ag(g)y = ASjoy @ CII{S}'
(M _ _ Ac®)
3. ASA{S} = 0/7{8}’ and asgi o7y = A‘Si{1~7} & c’7{1N7}.

1

4. a1 =AS® @ @ as.

5.2 Attack on 14-Round Camellia-256

Our 14-round attack of Camellia-256, which is shown in Fig. 5 (Appendix A), works from round
10 to round 23, where the 542 WKID is applied from round 14 to round 20.

Relation of Subkeys. First of all, we demonstrate the relation of subkeys used in the round

10, 11, 12, 13, 21, 22, 23 and the second FL/FL~! layer (K L3, KL,) as follows.
K10 = Kpgi10~128,1~45), K11 = Kapae~100): K12 = Kafii0~128,1~45), K13{1~8) = KR{61~68)

KLz 10y = Kriei~e9), KL3Rr{1~8y = Kr{oz~i00), KLar = Kp{iasig1~2s8), KLap =
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K1 20~60), Ko1{33~10) = Kaf127,128,1~6} K22 = Kaqzio4), Koz = Kp112~128,1~47}-

With the key relation, we can first launch the impossible differential attack in weak-key set-
ting, then extend it to an attack for all keys, which is similar to above attacks.

Data Collection. We choose the chosen ciphertext scenario to perform the attack and be-
gin with choosing one structure of ciphertexts which contains 2'2° ciphertexts:

(Las, Ro3) = (an|oeo|as|ay|as|as|ar|ag, P(y1|B2| 53|84l Bs|Bs| B7|6s))-

Where y; is fixed, while a; (i = 1,...,8) and 3; (j = 2,...8) take all possible values. Ask for
the decryption to get the corresponding plaintext for each ciphertext, which results in 223 pairs
which satisfy the difference:

(ALgs, ARa3) = (f1lf2l f3lfal f5 fel f71 /3, P(0lgslgs|gilgs|gs|g7]g8))-

Key Recovery.

L. Guess 130-bit value (K,{1~47,110~128} | K a{46~109} ), fOr every plaintext-ciphertext pair (P, C),
perform the following substeps.

(a) Partially encrypt the plaintext P to get the intermediate value (L1, Ri1). Since 38
bits of the subkey used in FL™! function, which are KLypii~v19y = Kpjogesry and
KLy piim19y = Kpji25~128,1~15), have been guessed, 38-bit intermediate value RYVIRZ)
R§£{1N3}|R(5) |R®) \R}Q{l 2}\R§§£{8} can be computed, where Rp, represents the value after
the FL™! function.

(b) Partially decrypt the ciphertext C to get the intermediate values (Lgo, Ra2) and P~ (Las).
Note that now we can compute SSNS) as the 48-bit value ngs) = K[ {4794} is known.

(c) Store the values (L11, R11) and (Lgg, Ro) into a hash table I' indexed by the following
143-bit values.

- Ry B 0 R R © Ry Ryl © Ry, By © Ry Ry © Ry 6
_ 552) (L22)( )@P—I(L22)( )7 Sé;@P—l(ng)( )@P_l(L )( )’ Séz)@P_l(ng)( )@
P:(mez, Sé?(eaP— (Eas ><” @ P (L) >(5> S5y @P—%LQ(Q;“”. .
7 1 2 3 8
- R12{8}’ Rpp & (R 2{1~7}|R12{8}) Rpp @ (R12{1~7}|R12{8}) RFL{1~3} b R12{1~3}’
(5) (3) 6) p(7) (8) (3)
Rpp © (R12{1 7}|R12{8}) Rpp, RFL{l 2} RFL{S} ® R12{ 8}
Then each two values lie in the same row of I' form a pair that satisfies the following
conditions.
— The difference ARg2 = (0[f|f]f[0|f|f|f), where f is a nonzero value.
— The difference P~1(ALgs) = (0|gh|g51941 95196195 |g%) satisfies gy gl = ASS), giBgh =
ASLy, g5 @ g = ASY), gy @ gk = ASS), gh = ASS.
— Assume the difference AR5 (equals to ALjp) is represented as (b1 |b2|b3|ba|bs|bs|b7]bs),
then it satisfies brsy = 0, and the output difference of F L~! function satisfies
1 2 3 5
ARG) = (bsqiemylbsgsy)s ARE) = (bsgienylbsgsy), AR%%{N,)} = byiezy, ARY) =
6 7
(b8{1~7}’b3{8})7 AR%% =0, AREV%{M
This step performs a 135-bit filtration from 2239 pairs, so the expected number of re-
maining pairs is 2194,

_ ®)
} =0 and ARFL{S} = b3{8}'

2. Guess 12-bit value K Ly r{o0~2325~32}, compute the output differences AREF%M T AR;%B ~T}
and R%% (from b7gy = 0 we conclude AR;; (s} = bs(sy)- Discard the pairs that do not sat-

isfy ARE,%M 1y = = bg{a~1}s AR}%B o = = 0 and AR(4) = 0, then the expected number of
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(4)

remaining pairs is 2%7. Moveover, from ARp7 = 0 and bygy = 0, we get AR%Q{S} =0 and
ARES% (i~ = bg{1~7}- Therefore, at the end of this substep, all remaining pairs satisfy the

condition ARpy, = (b|b[b|0]b[0[0[b), where b = (bg{1~7}|b3(s})-

. Guess 7-bit value Kjygg.15), compute the intermediate value ASég) (Kaogi6y (K aqa6)) has
already been guessed in the step 1), and discard the pairs which do not satisfy ASg) = ghPgk.
Each pair will be kept with probability 278, so the expected number of remaining pairs is
27,

. Compute the intermediate value P™1(ARy1) = (c}|ch|ch|cy|cklck|ch|ck), then perform the
following substeps.

(a) Guess 17-bit subkeys KS), Kg) and K% | calculate the value ASS’ZS) (7-bit value

12{1p’
K g){1~7} (K af39~45}) has been guessed in step 3), and discard the pairs which do not

satisfy ASS?UN?} = 0/1{1~7} and ASg){S} = c’7{8} according to Observation 7. The ex-
pected number of remaining pairs is 27'. Then we compute the value ag = ASS) @ d,
as{1~7} = ASS?{lW} ® c/7{1N7} and a; = ASg) ® g D as.

(b) For i = 2 to 6, guess 8-bit subkey Kg), compute the difference AS{Q and discard the
pairs which do not satisfy ASg) =c;Da1®a;Dag (j =2,3,4), ASS) =c; Dar D ag

and ASS) = ¢ @ as @ ag. Then we expect about 23! pairs remain.

. Since all of the 128-bit value of K4 have been guessed in step 1, 3 and 4, we compute the

values Ro; and R), for every remaining pair and keep only the pairs whose AR;‘?{H = 0.

Then we partially decrypt Résl) and R’ 551) to get the value ASS), keep only the pairs whose
ASS) = f, which results in 2?2 remaining pairs.

. Guess 17-bit value K'L3 1.9y and KL:()L)Q, compute ALg)j):, Ang{S}

card the pairs whose (ALE;F)]): {1N7}|AL§]): {8}) = 0. The expected number of remaining pairs is
about 24,

. Guess 8-bit value Kg), partially encrypt Lg]): and L'/ %1]): to get the value AS%) of every

remaining pair. If AS%) equals to ARg’f ’3’5’8), delete this value from the list of all the 28

and AL%]):. Then dis-

possible values K %)

. After analyzing of all remaining pairs, if the list is not empty, announce that the value in
the list along with above 223-bit guessed values are the candidates of 231-bit target value of
subkey Ka|Kp(61~68} /K L{1~51,53~69,93~100,110~128}, then recover the whole master key Ky,
and Kg by key searching. Otherwise, try the other 223-bit guess.

Complexity. The time complexity is dominated by step 1, which requires about 5 rounds’
encryptions to compute the intermediate values for every plaintext and ciphertext pair. Then
the time complexity is 2120 x 2130 x 5 /14 ~ 2248 14-round encryptions. The memory requirement
is dominated by data collection, which needs 2!3! bytes to store the known plaintexts and the
corresponding ciphertexts. Similarly, the expected time of the attack for the whole key space is
about 22°9% 14-round encryptions.

6 Conclusion

In this paper, we propose impossible differential attacks on Camellia for 75% of the keys, which
are then extended to attacks that work for the whole key space. We are unaware of any results in
existing literature where 11-round Camellia-192 and 12-round Camellia-256 which start from the
first round and include the whitening layers can be attacked. We also present attacks on more

14



rounds of Camellia-192 and Camellia-256 that do not start from the first round, but include two
FL/FL~! layers. Note that if the operation of one bit rotation was discarded in the FL and
FL~! functions, the 7-round impossible differential would hold for all the keys. Therefore, we
conclude that one bit rotation is greatly contributed to the security of Camellia with respect to
the impossible differential attack.

References

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

. Aoki, K., Ichikawa, T., Kanda, M., Matsui, M., Moriai, S., Nakajima, J., Tokita, T.: Camellia: a 128-bit Block

Cipher Suitable for Multiple Platforms-Design and Analysis. In: Stinson, D.R., Tavares, S. (eds.) SAC 2000.
LNCS, vol. 2012, pp. 39-56. Springer, Heidelberg (2001)

Aoki, K., Ichikawa, T., Kanda, M., Matsui, M., Moriai, S., Nakajima, J., Tokita, T.: Specification of Camellia-
a 128-bit Block Cipher. version 2.0 (2001),

http://info.isl.ntt.co.jp/crypt/eng/camellia/specifications.html

Ben-Aroya, I., Biham, E.: Differential Cryptanalysis of Lucifer. J. Cryptology 9(1), 21-34 (1996)

Biham, E., Biryukov, A., Shamir, A.: Cryptanalysis of Skipjack Reduced to 31 Rounds Using Impossible
Differentials. In: Stern, J. (ed.) EUROCRYPT 1999. LNCS, vol. 1592, pp. 12-23. Springer, Heidelberg (1999)
Chen, J., Jia, K., Yu, H., Wang, X.;: New Impossible Differential Attacks of Reduced-Round Camellia-192
and Camellia-256. In: ACISP 2011, LNCS 6812, pp. 16-33. Springer, Heidelberg (2011)
CRYPTREC-Cryptography Research and Evaluation Committees, report, Archive (2002),
http://www.ipa.go.jp/security /enc/ CRYPTREC/index-e.html

Duo, L., Li, C., Feng, K.: Square Like Attack on Camellia. In: Qing, S., Imai, H., Wang, G. (eds.) ICICS
2007. LNCS, vol. 4861, pp. 269-283. Springer, Heidelberg (2007)

Hatano, Y., Sekine, H., Kaneko, T.: Higher Order Differential Attack of Camellia (II). In: Nyberg, K., Heys,
H.M. (eds.) SAC 2002. LNCS, vol. 2595, pp. 129-146. Springer, Heidelberg (2003)

International Standardization of Organization (ISO), International Standard - ISO/IEC 18033-3, Information
technology - Security techniques - Encryption algorithms - Part 3: Block ciphers (2005)

Kanda, M., Matsumoto, T.: Security of Camellia against Truncated Differential Cryptanalysis. In: Matsui,
M. (ed.) FSE 2001. LNCS, vol. 2355, pp. 119-137. Springer, Heidelberg (2002)

Knudsen, L.R.: DEAL C a 128-bit Block Cipher. Technical report, Department of Informatics, University of
Bergen, Norway (1998)

Kiihn, U.: Improved cryptanalysis of MISTY1. In: Daemen, J., Rijmen, V. (eds.) FSE 2002. LNCS, vol. 2365,
pp. 61-75. Springer, Heidelberg (2002)

Lee, S., Hong, S., Lee, S., Lim, J., Yoon, S.: Truncated Differential Cryptanalysis of Camellia. In: Kim, K.-c.
(ed.) ICISC 2001. LNCS, vol. 2288, pp. 32-38. Springer, Heidelberg (2002)

Lei, D., Li, C., Feng, K.: New Observation on Camellia. In: Preneel, B., Tavares, S. (eds.) SAC 2005. LNCS,
vol. 3897, pp. 51-64. Springer, Heidelberg (2006)

Li, L., Chen, J., Jia, K.: New Impossible Differential Cryptanalysis of Reduced-Round Camellia. To appear
in: CANS 2011. (2011)

Lu, J., Kim, J., Keller, N., Dunkelman, O.: Improving the Efficiency of Impossible Differential Cryptanalysis
of Reduced Camellia and MISTY1. In: Malkin, T.G. (ed.) CT-RSA 2008. LNCS, vol. 4964, pp. 370-386.
Springer, Heidelberg (2008)

Lu, J., Wei, Y., Kim, J., Fouque, P.A.: Cryptanalysis of Reduced Versions of the Camellia Block Cipher. To
appear in: SAC 2011. (2011)

Mala, H., Shakiba, M., Dakhilalian, M., Bagherikaram G.: New Results on Impossible Differential Cryptanal-
ysis of Reduced-Round Camellia-128, SAC 2009, LNCS 5867, pp.281-294, Springer, Heidelberg (2009)
NESSIE-New European Schemes for Signatures, Integrity, and Encryption, final report of European project
1ST-1999-12324. Archive (1999),

https://www.cosic.esat.kuleuven.be/nessie/Bookv015.pdf

Shirai, T.: Differential, Linear, Boomerang and Rectangle Cryptanalysis of Reduced-Round Camellia. In:
Proceedings of 3rd NESSIE workshop (2002)

Sugita, M., Kobara, K., Imai, H.: Security of Reduced Version of the Block Cipher Camellia against Truncated
and Impossible Differential Cryptanalysis. In: Boyd, C. (ed.) ASTACRYPT 2001. LNCS, vol. 2248, pp. 193-
207. Springer, Heidelberg (2001)

Wu, W., Feng, D., Chen, H.: Collision Attack and Pseudorandomness of Reduced-Round Camellia. In: Hand-
schuh, H., Hasan, M.A. (eds.) SAC 2004. LNCS, vol. 3357, pp. 252-266. Springer, Heidelberg (2004)

Wu, W., Zhang, W., Feng, D.: Impossible Differential Cryptanalysis of Reduced-Round ARIA and Camellia.
Journal of Computer Science and Technology 22(3), 449-456 (2007)

15



A The Illustration of Attack on 14-Round Camellia-256

AL;1=(b1|ba|bs|ba|bs|bs

AR11=(cilcalcs|eqles|ce|
b[bs) D

crlcg)
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|ag)
HN<<<>eD q
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AL =(2]0[0]0]0]0/0]0) 85 51 AR =(bblb|0[b|0|0[b)
RES (OIO\OIO\OIOIO\O) ARB (2]0]0]0]010/0/0)
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Fig. 5. Attack on 14-Round Camellia-256

B Attack on 12-Round Camellia-192

Making use of 24+5 WKID, we mount the weak-key impossible differential attack on 12-round
Camellia-192, which is from round 3 to round 14, where the 245 WKID is applied from round
5 to round 11. The attack procedure is similar to that of 14-round Camellia-256.

1. Choose 2461 structures of plaintexts, and each structure contains 272 plaintexts (L2, Re) =
(P(x1|z2|zs|za|cd|ze|z7|28), B1|B2| B3] 84l 55| 86| 57|Ps), where z; are fixed values, «, f3; take all
the possible values. Ask for the corresponding ciphertext for each plaintext. Guess 64-bit
values of master key Kp(i.¢4}, then the subkey Kp(g5.128) is known for every guess. Partially
encrypt the plaintext to get the intermediate value (Sy4, L3), and decrypt the ciphertext to get
(Lrr, Rpr), where (Lpr, Rpp) represents the output value of the second FL/FL™! layer.

2. Store the the quartets (Sy, L3, Lrr, Rrr) in a hash table indexed by 54(15) D a, L§1’2’3’4’6’7’8),
3515{)1}7 REPOD, Rg{s} and R%g ~TY?
pair. Thus, the expected number of proper pairs is about 24611143 » 2=113 — 976.1  After
this step, all of the proper pairs satisfy (ALy, AR4) = (0/0]0]0]0]0|0]0,0]0]|0]|0]|d|0]0]0) and
ARpr, = (a1]0]0/0]as|0[0lag) with dgyy = 0, asrgy = 0 and agqi7y = 0, where a; and d are
nonzero bytes.

each two quarters lie in a same row form a proper

The expected time of this process is about 21181 x 264 x 3/12 ~ 21891 12.round encryptions.

Next, according to Observation 6, we need to eliminate the pairs whose AL;Q (s} # 0. Then
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guess 31-bit value K L3 p(1~2325~32) and 24-bit value K L3 (123392} to sieve the pairs which
do not satisfy ALiz = (b[b]b|0[b]0]0[b). Then guess 17-bit subkey (K Ly 11~0}, KLy r{i~s}y) t0

sieve the pairs whose (AR§211N7}|AR§82?{8}) = 0. Finally, we discard the wrong 144-bit keys by
(1)
12

guessing 8-bit subkey K., and checking whether there are pairs satisfy ASS) = AL%’2’3’5’8). It
is expected that 2'44(1 — 2*8)276‘1_64 ~ 220 wrong 144-bit subkeys will remain, thus, it requires
2120 5 256 = 2176 t1ia] encryptions to search the correct key.

In total, the time complexity of the attack is about 2'8%-! 12-round encryptions. The memory
requirement is dominated by step 1, which needs 2261 bytes to store the plaintext-ciphertext
pairs. For the attack that works for the whole key space, the data complexity is about 21291
chosen plaintexts, and the time complexity is about 2'¥¢ 12-round encryptions.
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