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Abstract. Grand Cru, a candidate cipher algorithm of NESSigjqut,
is based on the strategy of multiple layered sécwmd derived from
AES-128. This algorithm was not selected for secphdse evaluation
of NESSIE project due to implementation and praogssost. In this
paper we present relatively a fast implementatiérthe cipher using
Texas Instrument’'s DSP C64x+.
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1 Introduction

There are many significant developments in crygiesma of Block Ciphers
during past years and new techniques [2, 3, 4, %, 8, 9] have been introduced.
Many of them are effective enough to break fullmdwersions of ciphers [3, 4, 5].
However these techniques are mostly successfulphrers with fixed structure and
components. For well designed key dependent or rdynatructured ciphers or
ciphers having key dependent or dynamic comporemetsnostly not mucheffected.
Although there are some efforts for cryptanalysisuxh kind of ciphers [12, 13, 14]
but still these techniques are not mature enougbrésent serious vulnerability of
the cipher. The vulnerability found in these tydeciphers are mainly due to poor
design having some specific fixed observation & ¢ipher itself [14]. There is no
reason to not believe that such a well designeldecipersist more security measures
against modern cryptanalytic techniques.

Grand Cru [9] a candidate cipher algorithm of NES§I0] project, is successor
of AES-128 [1] and is based on strategy of multiglgered security. This tactic is
aimed at combining different security motivatiomgléhence is a useful practice to
improve security of widely used existing crypto @ithms against known modern
cryptanalytic techniques. It also provides a naobiy to use long keys in existing
algorithms without redesigning key-schedule andfmryption algorithms. This idea
seems noble until and unless the proposed ciphes efficient as the original one.
Although the proposed algorithm was not selectedskrond phase of NESSIE
project due to the cost of speed, no weakness auemlfin the algorithm.



TMS320DM648 belongs to Texas Instrument (TI) AdwanDigital media
processors. TheDM648 is based on the third-gemerdigh-performance, advanced
VelociTI™ very-long-instruction-word (VLIW) architdure [12]. This processor
very useful for video/audio applications. DM648 twns CPU, memory and
interrupts controllers. In addition, the DSP subsiys acts as the overall system
controller, responsible for handling many systemcfions such as system-level
initialization, configuration, user interface, usesommand execution, and
connectivity functions.

Due to its subsystem, DM648 is an excellent chfoceligital media applications
[12].DSP’s advanced VLIW CPU allows executing ugetght instructions per cycle.
On these bases DM648 claim that this type of psmrés performance is up to ten
times the performance of typical DSPs.

DM648 contains comprehensive components includiegmega module with
memory (DSP subsystem), five video ports, Ethecoetponents, different 1/O port
and powerful DMA with DDR2 memory controller intade [15].

The complete Block diagram of DM648 is as showfigare 1:
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Figure 1: Block Diagram of DM648

The rest of the paper is organized as follows. értsescription of Grand Cru
algorithm is given in section 2. In Section 3, wescribe the implementation



methodology of Grand Cru using TI DM648 processtection 4 briefly presents
comparison of the implementation costs of AES-188 &rand Cru. In section 5,
we present the potential of designing multiple tagesecurity based ciphers by the
use of current state of the art hardware solutions.

2 Short overview of Grand Cru

In this section we present a short overview of @r@nu [9]. We describe encryption
algorithm and round keys generation procedurethicipher.

21 Encryption Algorithm

Each round of encryption function of Grand Cru dsissof the following sub-
functions.

Initial/Outer Round Key Addition,
A 128-bit sub key is added over modafb(A Byte Wise Addition)

Thetransformation, v

The transformationv: {0,1}28 - {0,1}!?® is defined as follows: Let the
input of v be denoted by;s ...x, where each;;i =0,1,...15 is a byte
then outputy,s ... x, is derived iteratively by:

1. fori =0to 15 do
Xi+1mod 16 = Xi+1moda 16 D S(x;)
2. fori =0to 15 do
forj=0to15,j # i do
xj =x; @ S(x;)

Add Round Key,
An exclusive-or with the round key

Non Linear Layer, Yy
Byte wise substitution of input usi®y— bit x 8 — bit S-box

Keyed Byte Wise Rotation, B
Key-bits based rotation of output of S-box (a byatue)

Keyed Shift Row, 1Ty
A cyclic shift of thei®® row by j number of bytes to the left, where
0 ...3. Key determines the number of rotations of eagh ro

Keyed Shift Column, it
A byte of each column is permuted, column wise,clhiepends on the
value of a key.



Mix Column Transformation, 0
An MDS matrix multiplication applied to each columhhe final round
does not include this transformation.

Thetransformation, v=1
The inverse transformatiar tis given as

1. fori =15to 0 do
forj=0to 15,j #ido
xj=xj®5(xi)

2. fori =15to 0 do

Xi+1mod 16 = Xi+1mod 16 D S(x;)
2.2 Round Keys Derivation

The key derivation of Grand Cru is different fromE3 key structure. The
designer claims that only 128-bit current round leyequired while the next round
key will be derived on the fly from previous key.

The key expansion is based on the funcfigrand round keys are derived from user
key by using following function.

Ki = fr (K", Q)

WhereK" is a 128-bit user key; is the round key foir — th round.
The details of key derivation are as follows:

The user computes 128-bit ks, using the following equation.

kos kos kor koo

kis kiy ki ke

k23 k22 k21 k20
k33 k32 k31 k30

k33k32k31k30k23 "'k01k00 = = (k3|k2|k1|k0)

wherek;; is a byte and; is a 4-byte value ankl; i = 0,1,2,3 is thei — th column.
This user key is passed to the functfpp which applies column wise rotation as
follows..

Xo X1
X1 Rotl Xy
X2 X3
X3 Xo

After the column rotation a substitutibnwill be done as

X0 S ()
X1 r S(xy)
% |7 S(x)
*3 S(x3)



The next key is generated by passing the matrouttt the following function.
K{ = K{_s ® T(Rotl(K{_,)) ® Cy/s if 4li
K/ = K/_, ® K/_; else,
Where(;is the round constant. The 11 round keys are difize
Ko, .. K1, Ko = (Ki3lKiz|Kaq|Kdo), ..., (K71Kg1 K5 | Ky), (K31 K3 |K{|Ko)

The Grand Cru requires 4 different 128-bit masteysk These keys can be
derived from a single 128-bit key by using some #esivative function. These four
128bit keys are then used in four round operati@relyy , o.1tandp.

First 128-bit key is used for generating two 128Kays fory operation by using
following equation.

Kg'K13 = frk(K3' 0)ﬂfrk(K3, 1)

Second128-bit key is used for derivation of 11 wblays by using the following
function.

K, ...K = fr (KL 0), ..., frie (K, 10)

Third key generates 5 sub keys for each round laesktkeys are usedin This
operation consists of two (row and column) rotatidh sub-keys are generated as
follows.

fori = 0to 15 do
1. Computek;s .. ko = frr (K1, 1)
2. Setcountettr =0
3. Forj=0to15do
If k; < 24 thenK}[ctr] = k;, ctr + +
4. If ctr <5
Forj = ctr to 5 doK}'[ctr] = kj_¢r mod 16

The last 128-bit key is used fhtransformation which requires sixteen 3-bit keys f
10 rounds as described under

fori =0to9do
1. Computek,s ..k, = f (K% 1)
2. K?=LSB;3(kys) ... LSB3(ky)



3 Implementation of Grand Cru

T1 C6x+ processor is one of the best processorgriplementation of different
algorithms. The round keys derivation and encryptagorithm implementation
techniques are presented in the following sub cesti

31 Round K eys Derivation Implementation Technique

The implementation of round key function in TI DM&4rocessor requires
ROTL, ADD4, XOR, LDW and conditional instructiond.ook-up table is used for
substitution. The core of round key derivation &l Cru consists of a conditional
function and XOR operation. The conditional funntichecks if the round number is
exactly divisible by 4 then the intermediate fuontiis executed otherwise XOR
operation is required. The intermediate functiompdses a rotation of 32-bit value
(column) with substitution and two XOR operatiod$he 32-bit registers of the
processor helps in implementing the above function.

As substitution of Grand Cru is Byte wise, so inmpémtation requires a splitting
process from 32-bit into 8-bit values. The impleta¢ion off, function takes the
advantage of parallelism of DM648. The load andestoperations are done in
parallel. So, the,.function takes 80 cycle/called. Tlfeis used in key generation for
functionsy , 1t, B ando. The functionss andy, need to just calf. function, where
as the functionst and require other mathematical and logical operations.

Theal's keys generation cafl.only once which implies that the process consumes
only 98 cycles. Variables adjustment and functiaii, consume 18 cycles. The
calls £, 10 times and use 494 cycles. Thi€s key generation function calls the
function f,. 9 times, which requires 450 cycles. It also hasr‘Hoops with
conditional instructions. These extra operationquie 4898 cycles. Hence a
complete generation oft requires 5348 cycles. Thp transformation requires
sixteen, 3-bit keys per round. It calls the funetfp, 9 times and trims the output into
3 bits. The required number of cycles for key gatien of function is 1071.



The number of cycles required for Grand Cru’s kegeagation is shown in Table

1.
Sri# Operation(key generation) Cycles
1 U] 98
2 o 494
3 T 5348
4 B 1071
Total 7011

Table 1: Number of Cycles for Key Generation Algorithm

31 Encryption Algorithm Implementation Technique

Initial/Outer Round Key Addition, {

This transformation is byte-wise modulo additionda@rand Cru calls this
addition two times. These two transformations casilg be implemented with
DM648 instruction ADD4. Each transformation withykdoading takes 22 cycles.

Thetransformationsv and v!

From conceptual point of view, this transformatisrvery simple but this is the
most expensive one from implementation aspect. Eatsformation includes two
intermediate functions and each function has twar’‘Foops. The first loop has 15
substitution and XOR operations. The second loame&ed one and has a total 256
substitution and XOR operations with conditionaitinction.

After the implementation af functions, we found that the functiontakes 4352
cycles and the functiom™! requires 4414 cycles.

Add Round Key, 0

This function of Grand Cru applies a XOR functianthe input data (128-bit)
and the corresponding round key. DM648 architecgiives LDDW (64-bit load)
instruction to load 128-bit key and use only two DW. This architecture also
reduces multiple XOR operations and need only 4 Xi@&®uctions for 128bit value.
The parallel unit of DM648 makes it possible tHage XOR operations operate in
parallel with other instructions. Hence these of@na logically consume zero cycle.

Non Linear Layer,y

The simple and efficient method for this functientd use Look-up table which
requires addition and load instructions. The outfuAdd Round Key function is



added with look-up table’'s (32-bit base addressl) gets exact location of required
data. After the address obtain, its value is loaded

Keyed Byte-wiserotations,

The functionp is based ork2. The rotation is applied on single byte so it does
allow simple rotation instruction, ROTL. The shdperations are useful for this
purpose. The number of rotations in left shift, Sidlbased on key-bit value. The
SHL contains the shifted bits obtated byte while applying XOR it with right
shifted (SHR) byte and gets the desire output.

Instead of developing two separate modulesy aind 3, the efficient single
module is developed by using parallel instructiafisCéx+. This single module
consumes 128 cycles/round. Another advantage sfrtladule is that the output of
this module is 32-bit that is useful for next step.

Keyed Shift Row, mg

In Grand Cru, there are 2 keyed rotations whichteoa byte value within a 32-
bit value. The T keyed rotation is applied row-wise after defabiftsrow operation
as in AES. This rotation takes place by the us8“okey of Grand Cru. Grand Cru
represents a table, ‘t-table’ to ensure a uniqtation in all blocks of 32-bit values
in single round.

For pi rotation, a byte of key splits into pairsabit values which takes 7 cycles.
The VLIW's instruction ROTL takes 2 cycles for eaBB-bit values and splitting
applies bit-wise. Thus, value of shift byte conserito bits and then it uses with
ROTL. The rotation takes 2 cycles for each coluroh deenerating keyed rotation
value take 7 Cycles/Round. The complete Keyed Ruft takes 16 cycles/round.

Keyed Shift Column, m

The 2% keyed permutation in Grand Cru algorithm is kegetbmn Shift. The
byte store in keyed Shift Row is row wise and RQi&truction in column shifting
requires conversion of rows into columns. Aftenwersion, this shift needs a single
ROTL instruction. With all the complication, it te& 71 cycle/round.

Mix Column Transfor mation, 6

Mix column in Grand Cru is same as in AES. VLIWea# a valuable instruction
Galois filed multiplication (GMPY). Its modified &truction, GMPY4 applies on
byte. Before applying GMPY4, irreducible polynomia GFPGFR needs to set.
The output of GMPY4 gives 32-bit value and for X®&n of these 4 bytes requires



splitting of 32-bit into 8-bit. This Splitting cadone by using C6x+ instructions
AND, SHL/SHR, and XOR. GMPY4 instruction requiresd&lay slots which is
meaningless by whole matrix multiplication. Due dlitting, one element of mix
column will generate in 10 cycles and sixteen el@smeneed 160 cycles. Here
parallel unit gives full support to reduce cumuwatimix column’s cycles and it
consume 109 cycles per round.

Sr.# Operation(encryption Cycles/Round

1 U] 22
2 V 4352
3 v-1 4414
4 o 0
5 y andB 128
6 TR 16
7 T, 71
8 0 109

Total 128-hit Encryption 11946

Table 2: Number of Cycles for Encryption Algorithm

Some cycles of individual operations has been rediusy using parallel operation
with other modules.

4  Comparison

The designer of Grand Cru implemented the algorithm 8-bit Motorola
microcontroller and used ANIS C on Pentium and XeaAdvance digital signal
processors reduce implementation cycles and dadgtimcrease the throughput.
The following table shows the comparison of resaftprocessing cost of grand cru
over different platforms.

Encryption/Cycle | Key setup/Cycle
8-bit Motorola 60000 300000
Pentium 45000 200000
Xeon 65000 300000
DM648 11946 7011

Table 3: Cost Comparison of Grand Cru over Different Platforms

The comparison of implementation of Grand Cru WAES-128 in DM648 is as
shown in the following table.




AES128 | Grand Grand Cru
Cru excluding vand v!
Key setup/Cycle 651 7011 7011
Encryption/Cycle | 2197 11946 3180

Table 4: Cost Comparison of AES-128, Grand Cru and Grand Cru excluding vV and v1

functions using DM648

Table 4 shows that the processing speeds are 40Mbps, 7Mbps and 27.6 Mbps
@720 MHz for AES-128, Grand Cru and Grand Cru edidlgiv andv~? functions.

5 Conclusion

We have presented a reasonably efficient implenientaf Grand Cru [9] using
current Texas instruments T1 DM648 processor. Waclode that with the
advancement in hardware, we are able to impleniphers with proceed structures
in efficient manner. One of our conclusions is ttladices of sub-function in cipher
are mainly cause of decreased efficiency rathen tmaltiple layered structures
itself. For example, by removingand v~! function we have distinctly increased in
efficiency of Gran Cru. Further our effort smasltlee restriction in designing of
multiple layered security based ciphers that aetdwcost issues and one can design
such ciphers to enhance security against rapidiseasing cryptanalytic techniques
of conventional block ciphers. One also can obtaimarkably better results from
our implementation by using techniques in efficiemplementations of AES.
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