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Abstract. In this paper we give the minimal connectivity required in a
synchronous directed network, which is under the influence of a compu-
tationally unbounded Byzantine adversary that can corrupt a subset of
nodes, so that Secure Message Transmission is possible between sender
S and receiver R. We also show that secure communication between a
pair of nodes in a given synchronous directed network is possible in both
directions if and only if reliable communication is possible between them.
We assume that in a network, every node is capable of computation and
we model the network along the lines of [14].

Keywords: Directed networks, Connectivity, Information-theoretic se-
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1 Introduction

Achieving reliable and private communication is one of the fundamental prob-
lems in distributed computing. Most solutions to the problem of Secure Multi-
Party Computation assume that nodes are connected by secure channels ([1],[2],
[5],[11]). However, in practice, such a channel may not be present between every
pair of nodes. In such a case we need to simulate the channel using a protocol.
The problem of point-to-point Secure Message Transmission (SMT) studies the
possibility, optimality and feasibility of protocols in which — given a distributed
network where a subset of nodes may be faulty, and given a sender node S and
a receiver node R — S should be able to send any message m to R such that
even if all the faulty players collude with each other, R receives m reliably and
the faulty players get no information about m (privacy or secrecy). The general
form of this problem is usually denoted by (¢,d)-SMT where € denotes the error
in secrecy and § the error in reliability [4].

The problem of Secure Message Transmission has been studied under various
network and corruption models. The case of synchronous directed (unicast) net-
works under the influence of a computationally unbounded Byzantine adversary

* A shorter version appeared in [9].



has been studied in depth by the research community, beginning with the work
of Desmedt and Wang [3]. In [3], the authors abstract a directed network as a
collection of directed channels between S and R, and find the minimum number
of forward and backward channels required in a network, affected by a thresh-
old adversary, for (0,0)-SMT and for (0,0)-SMT. They also give protocols over
networks which satisfy the minimum connectivity requirements. Subsequently,
Patra et al. [10] and Yang and Desmedt [15] generalize these results to the case
of non-threshold adversary.

While the abstraction of a directed network as a collection of directed chan-
nels between S and R is suitable for networks where intermediate nodes are
routers, who can only forward messages and do not have any computing power
of their own, a more general way of modelling the network as digraphs with
computationally capable intermediate nodes is proposed in [14]. The main re-
sult of [14] is a characterization of directed networks, under the control of a
non-threshold mized adversary, over which reliable message transmission (or
(1,6)-SMT using the standard notation) is possible. Subsequently, in [13], the
minimal connectivity requirement in a network for (0,)-SMT is studied.

Our work is mainly inspired by the following analogous existing result: the
minimum connectivity requirement for (1,4)-SMT in digraphs (characterized in
[14]) is strictly weaker than that required for (1,0)-SMT in digraphs. Similarly,
we ask if the minimum connectivity requirement for (e,0)-SMT in digraphs is
strictly weaker than that required for (0,9)-SMT. The existing results appear
to hint at a negative answer to the above question. Specifically, it is known
that “(0,9)-SMT if and only if (¢,0)-SMT” if (a) the network is abstracted as
a collection of disjoint directed paths between sender and receiver [15] or if (b)
the network is modelled as an undirected graph [4].

Notwithstanding, we present a characterization of the possibility of (e, d)-
SMT and find that in the case of digraphs influenced by a non-threshold Byzan-
tine adversary, there exist graphs in which (¢, 4)-SMT is possible while no (0, 9)-
SMT protocol is known. For instance, consider the network G given in Figure[l
with adversary structure A = {{b;},{b2}}. We show that this digraph satisfies
the necessary and sufficient condition for the existence of a (e, §)-SMT protocol
as given in Theorem[5. On the other hand, no (0, §)-SMT protocol is known over
g (13).

Further, to see why if intermediate nodes can compute, the results of [15] are
not applicable, again consider the network G with the same adversary structure
A. According to Theorem 6 and Corollary 1 in [15], (¢,6)-SMT from S to R
tolerating A is possible if and only if there exists a path from S to R, or from
R to S, avoiding both the nodes b; and by. Since no such path is present in
the network, no protocol exists for (¢,0)-SMT in G according to [15]. However,
if we assume that every node in the network can compute, there does exist an
(€,8)-SMT protocol in G as shown in Section [4.1!

We would like to emphasize that the main focus of this work is on the
(im)possibility and not the feasibility of SMT protocols. The protocols that
we give to prove the possibility of SMT are inefficient in both message and



Fig. 1. Network G.

round complexity. Previous results on SMT shed some light on the anomalous
behaviour of protocols when “randomness meets directedness” [14, 12], which
makes it extremely hard to design worst case efficient protocols.

2 Model and Definitions

Network: The network is modelled as a directed graph A" = (V, ), where the
set, of vertices V represents the set of players and the set of edges £ represents the
perfectly secure, point-to-point, directed channels in the network. The network
is assumed to be synchronous and any protocol is executed in a sequence of
rounds. In each round a player can send messages to its out-neighbours, receive
messages sent to it by its in-neighbours in that round and perform computations,
in that order. It is assumed that the network topology is known to every player.
Throughout the paper we represent the sender node by S and the receiver node
by R.

Adversary: Fault in the network is modelled via a computationally unbounded
centralized adversary that can corrupt a subset of nodes, excluding S and R, in
Byzantine fashion [8]. This means that the corrupted nodes are in complete con-
trol of the adversary and the adversary can make them behave in any arbitrary
manner. The adversary is non-threshold [6, 7| and is represented by an adver-
sary structure which is the collection of all possible subsets of nodes that can be
corrupted by the adversary. More formally, an adversary structure A is defined
as: A = {By, Ba, ..., B,} where Vi, B; C V\ {S, R}. The adversary can choose
to corrupt any one subset of players from A and can control their behaviour
throughout the execution of the protocol. Note that the adversary is not allowed
to change the subset in the middle of an execution. These subsets are also known
as failure patterns in distributed computing. The adversary structure is mono-
tone which means that if By € A then VB such that By, C By, By € A. The
players are assumed to have no information about the corrupt subset before the
beginning of the protocol. It is assumed that the adversary knows the complete
protocol specification and the network topology.

We note that an adversary structure can be uniquely and concisely repre-
sented by its maximal basis.



Definition 1 (Maximal basis of A). : The mazimal basis A for an adversary
structure A is defined as: A={B|B €A and P X € A s.t. BC X}

Throughout this paper we use A to denote the adversary structure and A to
denote its maximal basis. Following [4], the adversary’s view consists of the
messages sent and received and the coin tosses made by the corrupt nodes in
each round of the protocol. Random variable adv(m,r) denotes the view of the
adversary when S chooses to send m and the coin tosses made by the adversary
is 7.

Message Space: Let F be the message space where < I, 4+, > is a large finite
field. All the computations are done in this field. The sender S can select any
element from F to send to R. In any message transmission protocol we assume
that S starts with a message mg and R outputs mp at the end. Throughout the
paper we write |H| to denote the cardinality of the set H and h € H denotes
that h is uniformly chosen from H.

Definition 2 (Reliability). A message transmission protocol is said to be -
reliable if the probability that mpr = mg is at least (1—7), where the probability is
taken over the random coin tosses of all the players and the random coin tosses
of the adversary.

Definition 3 (Privacy). Again following [4], a message transmission protocol
is said to be e-private if, for every two messages m and m’ € F and every r,
Yo |Prladv(m,r) = c] — Priadv(m/,r) = c|| < 2¢. The probabilities are over the
coin tosses of the honest players and the sum is over all possible views of the
adversary.

Definition 4 ((e,)-SMT). A message transmission protocol is said to be (e, d)-
SMT if it is e-private and d-reliable, where € and 0 are negligibly small.

Definition 5 (0-URMT). A message transmission protocol is said to be o-
URMT (Unconditionally Reliable Message Transmission) if it is d-reliable.

Definition 6 (0-URMT k). We say that a message transmission protocol tol-
erating adversary structure A is 0-URMTrg if for all valid Byzantine corrup-
tions of any B € A, the probability that R outputs mr = mg or knows that the
set B is faulty is at least (1 — (5)J—1y

Throughout this paper we use the following terms interchangeably: (a) 6-URMT
and URMT (b) 6-URMT gk and URMT pg.

It should be noted that protocols with error probabilities greater than %
or negligibly close to % in reliability or secrecy are not interesting. Instead, we
would like to have protocols with these error probabilities negligibly small.

Authentication Scheme: Our protocols use the following information theo-
retically secure authentication code to circumvent the low connectivity in the

! FK stands for Fault Knowledge.



graph. Suppose two random keys k; and k, are privately shared between two
parties S and R[2 Let S send (m, mxky+ka) to R and let R receive (z,y). Then,
R can easily check if adversary has tampered with the authenticated message

by verifying if y Lok k1 + ko. If adversary has altered the messages en-route
then with probability at least 1 — ﬁ, verification will fail and R will find out
(see [11] for proof). In addition to this if one more key k3 is privately shared
and S sends (m + ks, (m + k3) * k1 + ko) to R, then the message m remains
perfectly secret, since m + k3 is independent of m. We use the following no-
tations in the paper: (i) x(m, k1, ko) = (m,m * ky + ko); (ii) ((m, k1, ko, k3) =
x(m+ks, k1, k) = (m+ks, (m~+ks)+ki+ka); where m, k1, ko, ks € F. For brevity,
we sometimes abuse the notation and write {(m, K) to denote {(m, k1, ko, k3)
where K = (kq, k2, k3).

3 URMT

In [14], Srinathan and Pandu Rangan gave the characterization of directed
graphs for URMT tolerating mixed adversary (Byzantine and Fail-stop). In that
paper, they prove the following theorem that reduces the problem of URMT
tolerating adversary structures of arbitrary size to URMT tolerating two-sized
adversary structures.

Theorem 1. In a digraph N' = (V, &), a §-URMT protocol from S to R toler-
ating an arbitrary adversary structure A (|A| > 2) exists iff 6-URMT protocols
tolerating every A s.t. AC A and |A| = 2 exist, where § < 3.

Once the problem is reduced to tolerating two-sized adversary structures
only, they give three constructions using which we can add virtual nodes and
edges in the graph. Finally a very simple condition remains to be checked in the
augmented graph which shows whether or not URMT is possible in the graph.

Since in this paper we are dealing with Byzantine adversary only, the three
constructions in [14] collapse to a single construction. We now give that con-
struction which shall be used extensively in the characterization for (¢, )-SMT
in Section [4l

Construction of Y: For a given adversary structure A = {Bj, B2} and a given
node u € V\ (By U By) we construct the set Y (u) as follows: Y (u) is initialized
to {u}; a node v € V\ (B; U By) is added to Y (u) if one of the following holds:

1. Ja €Y (u) s.t. (v,a) €&

2. 3beY(u) s.t. (byv) € £ and Fa € Y(u),3a € {1,2} s.t. v has a path to a
avoiding the set Bg where @ = 3 — . This path may contain nodes from B,,
(see Figure [2).

The above steps are executed iteratively until no more nodes can be added. Note
that nodes in B; U By are never considered.

2 We take no such assumption in our protocols. The protocols establish keys between
parties on their own before using them.



Fig. 2. Constructions for Y (u).

Remark: Unlike [14], where virtual paths with certain properties are added in
the graph for the above construction, we used the set notation, Y. Nevertheless,
the set notation is equivalent to what is done in [14], i.e. a node v added to Y (u)
is equivalent to adding a virtual path from v to w in the graph.

The following two Lemmas act as the basic blocks for the (e, §)-SMT char-
acterization.

Lemma 1. If a node v € Y(u), thenv can do §-URMTrk to u, for any § > ﬁ,
with the additional property that the message sent will remain perfectly secret

from the adversary.

The proof of this lemma appears in [14]. They give a protocol, with the above
mentioned properties, that simulates the virtual path added in the graph. Al-
though the message remains perfectly secret throughout the protocol, it is not
mentioned explicitly in the proof. Nevertheless, for the sake of completeness, we
give the proof of this lemma in Appendix

Lemma 2. If a node v ¢ Y (u) then there does not exist any §-URMT protocol
with § < 1.

Proof appears in [14]. It assumes that the adversary knows the message that
is being transmitted. We can do away with that assumption and show that any
URMT protocol with § < %(1 - ﬁ) does not exist (a similar proof is given in

).

The key idea used in the proof is that if v ¢ Y (u), then for any message
transmission protocol from v to u, the adversary can simulate a copy of the
node v (which we call ¥) on a message of its own choice in such a way that u
can’t distinguish between the “actual” v and the “simulated” v. In this way if v
intends to send message m and adversary simulates the node ¥ on some message
m’ such that m # m’ 3, then u cannot do better than guessing between m and
m'.

Finally, using the construction of Y(R) we can restate the main theorem of
[14] as follows:

Theorem 2. In a digraph N = (V. E), for § < %(1 — ﬁ), 0-URMT from S to
R tolerating two-sized adversary structure A = {By, B2} is possible if and only if

3 Adversary can do that with probability 1 — \T%I by choosing m’ €r F.



S € Y(R) and there exist two paths p1 and py from S to R with path p, avoiding
B, for a € {1,2}.

4 (e,0)-SMT

We now characterize the family of graphs in which (e,0)-SMT from S to R
tolerating an adversary structure A is possible. As done in Section 3| we again
start with the theorem that reduces the adversary structures of arbitrary size
to two-sized adversary structures. Similar theorem has been proved in [13] for
(0,9)-SMT.

Theorem 3. In digraph N = (V,E), (¢,8)-SMT tolerating an arbitrary adver-
sary structure A (JA| > 2) is possible if and only if (6 8)-SMT tolemtmg A for
all A C A, such that |A| = 2, is possible, where € < gz and § < .

Proof. The only-if part is obvious. We prove the if part here. Suppose that
(€,8)-SMT protocols tolerating all two-sized subsets of A exist. Let A = { By, Bs,

., Bn} and let II; ; be the (¢,0)-SMT protocol tolerating {B;, B;} where 1 <
i,7 < n. Using these as the subprotocols we construct a (¢, d)-SMT protocol IT
tolerating A (which is also the protocol tolerating A).

We show how to construct a (e, §)-SMT protocol II] ; ; tolerating { B;, B;, By }
using I1; j, I, ; and IIj ;. The protocol II] sk isa (6e, 126) SMT protocol as will
be shown in Lemmas(3 and 4. Further, in Lemmal, we will show how this proto-
col can be used to construct an (e, §)-SMT protocol I1; j ;. (the upper bounds on
€ and ¢ become critical here). The key idea used in the construction of IT} k18
that each of the subsets B;, B; and By, are tolerated in two of the three protocols
which means that no matter which set is corrupt, two of them will be successful.
Similar process can be used to construct a protocol II; ; . ; using protocols I1; ; 1.,
II; j; and Il ;. In general for any p > 2, a p-sized set H can be divided into
three (%‘ﬂ-sized subsets Hy, Hy and Hs such that every element h € H occurs
in at least two of Hy, Ho and Hj. In this way, ultimately the grand protocol IT
that tolerates all the n subsets simultaneously is constructed. It can be easily
shown that poly(n) sub-protocols are used to construct the protocol I1.

The protocol H j.k consists of 3 phases where in each phase, protocols I1; ;,
111 and Il ; are run in parallel. Phase 2 begins only after the completion of
Phase 1 and similarly Phase 3 begins only after the completion of Phase 24 The
protocol proceeds in the following steps:

— 8 chooses 3 set of keys K1, Ky and K3 randomly from F? where K; =
(kilv ki, kig), 1€ {]., 2, 3}

— Ssends ((mg, K1), ((ms, K2) and K3 through the protocol II; ; in phases 1,
2 and 3 respectively. Similarly S sends ((mg, K3),((mg, K3) and K; through
the protocol II; ; and sends ((msg, K3), ((mg, K1) and Ks through the pro-
tocol IIj ; in phases 1, 2 and 3 respectively.

4 Although Phase 1 and 2 are separated just for better understanding, it is crucial
that Phase 3 begins only after Phases 1 and 2 have ended.



— Let R receive (247, y47), (xb7,y5?) and K3 from II; j in phases 1, 2 and 3
respectively. Similarly R receives (a:2 Yy ), (x3 Yy ) and K/ from IT,,
and (25" ¥, (2%, 45" and K} from II; ; in phases 1, 2 and 3 respectively
(see Figure[3) where K| = (kl;, ks, kls).

— R tries to find an « € {i,7,k} such that the messages received through
the two protocols tolerating B, are consistent with each other. For in-
stance, the messages received through two protocols tolerating B; (II; ; and
IIy,,;) are consistent with each other when (zh ‘, yé ) = x(ah?, Ky, kby) and
(@5, y5") = x(25", Ky, ko) and 257 — Kby = 23" — k.

e If more than one such « exists, proceed with any one of them. If no such
« exists then choose a €g {1, 7, k} and proceed.
e If o is i then output b7 — kj,. Similarly if o is j then output %" — kj,
and if o is k then output =" —
O

S sends R receives
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| |
| T i
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Fig. 3. Protocol I1; ;

We give proof ideas for the following three lemmas here. Formal proofs of
Lemmal3] Lemmal4 and Lemmal5 appear in Appendix[A.2,/A.3 and[A .4 respec-
tively.

Lemma 3. Protocol IT} ; ;. is (120)-reliable.
Proof idea: With probability at least (1 — 6)'2, R will be able to find a pair of
protocols such that the messages received through them are consistent and the

message that R finally outputs is mg.

Lemma 4. Protocol II} ; ; is (6e)-secure.



Proof idea: The messages sent through the protocol, that is not tolerating the
corrupt set, can be completely revealed to the adversary. In that case there are
six messages that are sent along the other two e-secret protocols that are such
that mg remains secret iff these 6 messages remain secret. This in turn shows
that I1; ; , is (6¢)-secure.

Lemma 5. An (¢,8)-SMT protocol II; ; ;. can be constructed using a (6¢,125)-
SMT protocol IT,

.5,k

Proof idea: To enhance reliability we can repeat the protocol thrice and let R
output the majority element. This brings the error in reliability down to 43252
but increases the error in secrecy to 18e. Next, to enhance security, any message
m is sent by sending f and m + f in separate executions, where f €r F. This
reduces the error in secrecy to 648¢% but increases the error in reliability to
86442. For the given upper bounds on € and §, the protocol becomes (¢, §)-SMT.

4.1 (€,0)-SMT Characterization

Following Theorem [3, it is now sufficient to give only a characterization for
(€,8)-SMT tolerating two-sized adversary structures of the form A = {By, B2}.

We make use of the set Y defined in Section [3] In addition, we define two
more sets Z; and Zs.

Construction of Z;: For a given adversary structure A = {Bj, B2} and a given
node u € V\ (By U Bsy) we construct Z; (u) as follows: Z; (u) is initialized to {u};
anode v € V\ (B; U Bzy) is added to Z;(u) if one of the following hold:

1. Ja € Zi(u) s.t. (v,a) €€, or,
2. 3be Zi(u) st. bcan do URMTrpg to v (in other words, b € Y (v)) and v
has a path to u avoiding the set By. This path may contain nodes from Bj.

The above steps are executed iteratively until no new node can be added. Nodes
in (B1UBy) are never considered. This completes the construction of Z; (u). The
set Zo(u) is constructed along similar lines (replacing By with B; and vice-versa
in step (2) of the iteration).

Figure[4 describes the situations in which S can be added to Z;(R).

)

Fig. 4. Constructions for Z1(R).



Theorem 4. In a directed network N = (V, &), (¢,6)-SMT from S to R toler-
ating A = {By, B2} is possible if and only if S € Y(R) N Z1(R) N Z2(R).
(

The proof is divided into two parts - Sufficiency (if part) and Necessity (only
if part).

Sufficiency. To prove the sufﬁciency of the theorem we give a protocol for
(¢,6)-SMT from S to R, with € < gz and § < g=. The upper bounds on the
error probabilities ensure that these protocols, tolerating two-sized adversary
structures, can then be used to build the final protocol tolerating the complete
adversary structure. The protocol makes use of the 3 properties of S viz. S €
Y(R), S € Z1(R) and S € Z2(R) in 3 distinct subprotocols and at the end, R,
from its view of the entire protocol, outputs mpg such that mr = mg with a
very high probability and mg remains secret.

The 3 subprotocols (corresponding to S € Y(R), S € Z1(R) and S € Z3(R))
are as follows:

1. Subprotocol Pg: S sends mg to R through the URMTrg protocol.
2. Subprotocol P;: If S was added to Z1(R) by:

— Construction (1), then it simply sends the message mg to the node a
through the honest edge (see Figure[4). The node a then starts another
instance of the protocol P; to send mg to R.

— Construction (2), then b first chooses a random set of keys K = (kq, k2, k3)
and sends it to S through URMTrx (see Figure[4). Let S receive K.
Since S € Z;(R), S has a path to R that avoids Bs. Let that path be ps.

e If S successfully verifies K’, it sends ((mg, K’) to R along the path
p2. In addition to this it also sends m’ € F to R along ps.
e If the verification fails then S knows the identity of the corrupt set
with very high probability. Let Zg denote the identity knowledge of
S. First S chooses (f1, f2) €g F? on its own and sends (fi, f2) to R
through po (thus, tries to inform R that it didn’t receive the keys
from b). Next, if Zg = Bj then S sends m’ €g F to R through ps.
But if Zg = By then S sends mg to R through that path.
Let R receive (z,y) and m,. Now b starts new instances of protocol Py
to send the elements of key K to R.
3. Subprotocol Py: P, is exactly same as P; with B; replaced with By and
vice-versa.

COMPUTATION BY R: At the end of the subprotocol Pr, R either receives mg
or knows the identity of the corrupt set with probability at least 1 — UFI Let
g be its identity knowledge. If R receives m’ which it is able to verify then it
outputs mgr = m’ and stops. Otherwise, if Zr = Bs it ignores all the messages it
received from P, and does the following computation on the messages received
through P; (analogous behaviour when Zr = By). If S was added to Z;(R) by
Construction (1), then R simply receives mg (recursively) from node a. In case
of Construction (2), it receives a set of keys K% = (kff, kl* k) from b. From



S it receives one authenticated message (z,y) and a plain message m,. If R is
able to verify (z,y) with K® then it outputs mp = x — kit otherwise it outputs
mpr = Myp.

We now prove that this protocol is d-reliable and e-secure such that we can
make € and § arbitrarily small by increasing the size of F.

RELIABILITY: Suppose w.l.o.g. that By is corrupt. At the end of the subprotocol
Pp, if R outputs the message m’ then Primg = m/] > 1 — ﬁ7 else Pr[Igr =
Byl > 1-— ﬁ. Now consider the execution of P;. We initially assume that the
instances of P;, that are called inside P; recursively, finish successfully. In case
of Construction (1), R simply receives mg from node a. In case of Construction
(2) since Bj is corrupt, whatever S sends to R through the path po, that avoids
Bs, reaches R with perfect reliability and secrecy. We also know that Pr[K’' =
KVIg=DB]>1- Wll’ where K’ are the keys S receives from b. If K’ = K then
R will be able to verify (z,y) with the keys K that it receives from b and output
mg = x — k3. Otherwise, when Zg = Bs, S sends (z,y) = (f1, f2) €g F? to R
along with mg. Therefore (x,y) will not verify with the keys K with probability
at least 1 — ﬁ and hence R is informed to output m, = mg. We can easily find
the success probability as follows: Let Fv be the event that verification of (x,y)
at R fails given that S had sent (fi, f2) €r F2.

Primg = mg] > Prlm’ =mgV Ir = Bs|*x Prl[K' = KV Ig = By x Pr[Ev]

1 1 1
>(1—w§|)*(1—m)*(1—ﬁ)
Z(l—m)

Hence, the protocol is %—rehable. This argument can be further extended to

show that through this protocol even if S sends a set of messages Mg (|Mg| >
1), in parallel, the probability that R receives all of them reliably is still at
least 1 — %. This can be shown by replacing single messages in the probability
expressions by message sets and they shall be considered equal only when all the
messages in them are equal. The main reason behind the error probability not
increasing is that the fault knowledge (Zs or Zg), once achieved, can be reused.

The above probabilities are conditioned on the fact that all the messages sent
through instances of Protocol P; that are invoked recursively inside P; itself are
received reliably. At most there can be ¢ such recursive calls to the Protocol P;,
where ¢ = |V|, which are all %-reliable. If we choose F such that |F| > 864 * 3t,
we get § = I%tl < g1
SECRECY: Suppose w.l.o.g. that B; is corrupt. Adversary’s view will only consist
of the messages sent through the corrupt paths (that contain nodes from By).
We already know that messages sent through U RM Ty remain perfectly secret
from the adversary. Hence we will only consider adversary’s view as the messages
sent by S to R along po, that is the path avoiding By in protocol P;. Now we

prove using induction that messages sent from S to R using P; remain ﬁ—secret



under the assumption that messages sent by nodes already in Z;(R) remain
mil—secret. In case of Construction (1), S simply sends mg to a and since a was

already in Z;(R), mg remains ﬁ—secret when it is sent from a to R. Now we

discuss Construction (2). Take the case when adversary alters the keys sent by
b to S through URMT k. With probability at least 1 — ﬁ, S will find out

that By is corrupt and in that case all the messages sent along path ps will be
independent of mg. But with probability at most ﬁ, S may get the wrong fault
information in which case it will send mg in plaintext along ps. In any case, the
authenticated message (x,y) conveys no additional information about mg to the
adversary. Hence we consider the view of the adversary as the plain message m,,

sent along ps and find the error in secrecy.

1 1 2 1

I+4(1- = )% == — — ——
[E|~[F] [F]|FP
1 1 1 1

(=) o= = =
F U P

Vm,r, Prladv(m,r) = m] = T *

Vm,m',r, s.t.,m # m'Prladv(m,r) = m'] =

= VYm,m’,r Z |Prladv(m,r) = ¢] — Prladv(m/,r) = c]| < %
c

where the sum is over all possible views of the adversary, i.e. ¢ € F. Since the

sum is bounded by %, the protocol is l%—secret.
Now take the case when the adversary does not alter the keys sent by b to
S. In that case, (z,y) and m, sent along ps are independent of mg as long as
the keys K remain secret. Hence the secrecy of the protocol completely depends
upon the secrecy of K which is sent to R by b. But we know that messages sent
by b remain ﬁ—secret and hence, the complete protocol is ﬁ—secret. We already

chose F such that |F| > 864 = 3t > 648, therefore ¢ = ﬁ < @.
Thus we prove the sufficiency.

Necessity. It is obvious that S € Y/(R) is necessary for (€,§)-SMT because it
is necessary for URMT alone from S to R. For the same reason the two paths
(not necessarily distinct) avoiding sets By and Bs respectively are also necessary
for (e,6)-SMT . Now we show that S € Z;(R) and S € Z5(R) are necessary too.
We prove the necessity of S € Z;(R) and the proof for the latter is similar.

Lemma 6. S € Z1(R) is necessary for (¢,0)-SMT from S to R.

Proof. Let S ¢ Z; (in this proof, we simply write Z; to denote Z; (R)). We know
that S has a path avoiding Bs to R. Therefore the reason behind S not being in
Z1 is that there is no node in Z; that can do URMTr g to S. We now show that
there does not exist any (e, §)-SMT protocol from S to R in that case. Suppose,
for contradiction, that there exists such a protocol. We now divide the set of
honest nodes not in Z; into the following sets:

— Xgp={z|3Ja € Z; st.acan do URMTFk to z}



Fig. 5. Connections between the disjoint sets.

- Xs={r|z¢ Xg}

From the definition of Z; and the above sets the following facts are clear: (i)
Xs, X and Z; are disjoint and Xg U Xp U Z; = V\ (B; U By); (ii) R € Zy;
(iii) S € Xg; (iv) Vu € Z; U Xg, u cannot do URMTrk to any node in Xg;
(v) Yz € Xg, any path from z to Z; will have to pass through some node in By
otherwise x would be in Z;. Figure[5 describes the possible connections between
the sets. A path p (of a particular kind) from a set H; to a set Hy means that
Jhy € Hy,3he € Ha,s.t. there is a path p (of that kind) from h; to hg. For
example the edge from Xp to Z; labelled By means that 3z € Xg, dz € 7,
s.t. there is a path from x to z that passes through some nodes in B;y. Paths
with no labels are honest paths.

Note that, given the constraints, these are the best possible connections for
the feasibility of the protocol in the graph. For instance there may or may not
be an honest path from set Xg to Xz, but we have assumed there is. We shall
now give an adversary strategy to prove the impossibility of (e,0)-SMT in the
above graph which will imply that (e, §)-SMT will be impossible in all the other
graphs where S ¢ 7.

The adversary always corrupts one of {Bj, Ba}. We describe later how it
chooses which set to corrupt. The corrupt set B, behaves as follows:

— It does not send any messages to Z;, X and Bg and also ignores all the
messages it receives from these sets. Here @ = 3 — a.

— It simulates a copy of each node in Z; and Xp. Call the simulated sets of
nodes Z; and X respectively. The simulation is carried out as described in
[14].

Notice that since Z; and Xg can’t do URMTrg to Xg, from Lemma [2/we know
that the adversary will always be able to successfully simulate Z; and X and
thereby will be able to confuse Xg between the messages it receives from the
“actual” and the “simulated” sets. Also note that “Xg can’t do URMTrg to
Xg” is independent of whether Xg has an honest path to Xz or not.

Observe that one of {B, Ba} is always corrupt. Let B, be the corrupt set.
The “simulated” sets interact only with B, and the “actual” sets interact only
with Bg. In this way if My is the set of messages Z; intends to send to Xg, then
X will receive M}% from By and MIQ% from Bs.

Consider the case when By is corrupt. In this case: (a) Z; will only receive
messages from Xg sent along the path avoiding Bs, (b) Z; will not receive any



message from Xg, (¢) Pr{Mp = Mg] =1 and for |Mg| > 1, PriM3 = Mg] <
1

. We now describe how the adversary chooses which set to corrupt. Consider

the event E when Xg sends some set of messages Mg along the path containing

B; (and avoiding Bs) such that mg can be recovered by R from the knowledge

of Mg and M} only, i.e. without the knowledge of M%. For a given protocol, the

adversary strategy depends on Pr[E]:

— Case 1: if Pr[E] < L, then corrupt By
— Case 2: if Pr[E] > 5, then corrupt B;.

It is easy to see that with such a strategy a (e,)-SMT protocol will not exist

with 6 < %(1 — i) and € < 1 simultaneously which means that these error

F 2
probabilities cannlolt be made arbitrarily small.

In Case 1, By is corrupt and hence R receives messages only from Xg that
were sent along the path containing B; (and avoiding Bs). Hence R can recover
mg if E happens. In addition to this, even if E does not happen, R may be able
to recover the message mg if Bs simulates the sets on the message set My itself.
This means that Primpg = mg] < Pr[E]* Pr(Mp # M3] + 1% Pr[Mp = M3] <
%(1 + ﬁ) Therefore § > %(1 — ﬁ) In Case 2, Bj is corrupt and hence if E
happens B; will always be able to recover mg from Mg if it knows Mp. Since
M}, was the set of messages on which it simulated the copy of Z1, it knows M}.
Therefore in this case, since Pr[E] > %, it gets the message with probability
>1iee> 3.

This completes the proof of necessity. O

Combining the result of Theorem [3] and Theorem [4 we can now give the
Main Theorem of the paper that gives the complete characterization of directed
networks in which (e, §)-SMT is possible.

Theorem 5. In a directed network N = (V, &), (¢,6)-SMT from S to R tol-
erating A is possible if and only if for every A = {By, Bo} where A C A, we
have S € Y(R) N Z1(R) N Z2(R) where Y (R), Z1(R) and Z3(R) are defined for
a particular {B1, B2} as described in Section(3 and Section 4.1}

Proof of the theorem is immediate from Theorem[3 and Theorem /4.

We can now see that (e, d)-SMT, tolerating A = {{b1},{b2}}, is possible over
the network G in Figure/1/with the help of the above theorem. Notice that there
is only one 2-sized subset of A that needs to be considered, which is A itself.

We construct sets Y(R), Z1(R) and Z3(R) for By = {b1} and By = {b2}. S
is added to Y (R) through the following steps: w is first added to Y (R) through
Construction 2, v is then added through Construction 1, u is then added through
Construction 2, and finally, S is added through Construction 1. Hence S € Y(R).
We can follow similar steps to show R € Y(S). Now, since S has a path to R
avoiding by and R € Y(S5), S € Z;(R). Similarly, S € Z5(R), which further
implies that S € Y(R) N Z1(R) N Z2(R). Thus, (¢,0)-SMT is possible from S to
R.

® If |Mg| = 0 then Pr[mgr = ms] < Pr[E].



5 Concluding Remarks

From the above characterization it follows that URMT between two nodes u
and v in both the directions is necessary and sufficient for (e,0)-SMT between
them. URMT between u and v implies that for any given adversary structure
A= {By, By} (A CA), the following holds:

1. veY(u) and u € Y(v)
2. u has path p; and ps to v with p, avoiding nodes from B,
3. v has paths ¢; and ¢ to u with ¢, avoiding nodes from B,,.

(1) and (2) = v e Y(v)NZ1(v)NZ3(v); (1) and (3) = v € Y (u) N Z1(u) N Z2(u).
Therefore (€,9)-SMT between u and v is possible in both directions.

This is in line with the existing results in literature, e.g. in both directed and
undirected graphs, Perfectly Reliable Message Transmission (PRMT) between
two nodes in both directions implies Perfectly Secure Message Transmission
(PSMT) between them.

We leave it as an open problem to devise worst case efficient protocols or to
characterize graphs over which efficient protocols for (e, §)-SMT exist.
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A Appendix

A.1 Proof of Lemma 1]

We give a proof by induction on the iteration at which a node is added. We
denote by II,, the URMT g protocol which is run in the network to enable v to
send a message to u.

Base Step: The first node added to Y (u) is v which can obviously send any
message reliably and securely to itself. Hence, IT,, is trivial.

Induction Step: Assume that k — 1 nodes vy, v, ...,vk—1 (v1 = u) have been
added to Y (u) in that order. At the k-th iteration, node vy is added. Let my
be the message vy, intends to send. Protocol II,, proceeds as follows. If v, was
added to Y (u) by:

— Construction (1), then there exists a node v; € Y(u) (1 <i<k—1) s.t. vy
has an honest path p to v;. First, vy sends message my to v; along path p,



which v; receives reliably and securely. Now, protocol II,, is run on message
my, in the network. As I, is a URMT gk protocol with perfect secrecy, so
is I1,, .

— Construction (2), then there exist two nodes v;,v; € Y(u) (1 <14,j <k—1)
s.t. v; has an honest path p; to vy and vx has a path ps passing through at
most one of By and Bs to v;. Let p» pass through B, . Protocol II,, proceeds
in the following sequence of steps:

1. Node v; chooses three random keys k1, k2, k3 € F and sends them along
path p; to v which vy receives reliably and securely.

2. Node vy, sends ¢(mg, k1, k2, k3) to v; along pa.

3. Let vj; receive (fi, f2) along ps. If v; does not receive two field elements
along po, it picks two elements f1, fo €g F on its own®. Now, protocol
II,,; is Tun twice in the network, first on message f1, then on message fo.

4. Protocol II,, is run thrice in the network, first on message ki, then on
message ko and then on k3.

Since both II,; and II,, are URMT rx protocols with perfect security, any tam-
pering of the messages sent through either of them is detected with probability
at least (1 — I?l\) If there is no tampering of the message sent through these
protocols then u receives f1, fo and keys ky, ko, k3 reliably and securely. There-
fore u will be able to recover the message my or detect any tampering by B,
(o € {1,2}) on path py with at least (1 — \Tll) probability (due to the property
of the authentication code). Hence, IT,, is a URMTpg protocol. Also, since
adversary does not know ki, ko and ks, it gets no information about m from
C(m, k1, ka2, k3).

A.2 Proof of Lemma (3]

Each one of protocols II; ;, I, ; and IIj ; are (e,6)-SMT protocols. Let us sup-
pose w.l.o.g. that B; is corrupt. It means that protocols II; ; and Il ; will be
S-reliable and e-secret. Therefore, with probability at least (1 — §)°, R will re-
ceive the following 10 elements sent through I7; ; and ITj ; reliably: ((mg, K2),
K3, ((mg, K3) and Kg In that case protocols II; ; and ITj ; will be consistent
with each other and mp = 257 — ki, will be equal to mg if R chooses o to be
1. But « can have other possible values also. The corrupt set B; can read and
alter all the messages that are sent through the protocol II; ;.. Suppose, in Phase
3, it modifies K to K] such that a different message, m’ # mg, is recovered
when ((mg, K1) is unlocked using K. Then it also must modify at least one of
¢(mg, K2) (in Phase 2) and ((mg, K3) (in Phase 3) such that the verification
passes and the message recovered is m'. But the probability that both these
verifications fail (if altered) is at least (1 — M%I)Z’ since adversary does not know

the keys Ky and K3 during Phase 1 and 2 (this is why it is crucial that Phase

5 This is an attempt to inform R that path po (and thus, Ba) is corrupt.
" Recall that ¢(ms, K) consists of 2 field elements and K consists of 3 field elements
for any K € {K1, K2}



3 begins only after the completion of Phases 1 and 2). Hence the probability
that R chooses ¢ as «, given that it received the 10 elements reliably, is at least

(- ).

1

= Primp =mg] > (1 -6)"" (1 - ]

)2

1
= Primg = mg] > (1 — §)*?, choose F such that § > m

1
= Primgr =mg] > 1— 126, since § < —
[mpr =ms| > ; < 361
Note that there is another way in which B; can always pass the verifications,
i.e. by not altering any messages. But it won'’t affect this probability because in
that case mpr will always be equal to mg no matter what value of « is chosen.
Hence the protocol II; ; , is (126)-reliable.

A.3 Proof of Lemma (4]

Suppose w.l.o.g. that B; is corrupt. Therefore 11, ;, will fail completely and hence
C(mg, Ks), ((mg, K3) and K; will be revealed to the adversary. But we see that
these messages convey no information about mg to the adversary because of the
following reasons:

— due to the property of ¢ function if K is not known to the adversary then
¢(mg, K) is independent of mg.
— since K7 was randomly chosen by S it has no relation with the message mg.

Now notice that among all the messages sent to R through the protocols II; ;
and IIj, ; only six contain “useful” information for the adversary viz.: {((mg, K1)
and k33 sent through I7; ; and ((mg, K1) and ke sent through ITy, ;. ((msg, Ka)
and ((mg, K3) are not useful because they are already revealed to the adversary.
Only the third element of the keys K5 and K3, i.e. ko3 and k33, are useful because
if they are known, even if adversary knows the other two elements it gains no
extra information about the message mg. Also, without the third element the
other two elements give absolutely no information about mg. For example, even
if adversary knows ((mg, K2), k21 and koo it has no information about mg. On
the other hand if it knows ((mg, K2) and ko3, it knows mg completely.
Therefore there are 6 elements sent through I7; ; and II}, ; that need to be kept
secret from the adversary. Let {a;|1 <14 < 6} be the variables representing these
six elements. It can be clearly seen that if any a; is revealed to the adversary,
mg will be revealed. For example, if the first element of ((mg, K1), i.e. mg + k13
sent through I7; ; is revealed then it can find out mg since it already knows k3.
Similarly, it can find out mg using any of the other 5 “useful” elements. In other
words once ((mg, K3), ((mg, K3) and K; are revealed to the adversary (that
means once they are fixed), for a given message mg the values of all the a;’s are
fixed. Also, we send all these elements through some e-secret protocol. Suppose
protocol P; was used to send a;. To find the secrecy factor of the entire protocol



Hz(,j,k we look at it as a series of 6 protocols (P, Ps, ..., Ps). Therefore, we need
to find an upper bound on the expression

X = Z |Prladv(mg,r) = c] — Prladv(mq,r) = c||,YVmg, my € F,Vr

where r denotes all the coin tosses of the adversary in the six executions com-
bined, i.e. r = (r1,72,...76). The sum is over all possible views of the adversary
for the execution of the six protocols. In other words c € C = C; x Cy--- x Cg
where C; is the set of all possible views of the adversary for an execution of
protocol P;.

We now define the following notation for readability. p;(m, r,c) is the proba-
bility that adversary’s view is ¢ when the message sent was m and its coin tosses
were 1 in an execution of P;. Notice that these probabilities are over the coin
tosses of honest players and hence all the six p;’s are independent of each other.

Let ab be the value fixed for a; when m = my, b € {1,2}. Hence we can
rewrite the expression X as:

6

6
X = Z |Hpi(a?77’i,ci)—Hpi(a},ri,ciﬂ

(Cl,CQ,...CG)E(C =1 =1

Now we list out some properties of p;(m, ¢, ) which will help us in evaluating
the above expression:

— Vm,r, Z pi(m,r,¢) =1 where 1 <14 < 6.
ceC}
— Vmqy, ma, T, Z |pi(mq,7,¢) — pi(ma,r,c)| < 2e since all the protocols are
ceC;
e-secure.

Using the result of Lemma [7]it can be easily shown that X < 12.e. Hence
the protocol II] ; , is (6€)-secure.

Corollary 1. If an e-secret protocol is repeated k number of times then the error
in secrecy increases at most by a factor of k. (In that case all the useful elements,
a;’s are m itself).

Lemma 7. Given n pairs of vectors u; and v; of size l;, i.e. u; = (1, usa, . . . Us,)
and v; = (Vi1, iz, ... v, ), © € {1,2,...,n}. Also given that Vi € {1,2,...,n}:

1. Zuwglandvagl
j=1 j=1

li
2. Z |’LLZ']' - /Uij| S 2¢
j=1

n n
Then Z \ Huiki — H’Uiki| < 2n.e, where k; varies from 1 to l;.

kiko,..kn i=1 i=1



Proof (By Induction). Let T, denote the sum in the expression and let P(n)
denote the above inequality. In other words:

P(n) = (T, < 2n.€)
We know that P(1) is true since it is given that 2211:1 [urg, — vig, | < 2e.

Suppose P(n — 1) is true. Therefore we have: T;,,_1 < 2(n —1).c.
Now,

T,

n n
> HTwa =TT owl
=1

kyka,.ky =1

n—1 n—1 n—1
=T, = Z < H Uik, — H Uzk) Ank, + ( H Uiki) (Unk, — Unk,)]
i=1 i=1 i=1

ki ka ..k
n—1 n—1

=T, < > | < T wir. - H Vik, ) g, |+ |( 11 'Uiki) (Unk, — Vnk,)
i=1 kika,okn N i=1

E1,Koy. ki
=T, <Th_1.14+1.2€
=T,<2(n—1).e+2¢
=T, <2n.€

A.4 Proof of Lemma

Consider the protocol II ;, In which a message m is sent by sending it thrice
through II7 ;. R outputs the majority element (if it exists). From Corollary [T
it is clear that the error in secrecy of II}’; ;. increases to 18¢ since it was Ge for
I} k- Now we find its error in rehablhty

Pr[R outputs m| =1 — Pr[R doesn’t receive m in at least 2 executions]
> 1 - 3(126)?

Hence the error in reliability for 117, is 43262

Now consider the protocol I1; ;, k which sends m by choosing f €r F and
sending m + f and f in two separate executions of IT’ ik It can be clearly seen
that the error in reliability gets doubled because both these messages need to
be received reliably. Hence error in reliability for IT; ;  is 8640%. Now we find
its error in secrecy. We claim that it gets squared, i.e. from 18¢ it becomes
2.(18¢)? = 648¢2. Intuitively, the error in secrecy decreases because now any one
share doesn’t contain any information about the original message m and hence
the message is revealed only when both m + f and f are revealed. We prove
formally in Lemma 8| that the error in secrecy of II; j ; becomes 648¢2.

Since € < ﬁ and § < ﬁ, 648¢2 < € and 86492 < . Hence, II; j 1, is an
(¢,0)-SMT protocol.




Lemma 8. Let P be a protocol that is e-secret. If a protocol P’ is such that S
sends m by sending m + f and f where f €r F through protocol P then the
protocol P’ is 2€2-secret.

Proof. Protocol P is e-secret, therefore we have:

Z |p(m05ra C) _p(m17r7 C)l < 2e
C

where p(m,r,c) is the probability that adversary’s view is ¢ when the message
sent was m and adversary’s coin tosses are r for the execution of protocol P.
Define p’(m,r, ¢) similarly for P’. Notice that P’ is nothing but two executions
of P on different messages and hence adversary’s view is denoted by an ordered-
pair (c1,cz), where ¢; is its view in the i*" execution, i € {1,2}. Similarly its
coin tosses are denoted by (r1,73). So to find the secrecy factor of P’ we find an
upper bound on the following expression:

X =" o' (mo, (r1,72), (e1,¢2)) = 1/ (ma, (r1,72), (c1, 02))]

C1,C2

We can write p'(m, (r1,r2), (c1,¢2)) as the following summation:

p'(m,r, (61702)) = Z( |I]E;1‘) *p(m + fa 7alvcl) *p(f7 TQaCQ) (1)

fer

Using (1) we can rewrite X as:

|IF| Z |Z m0+f,T1,Cl)—p(m1+f,T1,Cl))*p(f,?“g,CQ)]l (2>

ci,c2 feF

Since VYmgy, mo, 1, ch(ml + f,rc) = Zp(mg + f,7,¢), we have:
JeF fEF

vmlvm%racvz(p(ml+fvrvc)_p(m2+farﬂc)):0 (3)
feF

We know from (3) that for any f’' € F:

> [p(mo + f.r1e1) = plma + fory,en)] # p(f 72, ¢2) =0 (4)
feF
By (2) and (4), we get:
\IF| Z |Z p(mo+f,r1,c1)—p(ma+f,r1, e1))*(p(f, 72, c2)—p(f' r2, ¢2)) ]|
ci1,c2 feF
Using the triangular inequality:

i| Z Z p(mo+f,r1, c1)—p(ma+f,r1, e)) [ (p(f, r2, c2)—p(f', 72, €2)) ]

c1,c2 fER



Reversing the order of summation we get:

1

X = (@) ];FZZ [|(P(m0+f7 1, c1)—p(mi+f, 7”1701))|*|(P(f, 7’2,02)—P(f/,?"2702))\]
1
X< (m) * || * (2€) x (2¢)
= X <2.(2¢%)

Hence P’ is 2e2-secret. O
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