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Abstract. Finding the shortest vector of a lattice is one of the most im-
portant problems in computational lattice theory. For a random lattice,
one can estimate the length of the shortest vector using the Gaussian
heuristic. However, no rigorous proof can be provided for some classes of
lattices, as the Gaussian heuristic may not hold for them. In the paper we
study two types of random lattices in cryptography: the knapsack lattices
and the NTRU lattices. For random knapsack lattices, we prove lower
bounds of shortest vector lengths, which are very close to lengths pre-
dicted by the Gaussian heuristic. For a random NTRU lattice, we prove
that with a overwhelming probability, the ratio between the length of the
shortest vector and the length of the target vector, which corresponds
to the secret key, is at least a constant, independent of the dimension of
the lattice. The main technique we use is the incompressibility method
from the theory of Kolmogorov complexity.
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1 Introduction

A lattice is a set of points in an Euclidean space with periodic structure.
Given n linearly independent vectors bq,...,b, € R™ (n < m), the
lattice generated by them is the set of vectors

L(bl, R ,bn) = {lebl X € Z}
=1

The vectors b1, ..., by, form a basis of the lattice.



The most famous computational problem on lattices is the shortest
vector problem(SVP): Given a basis of a lattice L, find a vector u € L,
such that || v [|>]| u || for any vector v € L\ 0. For the hardness of SVP,
Ajtai first proved that SVP is NP-hard under a randomized reduction [1]
and his result was strengthened in [12][4][3][9][7]. The upper bound for
the length of the shortest vector is given in the famous Minkowski Convex
Body Theorem. Nevertheless, there is no known efficient algorithm which
can always find a vector within the Minkowski bound.

The study of random lattices has a long history, dated back from
[18]. It turns out that one can define a measure on the set of all n-
dimensional lattices of a fixed determinant, and have a precise estimation
of the expected length of the shortest vector [2]. One way to achieve it
is to use the so-called Gaussian heuristic. Given a n-dimensional lattice
L with determinant det(L), the Gaussian heuristic predicts that there
are about vol(C')/det(L) many lattice points in a measurable subset C
of R™ of volume vol(C'). It can be made precise, for example, when C' is
convex and symmetric around the original point O, and vol(C') is much
bigger than det(L). If we take C' to be an n-sphere centered at O, for
C to contain a few points, vol(C') is about det(L). In the other words,
the length of the shortest vector can be approximated by the radius of
a sphere whose volume is det(L), which is about \/n/2erdet(L)"/". As
an interesting comparison, the Minkowski Convex Body Theorem asserts
that if the volume of sphere C is greater than 2"det(L), then it must
contain a nonzero lattice point. This gives an upper bound of the shortest
vector length at about /2n/emdet(L)'/™, which is only twice as large as
the prediction made from the Gaussian heuristic.

Most of lattices appearing in cryptanalysis are random in some sense,
but some of them are not random according to the above measure. See
discussion in [15]. The length of the shortest vector may be much shorter
than the prediction made from the Gaussian heuristic. In this paper, we
consider two classes of random lattices appeared frequently in cryptogra-
phy: knapsack lattices and NTRU lattices. Knapsack lattices are closely
related to the Lagarias-Odlyzko lattices [10], which was first introduced to
solve the knapsack problem. A knapsack lattice is spanned by by, ..., by
below:

by = (a1,1,0,...,0)
b2 :(aQ,O,l,...,O)

b, = (a,,0,0,...,1),



where a1, as, - - - , a, are integers. We call the lattice random, if a1, ao, - - , an,
are selected uniformly and independently from r-bit integers, namely, the
integers between 0 and 2" — 1. Random knapsack lattices were used by
Nguyen and Stehle [15] to assess the performance of LLL algorithm. We
prove that with probability at least 1 — %, the length of the shortest

vector in the knapsack lattice Ly, 4,.... q, 15 greater than 4/ "2—1'61 Qi (1+

O(%)), which is not far away from the Gaussian heuristic.

The NTRU cryptosystem was first introduced at the rump section of
Crypto 96 by [6]. It operates in the ring of truncated polynomials given
by Z[X]/(X" —1). Define T(dy, d2) be the set of polynomials of degree
N — 1 with dy coefficients 1, do coefficients —1 and rest coefficients 0. Let
B be a positive constant < 1/2 and let d = |SN|. The security of the
NTRU cryptosystem is based on the difficulty of finding short vectors in
an NTRU lattice:

10---0 hg hy-- hy_y

01---0hx_1ho- hy_o
00---1 hi ho--- h
NTRU _ 1 N2 0
L ~100---0 g 0O0--- 0 (1)
00---0 0 ¢q-- O
00---0 0 0-- ¢
where ¢ is a positive integer, (hg, h1,--- ,hny—1) is the coefficient vector

of a polynomial h(z) = Zf\:ol h;x® and there exist polynomials f(z) =

SN firt € T(d+1,d) and g(z) = SN gia® € T(d, d) such that
h(z)f(z) = g(x) (mod ¢,a™ —1).

We call an NTRU lattice random if f(x) is selected uniformly from the

invertible elements ( in the ring (Z/qZ)[z]/(x"Y —1) ) in T(d + 1,d), and

g(z) is selected uniformly from 7'(d, d).

Remark 1. A random NTRU lattice can mot be obtained by selecting

(ho,h1,ha, -~ ,hy_1) in (1) randomly from (Z/qZ)"N. If fact, a lattice

obtained in that manner is most likely not an NTRU lattice.

Interestingly Gaussian heuristic clearly does not hold for random NTRU

lattices. According to the Gaussian heuristic, the shortest vector length

is about \/Ng¢q/2em, but the vector
(anfla"' 7fN71,g[)agla"' angl)v



which will be called the target vector, is in the lattice and has length
O(\/]V ). Many conjecture that the target vector is indeed the shortest
vector in the lattice in most of cases. However, no formal proof has been
provided. It is important to bound the length of the shortest vector from
below, since if the shortest vector is significantly shorter than the tar-
get vector, say that it has length o(m ), then it can be recovered by
an exhaustive search in time 2°Y), and can be used in breaking NTRU
cryptosystems [5]. In this paper, we prove that with a overwhelming prob-
ability, the ratio between the length of the shortest vector and length of
the target vector is at least a constant. In the other word, we prove that
most likely, the target vector is as long as the shortest vector up to a
constant factor. In particular, if d = | N/3], as it is commonly set, then
with a overwhelming probability, the shortest vector in a random NTRU
lattice is longer than +/0.28 V.

Remark 2. There are other variants of NTRU cryptosystems, which cor-
respond to lattices of slightly different forms. We will not discuss them
due to the space limitation. Nevertheless similar results can be obtained
by our techniques.

Since it is known that approximating the shortest vector by any constant
factor is NP-hard [9] for general lattices, this result provides a strong
evidence for the security of the NTRU cryptosystem against the lattice
reduction attack.

We regard the main contribution of this paper is to use Kolmogorov
complexity to study the expected length of a random lattice in certain
class, which is powerful yet conceptually simple. The rest of the paper is
organized as follows. In Section 2, we will review some backgrounds about
lattices and Kolmogorov complexity. The lower bound for the shortest
vector length of the random knapsack lattice will be studied in Section
3. In Section 4 we prove the lower bound of the length of the shortest
vector for a random NTRU lattice. The proof in Section 3 is simpler,
which can be considered as a warm-up for Section 4. We conclude this
paper in Section 5. In this paper, we use log to denote the logarithm base
2 and use In to denote the natural logarithm.



2 Preliminaries

2.1 Lattices

Let R™ be the m-dimensional Euclidean space. A lattice in R™ is the set
n
L(bl, - ,bn) = {szbl 1T € Z}
i=1

of all integral combinations of n linearly independent (column) vector
b1,...,bn € R™. The integer n and m are called the rank and dimension
of the lattice. A lattice can be conveniently represented by a matrix B,
where by, ..., by are the row vectors. The determinant of the lattice L is

defined as
det(L(B)) = {/det(BBT) (2)

The most famous computational problem on lattices is the shortest
vector problem(SVP): Given a basis of a lattice L, find a vector u € L,
such that || v ||>| u || for any vector v € L\ 0. The following is a
well-known theorem on the upper bound of the shortest vector length in
lattice L.

Theorem 1 (Minkowski) Any lattice L of rank n contains a non-zero

vector v with )
IVl < (14 o(1))v/2n/em det(L)n

In many literatures, the theorem is presented with a weaker bound /n det(L)% :

2.2 Number of integral points in a sphere

To obtain our results, it is important to have an accurate estimation of
the number of integral points inside of n-sphere centered at the origin of
radius R. Denote the number by W (n, R). In general, one can approxi-
mate W (n, R) by the volume of the sphere, denoted by V'(n, R). However,
if the radius of the sphere is small, compared to the square root of the
dimension, then the volume estimate is not very accurate. More precisely,
if the radius of the sphere R > n!/2*¢ the number of integral points in
the sphere is equal to the volume

V(n, R) = (Van + O(1) ([ 2SRy

with a small additive error. If r is \/an for some small constant «, then
the estimation using volume is not so precise. To see this, note that when



a < ?16’ the volume of the sphere is exponentially small, yet it still

contains many integral points. We should use the result found in [14] to
estimate W(n, R) for R = O(y/n):

Proposition 1. Let o be a constant. Then there exists a constant 6,
depending only on o, such that W(n,\/an) > €™ for n large enough.
Moreover, as a gets larger, 6 is approaching In(v/2mwec).

To find ¢ from «, one defines 0(z) = 1+ 2 2, 2. Set §(a, x) =
azr + Inf(e™™). We can compute § = ming>od(a,z). As a comparison,
W (n,0.1n) ~ 03944157 " and V(n,/0.1n) ~ 92676457 1/ (n \/0.5n) ~
e107246n and V(n, v0.5n) ~ e!97236" For o > 0.5, the difference between
log V(n, /an)/n and log W (n, v/an)/n is less than 0.0001. See Table 1 in
[14]. We also have

Proposition 2. Let § be a constant. Then there exists a constant a such
that if a n-sphere centered at the origin contains more than € many
integral points, the radius of the sphere must be greater than /an for n

large enough. As § gets larger, a is approaching 626/27T€.

2.3 Kolmogorov complexity

The Kolmogorov complexity of a binary string x, conditional to y, is
defined to be the length of the shortest program that given the input
y, prints the string x, and is denoted by K(z|y). We define K(z) to be
K (x|e), where € is the empty string. It turns out that if one switches
from one programming language to another, the Kolmogorov complexity
is invariant, up to an additive constant, as long as both of the program-
ming languages are Turing Universal. The book [11] gave an excellent
introduction to the theory of Kolmogorov complexity.

One can show that for any positive integer s, K(s) < logs+ O(1). If
s = 1", the binary string of length n consisting of only 1, then K(s) <
logn+0O(1). Similarly if s is the first n binary digits of the number 7 after
the decimal point, then K (s) < logn+ O(1). From the examples, one can
see that the Kolmogorov complexity is a good measure of randomness in
the string.

For each constant ¢, a positive integer x is c-incompressible if K (z) >
log(z) — ¢. By the counting argument, one can show

Proposition 3. For any y, a finite set A of cardinality m has at least
m(1 —27°) 4+ 1 elements x with K(x|y) > logm — c.

This observation yields a simple yet powerful proof technique — the in-
compressibility method.



3 Lower bound for the length of shortest vector of
knapsack lattice

Knapsack lattices are closely related to the lattices introduced by Lagarias
and Odlyzko [10] to solve the knapsack problem: Given positive integers
ai,as,...,a, and s, whether there is a subset of the a; that sums to
s. That is equivalent to determine whether s = Y " |, m;a; is solvable
under the conditions m; € {0,1},1 < i < n. For more details about the
knapsack cryptosystem, please refer to [13][17][10][16] .

To solve the knapsack problem, one usually studies the lattice spanned
by bi,..., by below.

bl :(al,l,O,...,O)
bs = (as,0,1,...,0)
by = (as,0,0,...,1)

We denote the lattice by Lq, as,... an-

From the equation (2), we can compute that det(L) = /> " a? + 1.
From Theorem 1, we can get that the length of the shortest vector is

smaller than |/ 22(>"" a? + 1)ﬁ SRVE 2w . For the lower bound of the

shortest vector’s length, we prove a theorem below.

Theorem 1. Let 5 be a constant. Let n be a positive integer and r =
|Bn]. Let S = s189 -+ spyr be a binary string with length nr and

K (S|n,r) > nr —log(nr).
For 1 <i<n, let a; be the integer whose binary representation is

S14+(G—1)rS24(i—1)r " * " Sr+(i—1)r-

Then there exists a constant «, depending only on 3, such that for the
knapsack lattice Lq, as.... a,, the shortest vector’s length is greater than
Van. Moreover, as (3 gets larger, « is approaching 2%8 /2re.

Proof. Suppose vector v .= (v1,...,v,+1) be the shortest vector of the
lattice L, then v should be the linear combination of bq,..., by,

n
VvV = Z tibi
i=1

7



where t; € Z and t; are not all zero. So we have
v1 = tia1 +taag + ...+ than (3)

v, =1t_1,2<i1<n+1 (4)

From equation(3)(4), we have v1 = > , v;a;, where the coefficients
v; for 2 < i <m+1 are not all zero. Let k be the smallest integer greater
than 2 such that vy # 0. Then we can get

n+1
v — > v
ap = szljvwék v (5)

From equation (5), we see that there exists a program that will print S,
given (ay, a2, -+ ,ak_1,0k11," -+ ,ay) and v. The length of such a program
(not including the input) is O(1). Suppose that the length of the vector
v is R. To describe v, we note that it is an integral point in the (n + 1)-
hypersphere of radius R centered at the origin. So we only need to use
log W(n + 1, R) bits. That is

K(S|n,r) < (n—1)r+logW(n+1,R)+ O(1)

On the other hand, we have K (S|n,r) > nr—log(nr). Solog W(n+1, R) >
Bn+ O(logn). It follows from Proposition 2 that R is large than /an for
some constant a.

Corollary 1. Let 8 be a constant. Let n be a positive integer and r =
|Bn]. If ai,a9,- -+ ,a, are selected randomly and independently from in-
tegers between 0 and 2" —1, then with probability at least 1 — %, the length
of the shortest vector in the lattice L, ... a, S greater than \/an. More-
over, as 3 gets larger, o is approaching 22”8/277'6.

Proof. If ay,a9,--- ,a, are selected uniformly and independently from
integers between 0 and 2" — 1, then if we write them as binary strings
of length r, and concatenate them together to form a binary string S of
length nr, then with probability 1 — K(s|n,s) > nr —log(nr).

m"’
A similar result can be achieved if r grows super-linearly in n.
Corollary 2. Let r = n't€. If a1, a9, -+ ,a, are selected randomly and

mdependently from integers between 0 and 2" — 1, then with probabzlzty at
least 1 — ==, the length of the shortest vector in the lattice L, 4, s

(L4 O(E)).

+1
greater than 52



4 Lower bound for the length of shortest vector of NTRU
lattice

The NTRU algorithm was first introduced by [6] at the rump section
of Crypto 96. It operates in the ring of truncated polynomials given by
Z[X]/(XY —1). The security of the NTRU cryptosystem is based on the
difficulty of finding short vectors in NTRU lattices.

To describe the parameters of the NTRU cryptosystem, we begin by
choosing an integer N > 1 and two moduli p,q such that ged(N,p) =
ged(p,q) = 1. Let R, R, and R, be the convolution polynomial rings

R =Z[a]/(z" —1), Ry = (Z/pZ)[z]/(a" — 1), Ry = (Z/qZ)[z]/(«" 1)
For any positive integers d; and do, define the set

a(x) has d; coefficients equal to 1;
T(di,d2) =< a(z) € R: dy coefficients equal to — 1;

has all other coefficients equal to 0
Polynomials in T'(dy, d3) are called ternary polynomials. The public pa-
rameters is (N, p, q,d). The private key consists of two randomly chosen
polynomials

f(x) e T(d+1,d) and g(z) € T(d,d)

and then computes the inverses

Fy(z) = f(z)"'in R, and Fy(x) = f(z)! in R,

compute
h(z) = Fy(x) * g(x) in R, (6)

and the public key is the polynomial h(z). From equation (6) we can
obtain relationship

f(x) x h(z) = g(x) in R, (7)
where f(z) and g(x) have very small coefficients.
Define the NTRU lattice :

10--+0 hg hy-- hy_q

01---0hy_1ho--- hn_o
by STl el

INTRU _ bs _ 00---1 hy hy--- ho @)
: 00---0 g O0--- 0
ban 00---0 0 ¢q--- 0
00---0 0 0--- g¢q



where (hg, hi,- -+, hy_1) are coefficients of h(x). Since g(1) = 0,s0 h(1) =
0 (mod q), thus this lattice has a trivial short vector (1%, 0%), which can
be shorter than the private key. If we adopt Coppersmith and Shamir’s
approach [5], and use a slightly different lattice of rank 2N — 2:

1-1/N —1/N --- —1/N by hi - hy_i

—1/N 1—1/N--' —1/N hn_1 ho co+ hny_9

~1/N -1/N ---1-1/N Iy hy - ho ©)
0 o -+~ 0 ¢—-¢/N —¢/N --- —q/N
0 o - 0 —g/N gq—¢q/N--- —q/N
0 o -+ 0 —¢/N —¢q/N ---q—¢q/N

then the short vector (1%, 0V) is eliminated from the lattice. Coppersmith
and Shamir proved if one can find a sufficiently short vector in the NTRU
lattice, then the short vector gives us an equivalent private key.

Lemma 1. Assume that d = |BN]| for some constant 1/10 < § < 1/2.
For any polynomial f, if we randomly select a polynomial g in T(d,d),
then with probability at least 1 — 270N we have

K(g|N, f) =N
for some constant v, when N is large enough.

Proof. The cardinality of the set T'(d,d) is

N\ /N —d 9(—2plog B—(1-28)log(1-28))N
>
<d>< d >— NOm)

So we may take v = —281log 8 — (1 — 25) log(1 — 23) — 0.1.

In most applications of NTRU cryptosystems, ¢ is set to be a power of
two. In the following theorem, we assume that ¢ is a prime for simplicity.
The proof for the power of two case is similar but more technical. We will
include the proof in the full version of the paper.

Theorem 2. Let N be an odd prime. Let ¢ < N? be a prime. Assume
that q has order N — 1 in (Z/NZ)*. Fiz a polynomial f in T'(d + 1,d),

10



which is invertible in R. Suppose that g is a polynomial in T(d,d) such
that
K(gIN, f) 2N

for some constant ~v. The length of the shortest vector in
than vV alN for some constant o depending only on .

LNTRU s greater

Proof. First observe that since f is invertible, we have
[K(g|N, f) = K(h|N, f)| = O(1).
Since ¢ is a primitive root modulo N, we have that
(N =1 /(z-1) =2V 2N 2 1

is an irreducible polynomial over F,.
Suppose the vector V = (v1,v9,...,v3N) € 72" is the shortest vector
of LNTRU Tf it is (1™, 0V), then its length is v/N. Otherwise there exists

integers ki, ..., kx such that
N N
V = Z v;by + Z kij-hi‘ (10)
i=1 j=1

From equation(10), we can obtain that

hovi + hny—1v2 + ...+ hioy = vy (mod q)
hivy + hova + ... + hovy =vnyy2  (mod q)

hn_1v1 + hy_ov2 + ... 4+ houny = van (mod q)

Let w be the N-primitive root of unit in the algebraic closure of F,. The
ranks of the circulant matrix

V1 UN V2
Vo U1 ces U3

(11)

UN UN—1 """ U1

depends on the roots of the polynomial v; + vz + - - - + vox¥ 1. More
precisely, if d elements in {1,w,w?,wN =1} are zeros of the polynomial,
then the rank is N — d [8]. Since (v1,---,vn) can not be all 1, the rank
is at least N — 1. If

vit+ony+--+v2#0 (mod gq),

11



then the rank is N, we can recover (hg, hi,...,hy_1) from v. Otherwise
the rank is N — 1, then (hg, h1,...,hy—1) is in a 1-dimensional solution
space of the linear system, namely, it equals to B + aBsy, where By, By €
F]qv can be uniquely determined by v, and a € F,. Suppose that the
length of the vector v is R. To describe v, note that v is an integral point
in the (2N)-hypersphere of radius R centered at the origin. So we can use
log W (2N, R) bits. To describe h, we just need v and a.

K(g|N, f) < K(hIN, f) + O(1) < log(W(2N, R)) +log g + O(1)
Since K (g|N, f) > vN, we have
W (2N, R) > 2NV /NOO),
Hence R > v/aN for some constant o by Proposition 2.

The above theorem shows that with a overwhelming probability, the
shortest vector in a random NTRU lattice is at least a constant factor
away from the target vector. In many practical applications of the NTRU
cryptosystem, d is set to be close to | N/3]. In this case, we calculate a.

Corollary 3. Ifd = |N/3|, then with probability greater than 1—2701N
the shortest vector in a random NTRU lattice has length greater than

v0.28N.

Proof. By Lemma 1, we can take v to be 1.48. Then
W(2N R) > 21.48N — 60'51*2]\[.

Hence R > 1/0.14 + 2N = +/0.28N.

Note that if the target vector is the shortest vector, then R = \/4N/3.
It is an interesting open problem to close the gap.

5 Conclusion

In this paper, we study the length of shortest vector of random knapsack
lattices and random N'TRU lattices. Let a1, as, - - - , a,, be integers selected
uniformly and independently from integers between 0 and 2" — 1, then
with probability at least 1 — %, the length of the shortest vector in the
knapsack lattice L, qs,... 0, is greater than 4/ %2#1 (1+0(@)). For
random NTRU lattices, we obtain that with a overwhelming probability,
the lower bound of the shortest vector length of NTRU lattice is £2(v/N).

The main problem left open by this work is to prove that with a high
probability, the target vector is shortest in a random NTRU lattice.

12
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