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[ Abstract] Aiming at the securing hole of UMA-RFID protocol, a ultra-lightweight RFID mutual authentication protocol is proposed. Through
improving the interaction of UMA-RFID, the identifier of tag can be avoidably leaked and the freshness of message for tag answering can be
realized each time. XOR operation and shift operation are merely utilized in the proposed protocol, and the demand for the capacity of calculation

and storage of tag are reduced. The analysis of security and performance shows that this protocol can efficiently resist spoofing attack, which is

suitable for much lower-cost RFID system.
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