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Abstract: An adaptive strategy was proposed for EH system. Modules of attack detection, feedback transmission and 

adaptive control were added to original EH system. They could help to make threats analysis and adjust hopping strategy 

in real time, so as to reduce the probability of the system stepping into the attackers’ target area. With the experiments 

proving the anti-attack ability of the prototype system, the feasibility and effectiveness of adaptive strategy were demon-

strated for EH system. 
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Capture: ch_cap (packet) 

IP(packet) �Target

temp

 

Analysis: if(Length(Target

temp

)=1)  

Then Target= Target

temp

  

else Target=Ltd(Target

temp
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Control Center�Client:  key  

Control Center: //generate Syn information 

Syn={ f(t, key), t

start

, t

stop

, t

onehop

, Clock}  

Control Center�Node: Syn  

//transmit Syn to Node 

Control Center�Client: Syn  

//transmit Syn to Client 

X"Y9ÎZª��:;Ì<=�'(?W�

�OE f(t, key)<��³´è[r( t

start

<ÎZr(

t

stop

<��\]r( t

onehop

�wxr^ Clock� n�

®r(�9 t

start

������%&è[g L'� 

è[�������+,³´ª��:;#<

=��1_Ìr(³´> n`X�er^�²Z

³´r(��ab�³´>cd��:;'ª�«

IP efî31���³´Ûe�Ìf� Web ³´

>÷gh��:;ê�345P) f(t, key)�i1à

��ef������<=�Ì³´>'(A})

*yö��������)*yör���øjB

;�<=�ê�Í 345P)§O®R³´ IP�

Ì³´>��)*+,� 

<=�}�)*yöG³´>�Ûe�cà

I,�Ã\ 

Control Center: for (1,2, , )i r∈ L do 

 if IP(node

i

)= f(t, key) then set 

node

i

 ACTIVE 

   else set node

i

 SLEEP 

Client: IP= f(t, key) , creat(packet), send 

(packet)
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 on ACTIVE: on ch_recv (packet)  send 

(packet) to F 

node

i

 on SLEEP: on ch_recv (packet)  drop 

(packet) 

F: on ch_recv (packet) send(packet) to Web 

Server 

Web Server:  recv(packet) from F 

7³´>}�)*yöG<=��ÛeÌ'

kl�üm�noÃ� 

2.3  
��������	 

2.3.1  ������� 

������%&��¨·�³´�����

)*yö(AllPacket)yî 3�k,� 

1) ÷]yö(NRltPacket)�«�5����

��8}�������ý÷]�)*yö� 

2) � nyö(USynPacket)���%&�à

��JKÛe��@^pq nÀÁrs�+â

� nyö� 

3) JKyö(AtkPacket)�JK�ÂF����

�JKrs�)*yö� 

F��Öt�R 2�)*yöuâ1ùìîv

1�8JKyöuâ�wìG�®MJK}sr�

JKyö�)âxyG^R 2�)*yö�£ 

 

)()(

)()()(

AtkPacketsQtyAtkPacketsQty

sUSynPacketQtysNRltPacketQtyAllPacketsQty

≈+
+=

 

z$�¨��³´������)*yö)â

)(AllPacketsQty

�¦O4����JKyö�)â

)(AtkPacketsQty

�w$ß¦¹JKÝÞ���"²�

�ÐÑ� 

2.3.2  �	
������� 

�ÒM{���%&��î�Z¨�����

ÓÔ:;IÚ Agent��^�rÕÖ#|}®R�

�����¹JKÝÞ�1_×ØGÙo�þ�%

&ÎMcN 2��� 

Ùo�þ&§�M�³´��¹JKÝÞ�º

~o1��ÐÑ�#� t

d

r(�y}GÜ��x<

=��Ü��x<=�/~ÐÑº~¡¢à��e

f�w�çJK�ª]�����® t

a

�1^ 5t

d



�54� �  �  �  � � 32� 

r�ÉÊË�ÐÑ¶9�ìO��BPQ�îÓÔ

ÉÊË�µ�(FÒ§O IPef�345P)��

"²� 

 

���� �����
( , , ) ,IP f t key List List Node= =  

«��List î®R¨��������List

start

î�

[¨��������P) f(t, key)� List�345

¡¢à��ef� 

 

� 2  	
��������� 

�X"Y9�Ùo�þ!1 n�� Syn�·

«}zGÜ<=�#Ü¨������cà��\ 

Control Center�Client: (key, List

start

) 

Control Center: Syn={ f(t, key, list), t

start

, t

stop

, 

t

onehop

, Clock} 

//generate Syn information 

Control Center�Node: Syn //transmit Syn to 

Node 

Control Center�Client: Syn //transmit Syn to 

Client 
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Agent on node

i 

(node

i

 is SLEEP): 

Timer=�t

onehop

,  Counter

i

=0 

while (Timer) 

on ch_recv (packet)  Counter

i

= Counter

i

++ 

if Counter

i

>��then report (node

i

) to Control 

Center 

Control Center: List=List

start

−(node
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)

 reported

 

send (List) to Client 

Client:  IP = �(t, key,list) 

«�§)�_�Timer�î��\]r(�t

onehop

�

����ì1���¨wA�JK}a��rµ�

%������×Ø+,ê%&P�������

���� 5r��PQ�O�z$� 3.2����

=5����� 

ÉÊËÐÑ��þ�^�F®RÜ��¹J

KÝÞ���ry¥�¡¢�¹JK���'î

à��ef���
¨���Y�4¹JKÝÞ

ÉÊË�����1e±�ç?@JK�%$

.2�M��'B�£®?@¶7)r(�Ö�

y¥����ÐÑ�¨w�Û�þ!§�JK5

�� �¨�����Y�·à��ef¡ 

¾«¢_���w$'îE���à�£JK�

î�¤ü�ÝÞ}s�(F�ÐÑ��6��6

��ÐÑcà\ 

Agent on node

i 

(node

i

 is SLEEP): 

Timer=�t

onehop

,  Counter

i

=0 

while (Timer) 

on ch_recv (packet)  Counter

i

= Counter

i

++ 

if Counter

i

>¥ then report (node

i

) to Control 

Center 

Control Center: List=List

start

−select((node

i

)

 re-

ported

 ,�) 

send (List) to Client 

Client:  IP = f (t, key, List) 
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