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Abstract: An adaptive strategy was proposed for EH system. Modules of attack detection, feedback transmission and 

adaptive control were added to original EH system. They could help to make threats analysis and adjust hopping strategy 

in real time, so as to reduce the probability of the system stepping into the attackers’ target area. With the experiments 

proving the anti-attack ability of the prototype system, the feasibility and effectiveness of adaptive strategy were demon-

strated for EH system. 
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�����VW�XY�Z[\]^7_60973141 Òabc�XY�Z[\]^7_09JCYBJ00300 Òde�fgh�Y
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Capture: ch_cap (packet) 

IP(packet) �Target

temp

 

Analysis: if(Length(Target

temp
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Then Target= Target

temp
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temp
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Control Center�Client:  key  

Control Center: //generate Syn information 

Syn={ f(t, key), t

start

, t

stop

, t

onehop

, Clock}  

Control Center�Node: Syn  

//transmit Syn to Node 

Control Center�Client: Syn  

//transmit Syn to Client 
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Control Center: for (1,2, , )i r∈ L do 

 if IP(node

i

)= f(t, key) then set 

node

i

 ACTIVE 

   else set node

i

 SLEEP 

Client: IP= f(t, key) , creat(packet), send 

(packet)
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 on ACTIVE: on ch_recv (packet)  send 

(packet) to F 

node

i

 on SLEEP: on ch_recv (packet)  drop 

(packet) 

F: on ch_recv (packet) send(packet) to Web 

Server 

Web Server:  recv(packet) from F 
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Control Center�Client: (key, List

start

) 

Control Center: Syn={ f(t, key, list), t

start

, t

stop

, 

t

onehop

, Clock} 

//generate Syn information 

Control Center�Node: Syn //transmit Syn to 

Node 

Control Center�Client: Syn //transmit Syn to 

Client 
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Agent on node

i 

(node
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 is SLEEP): 

Timer=�t

onehop

,  Counter

i

=0 

while (Timer) 

on ch_recv (packet)  Counter

i

= Counter

i

++ 

if Counter

i

>��then report (node

i

) to Control 

Center 

Control Center: List=List

start

−(node
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)

 reported

 

send (List) to Client 

Client:  IP = �(t, key,list) 
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Agent on node

i 

(node

i

 is SLEEP): 

Timer=�t

onehop

,  Counter

i

=0 

while (Timer) 

on ch_recv (packet)  Counter

i

= Counter

i

++ 

if Counter

i

>¥ then report (node

i

) to Control 

Center 

Control Center: List=List

start

−select((node

i

)

 re-

ported

 ,�) 

send (List) to Client 

Client:  IP = f (t, key, List) 
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IP*+ ,- ./ 

012 

Red Hat 

Linux 9 

1000 12.12.12.4 1 Web 

345 

Win 2003 1000 

13.13.14.4- 

13.13.14.7 

4  

678 

Win2003 1000 

13.13.14.8- 

13.13.14.12 

5 

CC67 

9: ! 

Ubuntu 10 1000 13.13.14.1 1 UDP 

;< ! 

Ubuntu 10 1000 12.12.12.241 1 TCP 

��=> 

Ubuntu 10 1000 
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12.12.12.240 

10 TCP 
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