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C loud com puting virus detection algorithm  
based on co-evolution im m une netw ork 

C H EN G  C hun-ling, C H A I Q ian, X U  X iao-long 

(C ollege of C om puter, N anjing U niversity of Posts and Telecom m unications, N anjing 210003, C hina) 

A bstract: A  virus detection algorithm  based on co-evolution im m une netw ork for cloud com puting w as proposed. The 

algorithm  introduce the test set. In the im m une netw ork construction and co-evolution phases, detectors are co-evolved 

through the fitness betw een detectors and test set, and the stim ulating level betw een detectors and antigens to optim ize 

the detectors in im m une netw ork continuously. So the ability of virus detection in the cloud platform  w as im proved. Fur-

therm ore, the im plem entation of the im m une netw ork construction algorithm  based on M apR educe w as presented. Sim u-

lation results show  that the proposed algorithm  can im prove the detection efficiency and reduce the redundancy of detec-

tors effectively. The virus detection rate and security of the entire cloud com puting platform  are im proved. 

K ey w ords: cloud com puting; im m une netw ork; M apR educe; virus detection 
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