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Algebraic Attack on Boolean Functions

YANG Wen-feng, HU Yu-pu, and GAO Jun-tao
(Key Laboratory of Computer Networks and Information Security Ministry of Education, Xidian University Xian 710071)

Abstract Based on algebraic attack, a new reconstruction method of Boolean functions from the partial truth
table is proposed. For the Boolean function with n variables and the degree of d, the proposed method requires O(N)
values in the truth table, and the computational complexity is O(N®), and the memory complexity is O(N), where

N =1+C, +C? +---+C{ . From the above complexity, the lower the degree of the Boolean function is, the more
efficient the method is. The proposed attack shows the designer of stream cipher should use Boolean functions with
low degree carefully.
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