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Cryptanalysis of an ID-Based Designated Verifier Signature Schemes
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Abstract Compared with ordinary digital signature, the designated verifier signature scheme makes it
possible for a signer to convince a designated verifier that she has signed a message in such a way that the
designated verifier cannot transfer the signature to a third party. In designated verifier signature scheme, no third
party can even verify the validity of a designated verifier signature since it must use the designated verifier’s secret
key in verification. Recently, an ID-based strong designated verifier scheme, ID-based designated verifier proxy
signature scheme, and partial cryptanalysis ware proposed. In this paper, we show that the designated verifier
signature scheme is delegatable, and the designated verifier proxy signature is forgeable since construction of the

proxy scheme is unreasonable.

Key words attack; delegatability; designated verifier signature;

Fo 08 B 28 A 2 SCRR L] 5 N IR AR AL B AU AT
TINS5, R E ISR BE S 56 RS
VRN BNGIERA, R E A AT REE AT
MG RIEBE S H M EIERL, FOYRAEHE A b
REFEGIEMES . WALE UL, B T84 H MK IE
&, B HARMNRE LSRN

SCHR[LTAZE T Bl sl i 45 € il H 2844 11
ME——uR i ERUEF A4 . (EIRIRE R 24
JTEH, AUXHHR E M RAUEHE A RE N RIES 4 . #i
AR, RS T E R IEE A T E T, BRI
A AR R PRI I AA . STHR[2] & s
e R IR SR A E IR 2R A4 T SRR I, SCRIR[3-6] W)
T Z R R IIE 25 4 07 1

SCHR[TTAILBAT IS PR e R A 24 TR S
SCHR[ADE LT E RAE B B AFAEA 8L EXT
MBI ARARHER -2 A B R AL
Boidio EHRZE A H U E W RT3

Wk H ). 2009 - 05 - 21

R H: EHK B RBHERE42(60803133); {1 15 1 45(200806140010)

proxy signature

J7 ((EANIE R 2544 2 FNEG UE & IO FAR), A 2537
REFE BRI A . HA)TE L, BR T AR AL RIRIE
PP REI T MR ARSI
LA R () F5 8 SR A5 44 T A B HAT M
SCHR[9-10]HUE W] T 2 A Hi B ik & 28 44 7 St wl #%
B, FE4R HUBT I 2 A Sk 244 T 58 o SCHR
[A11UE W] 53 AP JUAN i 5 Bk 2 25 44 T SRR e 5
R 24 07 R ALY, DLRITA IR T30
LN 1) 98 6 R Bl 2544 Ty S W B o SOk
[LATEF XS A7 AE SRR € BrlE & 2540 J7 S BARIE (B A
ANHTEAR S RS UE A n A DL, SR T 24
H D IR RO P E—— AU A P R FFRE
H SR

SCHRIGIE H A2 B R T 53 53 () A 2 6 E
B TT %, IFRINZIT SR g A, B A AL
Vo BtRAERCEERN B3 T 5T B 0 4R € A
BRI %, HIERSY BIZ T I 2o

fEE S ZAO6(1956-), T, IR, WL, EZNFEE 2T,



54 ZAOt S BT B R E B R A () A 0T 713

ASCHTFUR I SCRR[6] P 2% 5400 5 45 22 B
R 2544 7 S0 AN AL SRR 8 i 28 44 T i1
i, HLRBRBUT IR, B A, BARE
RIp B T AR, AH A RE IR
JSIR A% B AR RS 2 A AR 3T 53
fE Wb AL T R P A G2, S8
I BINE

1 EahEnH
A TR A AR SR T B XU M 15 A 5

Ho )
1.1 WEkExt

Bk G, A ZH q M IniERE, G, 4 IR SR,
PA G, AT, We:G,xG, — G, N HA NPT
IIPSEE e

(1) WENENE: WFTHIIP,QeG,, abeZ 5F
X e(aP,bQ) =e(P,Q)® /& r;

(2) dEB AN 770 & P,QeG, il 2
e(P,Q) =1, M1 haikRE G, M HL7 T

(3) Al XA P,QeG,, fA1ERZKIN
HikitH e(P,Q) »
12 HEEZRMRIZ

T EIA TSI T AR 2 A
(100 P&l AL B 1 3 I v 205l e 1) ) 73 (LN i) )
VRN 22 K 2 A — E 55 ) T K ik
M eI ) U i EEASOUR, Rk
[ {5k “AER) 7, B RUA RIT VR R T L S R
RN, EOHR AU bl N H AR
Wk “HMEM Y — 1),

(1) BSOS (DLP): W41 P,QeG,, MR
frEslaeZ fif3Q=aP, Ka.

(2) VHDHIE (CDHP): X {EflabeZ;,
C4n P, aP. bP, it abP .

(3) HIEDHIE(DDHP): *f{HfTabez;, ¢
HIP. aP. bP. cP, HlE%Eilc=ab &AL,

(4) XL VEDH A f5(BDHP): FliHLEHL P e G, Al
aP,bP,cPeG,, (ab,ceZ; KA&l), itiie(P,P)™ .

P i v E 3 1) R0 0 TG i R s, DR
IR “HER 7. g HBDHPR B A ik
E o

BDH{i¥: 15 Generator:BDHZ 4 1% 8%,
fift Y- BDH ji] 85 1) B3 L3 Adv, () 4 BV AR i
NG, G, e. P. aP. bP. cP, #itlie(P,P)*, H

H G,. G,» e & Generator [ %t ,  Bf Bl 2E BR JC
PeG,, Kibl%a,b,cez, . BDHIEB AN FIATIF &
RIEVEA,  Adv, () 21T ZRS

2 ETHMHREERIEEERAAR
METHMEERIEEREZSZ
FE
SCHR[6]/EBDHIR B 4 AE T, 42t T3 54

(AR € SR E 2844 T 28, AL SCER[AB] R Jemt |, 2

HT 5T SR e R IEE R4 T &

21 ETHMREEMIEEERAER
(1) RESHEE (setup): A4 0 (PKG)

TEELY Ky q 1 Z 5% GDH(gap diffie-hellman) ik it

G, M TRIERE G, , WERMEMLYS e: G, xG, — G,

FERMRICPeG, . PKGIEHBINHsez,, Iil5

P =SP T EAHRL M A5 . JEHUF A% i Hash ik 4L

H, :{0,} =~ G, flH, {01} xG,xG, —G,. ft/Fk

TE s, ZRESHON (G,,G,,P,P,,,H, H,.80) .
(2) ZHIHREUA  (key extract): T4 KIS

#31D, PKGF5LS,, =sH,(ID), 1FAHFAPLE L %«

AR RIEL B DI P
(3) 24 Mk 254 3% Alice U FIMEFE & i

iE# (Cindy) 24 o, BN Erez, , Hit5

U=rQpx ~ V= H,(M,e(rQpc,Sp4)) A 4

o =(U\V).

(4) BAUFFE: R E MR Cindyll 2145544
o Ja, ¥4, HHMNHV =H,(M,e(U,Sy.)) &
BT

(5) MRV Bl A T 56 F 1% 5 B B AL
r’eZa ’ H H“ %: U'= r'QIDA j&[]
o=H,(M,e(U",S,5s)) -

SCER[BIAZTT ST T 2400 i, RINZTT &
JEIERA . BRI AR, [ A] RAE B e
ANATFRL o
22 ETHHHEERIIEREEZFE

% EY, BT %iMHashik 3 H, 48, 245
B GBS EiR 7 Eh AR .
H, :{0,} xG, > G,

1) AR PE R RG24 Alice B Bl
KM BI85 & 56 10F % (Cindy) 24 o, 1% HUBE HL %k
rez, , H i H  U=rQp, M
V= HZ(W'e(rQIDB'SIDA)) » HopWigid sk T IR %44
T HREBELFHEFERNETEY, Qpg £RHE4
FBobl /A%, Alicedt!(U,W,V) % i%4Bob, Bob#%3Z



714 IR S N i NI

45 38 %%

%4, HBHAEEARXV =H,(M,e(U,S5,)) L.

2) RIS Bobil 5y EMIARBEZE 4,
Bob it M B Bl % tez, , H U5 X =tQpg -
Sipp =tV +Spg A Y =H,(M,W,e(tQuc, Spp)) -
Bob (M,W,V,X,Y) K IEL 44 & (1) 5k Cindy

3) RBLAE A WAES VL, BRI IE# Cindy
KR4 MW,V XY, BiFn i .

(1) FAHEMESFTEZRAEBWRILHTEH,
WERAIE, W IR, ez 4k,

(2) 7 Alice fIBob & 15 73 il /& ZEFE W H 1)
JRURZE 4% H AR B4 3

(3) i Lt A, Cindy#sz25 424 HAX
B2 XY =H,(M,W,e(Qc.V) €(S e, X)) KT
3 ANMNAENZEMERT
31 BEWIEEFEZAZNRNIE

AT FEAUPE AR AE TR 2 R #2844 7 R A AETT
PR A AN, AR TEIE M Z AR RS 2 4 3
BURE HE T R UE# I RLEH

SCHR[E]FE H o e B0k 25 44 7 S A 42 AL
(1), AEEREA 4 H s AR o A SCRUAIE 2% 7 %
A ROE TR, RIEWGHTAT 553 77D, 543
Fle(Qpc, Sipa) MITEHL T, JEIVEAF 2254478 A
UEF IRAAE IR TRl B0 e(Qipe, Sipa) »
REP=tE VAN A

Dit M BENL K rez, , HilH U=rQp, M
V =H,(M,e(Qpc:Sipa)") » fEI%AY o =(UV). R
SR 4 o BEAEAEAV = H,(M,e(U, Spe)) T
1M H. e(Qyoe, Sipa) #2544 F 5 445 E 150 1k A BE
A R AR (B 3 2 SR AE 715 (S oe Qo)

11433 e(Qpe s Sipa) 2 e(Spe, Qoa) MISAT T, H
L 1 R £ e (1) VT n S0 ok v B A 44 5 TR AL
B Sipa FIR TR 2 (S0 IE 2 TR FASH S oc -

T LAAZ 5S4 6 SCHR 7158 SR AT ALPE - 22 itk
JITAT IS T XU AR IR 2R 5 0 UE 75 28 44 7 S
CIEZ GO
32 ETHMREERIrEREXZRAIAER

TG, AR A B I R A T e e
AR, AT 44 3 (UG 28 44 8 5 AR € 1
B0 UF 5 (325 44 35 ) 1 585 307 # Toi B ik (U, W, V) 1
HiEtk, Pl AR e DUR A JHEIE, ] LU
AT . — 5 AL ARSI IE 25 44 1A vkt i - (T B
FEAE AR S N ) VR R 4, T
A T ZE IR AL H 7 (B 45 5E 150 174 Cindy)

WICRIGAE RS 4 Bk . PR o D3 i R M) 28
ZiRftarag, JLAREWT.
(1) ZAttthid: hidH - ERfEhw, b
15 B 0626 44 4 Alice AR B AE 44 % Bob, LA EM
A ZAT BWERFERITE .
(2 A4ty PhikF LB Erez, M
VeG, ilfi:
X=rP
Y= Hz(M :er(ch’V)e(ch’ erub)) °
BN EMIZEZ MW,V X)Y), BRI
e, B RAIEE A AREIAE A4 A A, D
i P LURSEIL B 5 H - AR Bhw, HNEL
5 B 0626 44 7 Alice AR B AE 44 5 Bob, LA EM
A AT PBWRIEHE B 2 E B .
(3) FiEE4 .t/ EWRRE R, AR W] 2 Dbt i
A RE R UE SRR AT S A1, XA
H,(M,W,e(Qpc,V)e(Spe. X)) =
H,(M,W,e(Qc.V)e(QS sc. X)) =
H,(M,W,e(Qpc.V)e(Qpe.SIP)) =
H, M !er(ch’V)e(QDC! erub )=
H, (MW, e(QIDC lV)e(ch’ erub)) =Y
FITEL, iRl g i SAIE Cindy % 32 1255 44
B Eh 3 RS Ly o

4 £ %

ASSCUEWIHE 5 73 (1 9 4 52 B e 25 44 582
(K2 O PR e = R NI NE Mt ATl AV BRI
BTG, FEOLE RGN .

2 % x M

[1] JAKOBSSON M, SAKO K, IMPAGLIAZZO R. Designated
verifier proofs and their applications[C]//Advances in
Cryptology-EuroCrypt. Berlin: Springer Heidelberg, 1996:
143-154.

[2] SAEEDNIA S, KREMER S, MARKOWITCH O. An
efficient strong designated verifier signature scheme[C]//The
international conference on information security and
cryptology. Seoul: Springer Berlin\Heidelberg, 2003: 40-54.

[3] LAGUILLAUMIE F, VERGNAUD D. Designated verifier
signatures: anonymity and efficient construction from any
bilinear map[C]//The Sixth Conference on Security and
Cryptography ~ for ~ Networks.  Amalfi:  Springer,
Berlin/Heidelberg 2004: 105-119.

[4] HUANG X, SUSILO W, MU Y, et al. Short(identity-based)
strong designated verifier signature schemes[C]//The
Information Security Practice and Experience Conference.
Hangzhou: Springer Berlin/Heidelberg, 2006: 214-225.

[5] SUSILO W, ZHANG F, MU Y. Identity-based strong



N Parag
ZEt 4

ST G I 2 R A4 1K) 2 40 715

designated verifier signature schemes[C]//The Conference
on Information Security and Privacy. Sydney: Springer
Berlin / Heidelberg 2004, 313-324.

[6] KANG B, BOYD C, DAWSON E. Identity-based strong
designated verifier signature schemes: attacks and new
construction[J]. Computers and Electrical Engineering, 2009,
35: 49-53.

[7] LIPMAA H, WANG G, BAO F. Designated verifier
signature schemes: attacks, new security notions and a new
construction[C]//International Colloquium on Automata,
Languages and  Programming.  Lisboa:  Springer
Berlin/Heidelberg, 2005: 459-471.

[8] SAEEDNIA S, KREMER S, MARKOWITCH O. An
efficient strong designated verifier signature scheme[C]//The
International Conference on Information Security and
Cryptology. Seuol: Springer, Berlin/Heidelberg, 2003: 40-
54.

[9] LAGUILLAUMIE F , VERGNAUD D. Designated verifier
signatures: anonymity and efficient construction from any
bilinear map[C]//The Conference on Security and
Cryptography for Networks. Amalfi: Springer Berlin/ &
Heidelberg, 2004: 105-119.

[10] STEINFELD R, WANG H, PIEPRZYK J. Efficient
extension of standard schnorr/RSA signatures into
universal designated-verifier signatures[C]//Public Key
Cryptography. Singapore: Springer Berlin/Heidelberg,
2004: 86-100.

[11] LI Y, LIPMAA H, PElI D. On delegatability of four
designated  verifier  signatures[C]//The International
Conference on Information and Communications Security.
Beijing: Springer Berlin/Heidelberg, 2005: 61-71.

[12] SUSILO W, ZHANG F, MU Y. Identity-based Strong
Designated Verifier Signature Schemes[C]//The
Conference on Information Security and Privacy. Sydney:
Springer Berlin/Heidelberg, 2004: 313-324.

[13] LAGUILLAUMIE F, VERGNAUD D. Multi-designated
Verifiers Signatures[C]//The 6th International Conference
on Information and Communications Security. Malaga:
Springer Berlin/Heidelberg, 2004, 495-507.

[14] Bk, SUSILO W, IR, B35 2 IEH 25 4 o9 1T
FAHE[I]. T K FF AR (T F0R), 2009, 43(2): 334-337.
LIAO Yong-jian, SUSILO W, CHEN Kang-sheng. On
non-delegatability property of strong designated verifier
signature[J]. Journal of Zhejiang University (Engineering
Science), 2009, 43(2): 334-337.

[15] LAL S, VERMA V. Identity base strong designated verifier
proxy  signature  schemes[DB/OL].  [2009-05-16].
http://eprint. iacr.org/complete/2006/394.pdf.

A& K, #Ix, 19964 £ 4 T4
BRFRIFHEF4, NACTAH
BRFHENFREZ. LA S
0B, B RN FAEE . W)
RAHART (A, TEANEEZ 24
FEGFR. IR E Lo
F, HAHSFFREER AT
HBEEREER, HAAZFERSE
BEHERFERSER, BROAMFALRTTRE
R, BRI BZFRETPRER, BRELZERE
FEAA I M (T 3R)E R R, WA AR P e E
K, WILERAT AT S BER, WG EMES
FNEEK, W GHBTEFEEHRAERARA, WIE
FRBHARE BN ERT, W R A E F KL,
B, BRI SIGER R, WG S AR A
Fi0F, BRLTERIRFFL(EEE) SR, % Hhiasi
FlhE. H5R, RBEEAHEZHHREBFRFRASN L
A FRELB0A (L FSCL. EWERI0AE), HFEZwW)IE.
FRFTARAS —FLE—F. Wl gHBEH S =F % —
R, BFHFER=ZFL—R, RATHESS —FLf=
FRE—I,; FARMFZEARILA. £430. THEK
g AAE AL, BE63TN. BRTEIML 5 8%
FEY, HEEEAE, FFRA. W) 4L XFAL
RE SA.

>.



