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Access Control Scheme Based on Attribute Certificates
for Mobile Agents System
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Abstract According to the security requirements of mobile agent system, especially the problem of access
control, public key infrastructure/privilege management infrastructure (PKI/PMI) is applied as basic service facility,
agent attributes certificates and platform attribute certificates are then introduced to extent the environment of
mobile agent systems. This mechanism provides good agility to include a more extendable security policy, and is,

therefore, suitable for most of the current mobile agent applications.
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