F40E B
20114E1 A

L N NI = 4

Journal of University of Electronic Science and Technology of China

Vol.40 No.1
Jan. 2011

AERE R FOSNEIAERF
W, B

(P T RHCR AT LN S E R 2 SHE TR AERE 1% 710071)

[HE] RE A THEFTOTERGINEFT L, AT BIGAEG W, RAZAZIERFEBIEFE TR, &5
EIFEL2EEANT, ABFAPINEBELA S AGEHR, REBFEIERTEN. 2AEY, ZFETARIA
fefrwAGAGE S ey w LEE, AR, #HAZAKITHAT.

X B OA REpAME; w4 AR, R, TREITF

hESES  TP309 XHERFRIZES A doi:10.3969/j.issn.1001-0548.2011.01.024
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with Smart Cards and Passwords
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Abstract Only identities of the server and the user are authenticated in traditional smart cards based
passwords authentication schemes, but whether the platform is trusted or not does not be verified, and this identity
authentication cannot provide enough protection on personal information of users. A trusted mutual authentication
scheme based on smart cards is proposed, in which hash functions are used to authenticate identities, and remote
attestation is used to verify the platform. Analysis shows that our scheme can resist most of possible attacks and is

therefore more secure and efficient for smart card applicatoins.
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