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Abstract: A novel method for masquerade attack detection based on shell commands was proposed. At the training stage, 

the variability of users’ behavior and the feature of masquerade attack were thoroughly considered, and stationary homo-

geneous Markov chains were employed to profile the normal users’ behavior. The shell commands were gradationally 

merged into multiple sets according to their frequencies and then states were constructed accordingly, which significantly 

reduced the number of states and the memory of the transition probability matrix and improved the generalization of the 

detection system, compared with existing Markov chain methods. Considering the real-time detection demand and the 

short-time relevance of shell commands, the states were matched with a high-frequency-first scheme at the detection 

stage, and the decision measure was computed by smoothing the probabilities of short state sequences. This decreased 

computational complexity and the false-alarm rate. Experimental results indicate that our method can achieve high detec-

tion accuracy and practicability, and is especially applicable for on-line detection. 
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