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Abstract: A new variant of 5-round distinguisher of meet-in-the-middle attack on AES was constructed by exploiting the 

properties of the round transform of AES. Based on the variant of distinguisher, meet-in-the-middle attacks on 7-round 

AES-192 and 8-round AES-256 were presented by using the time-memory tradeoff approach. It is shown that the new 

results are better than the cryptanalytic results presented at FSE2008 on reduced AES in terms of the time complexity and 

the memory complexity. 

Key words: block cipher; AES; cryptanalysis; meet-in-the-middle attack; time complexity  

 

1  �� 

������ AES[1]
	
�� 128bit���

���� 128�192� 256bit 3��� 2000� AES

��������� !"#$%&�'()*+

	
�,-.� 

AES +/!0	12��345	
�,

67+89-.�AES+:;<[2]
=>6?AES-128

+@ABC�DE 322 �FGH� 722 AES���H

I[3]JBC+KLMN�O 442 �P* AES-192

� AES-256 +��QRAS�BC[4]
T�UVW 7

?�HI[5]XY 3 ?��Z+[\0]�7 ?

AES-192 � AES-256 DE 322 �FGH� 1402 AES

���^ AES-128+BC_Y`abc�HI[6,7]

�����2010-08-10 

�����IJKLM�%NOPQRS60970119, 60833008THIJU�%V34WXYZS[973\YZT%NOPQR

S2007CB311201TH]^_`Mab�cd%NOPQRSQN1024T 

Foundation Items: The National Natural Science Foundation of China (60970119, 60833008); The National Basic Research and 

Program (973 Program) (2007CB311201); Youth Foundation of Xian Uuiversity of Architecture and Technology(QN1024) 



21982 3  �  �  4 � 31� 

 

=> 7? AES+dTef	BC�gKLMN��

Y@ABC�h+def	BC
[8~11]
Oijkld

Tef	BCKLMN��m�nBC
[12]
	1 5?

AESDE 462 �FGH� 462 o	1�	1 6? AES

DE 782 �FGH� 782 o	1� 782 pq�HI[13]

=> AES+rsBC�HI[14]tu=> AES+ 5

?v	n�XYwv	nBC 7? AES-192� 8?

AES-256��xy>Kz{|A}@~���HI

[15]�>[14]| AES 4����s+���T��

���XY�v	n��BC 7 ? AES-128�7?

AES-192� 8? AES-256���>������ 7

? AES-128+BC��KLMN���#i+�

AES +�%��BC[16~21]
UVW 10 ?�Biryukov

�
[22, 23]

P*�%��m�nBC�tu��j!?

(12?)AES-192�(14?) AES-256+	1���k

tuB�j AES-192� AES-256� 

HI[14]�> AES+0]��GH�|��.

 ¡0pq¢�£pq¤¥K�4? AES��Z�

�H+¦.pq�!§¤¥+ 25  pq¨¥�©

H)*kl0]� AES�,ª}?«¬+9�®

¯j AES+ 5?|L�°BCv	n+h«±�X

Ywv	n«±�Kz{|A}��� 7 ?

AES-192�8 ? AES-256 	²y>jhBCA}�

�HI[14]+BC³´�µ�h	1¶D+·;ª

MN��KLMN��¸¹MN�ºOi� 

2  AES 

AES[1]
	
�� 128bit������ 128bit�

192bit� 256bit 3��	²*AES-128�AES-192�

AES-256�»�^	²¼r 10?�12?� 14?� 

AES+¦.?§�� 4�«¬
��pqr½

¾SB¿�¦ pqÀÁ SÂ«¬ÃÁÄÅ¾SR¿�¦

ÁÆÇÈÄÅ¾É iÁÆÇÈÄ i pq�i=0,1,2,3¿Ã

ÊËÌ¾MC¿�� GF(28)k¦ÊÈÍÎÏÃ���

¾ARK¿�|LÐÑÒÓ 128bit Ô���AES É 1

?-�����}Õª¾Ö ��×Ø Ù��

�¿Ã#Z.?Ú�ÊËÌ«¬�AES ��QRª
}

[1]
JÛ���UÜ�128( 1)bitR + Ô����| R

�»?s� 

©H� AES	1|�)*�ÊÝÞ�K(r)
�C(r)

�» r ??����H��| K(0)
�»Ù����

SB(r)
�SR(r)

�MC(r)
�ARK(r)

	²�»É r? SB�SR�

MC�ARK+|Lß��à ( )r
ijK � ( )r

ijC � ( )r
ijSB � ( )r

ijSR �

( )r
ijMC � ( )r

ijARK �»É iÁ�jÊ+�àß�a||b�

»á a�á b+�â�©H+Õª� GF(28)k+�

^⊕�»���ãá+µÒÓ� 

3  AES � 5 ����  

�ä
[14]
 5? AES+0]�åæ 5? AES¾Ú

�Ù�¿+ç�èé�ê: aij GHÉ iÁ�É j

Ê��è AES SÂ«¬Z¥ë tij=S(aij)�É.?«
¬ZsìÐÑÎÏ 11 1 11 2 11 3((2 , , ,t c t c t c⊕ ⊕ ⊕  

T T T
11 4 12 22 32 42 13 23 33 433 ) , ( , , , ) , ( , , , ) ,t c m m m m m m m m⊕

T
14 24 34 44( , , , ) ))m m m m �| mij,ci(1íií4,2íjí4)

¤¥ß�Öîßïð¤¥pq�Ô��ß� 

�� 1[14]
��åæ. �ñ�a11¡ò¢�ópq

¤¥+ 256 GH�4? AES��Ö.�ñ��s
(4)

1 11 11: ( )f a S C→ § 25 pq¨¥� 

��  �äAé(1~4)�ô� 
(3)
11 11 1 5 11 4 62 (2 (2 ) ) 3 ( (3 ) )C S S t c c S S t c c= ⊕ ⊕ ⊕ ⊕ ⊕ ⊕

(3)
11 3 7 11 2 8 11(2 ( ) ) ( ( ) )S S t c c S S t c c K⊕ ⊕ ⊕ ⊕ ⊕ ⊕  (1) 

(3)
22 11 4 9 11 3 10

(3)
11 2 11 11 1 12 22

( (3 ) ) 2 (3 ( ) )

3 ( ( ) ) (3 (2 ) )

C S S t c c S S t c c

S S t c c S S t c c K

= ⊕ ⊕ ⊕ ⊕ ⊕ ⊕

⊕ ⊕ ⊕ ⊕ ⊕ ⊕
 

  (2) 
(3)
33 11 3 13 11 2 14

(3)
11 1 15 11 4 16 33

( ( ) ) (2 ( ) )

2 ( (2 ) ) 3 (2 (3 ) )

C S S t c c S S t c c

S S t c c S S t c c K

= ⊕ ⊕ ⊕ ⊕ ⊕ ⊕

⊕ ⊕ ⊕ ⊕ ⊕ ⊕
 

  (3) 
(3)
44 11 2 17 11 1 18

(3)
11 4 19 11 3 20 44

3 (3 ( ) ) ( (2 ) )

(3 (3 ) ) 2 ( ( ) )

C S S t c c S S t c c

S S t c c S S t c c K

= ⊕ ⊕ ⊕ ⊕ ⊕ ⊕

⊕ ⊕ ⊕ ⊕ ⊕ ⊕
 

  (4) 

§Y 
(4) (3) (3) (3) (3) (4)
11 11 22 33 44 11( ) (2 ( ) 3 ( ) ( ) ( ) )S C S S C S C S C S C K= ⊕ ⊕ ⊕ ⊕  

  (5) 

õ� 25 ¤¥ßpq 

 (3) (3) (3) (3) (4)
1 20 11 22 33 44 11( , , , , , , , )c c K K K K KL  (6) 

�!T����s (4)
1 11 11: ( )f a S C→ � 

³ñ 1?+ö��÷W�Ê 5?v	n� 

�� 2[14]
��åæ. �ñ�a11¡ò¢�ópq

¤¥+ 256 GH�5? AES��Ö.�ñ�ø S-1

 AES | S Â+ù«¬�^ (5) (5)
110k E K= ⋅ ⊕  

(5) (5) (5)
21 31 410 0 09B K D K K⋅ ⊕ ⋅ ⊕ ⋅ �ú 

1 (5) (5) (5) (5) (5)
11 21 31 41[0 0 0 09 ]S E C B C D C C k− ⋅ ⊕ ⋅ ⊕ ⋅ ⊕ ⋅ ⊕  

 11a +�s�^�!§ 5 ��pq� 20 ãK



� 9A � �����	
� 7 � AES-192  8 � AES-256 ������� �199� 

 

ï ð � � � ¤ ¥ p q + p q ¨ ¥ � õ �
1 (5) (5) (5)

2 11 11 21 31: [0 0 0f a S E C B C D C−→ ⋅ ⊕ ⋅ ⊕ ⋅ ⊕
(5) (5)
4109 ]C k⋅ ⊕ �!§ 26 ûspq¨¥� 

4  AES � 5 �������	 

XYkq|0] 1�0] 2�³ñ AES�,ª

}?«¬+9�÷W�ä+0]� 

�� 3  åæ. �ñ�a11¡ò¢�ópq¤

¥+ 256 GH�4? AES��Ö.�ñ�ü÷�

s (4)
1 11 11: ( )f a S C→ �5? AES��Ö.�ñ�ü÷

�s 1 (5)
2 11 11: [0f a S E C−→ ⋅ ⊕ (5) (5)

21 310 0B C D C⋅ ⊕ ⋅ ⊕  
(5) (5)
4109 ]C k⋅ ⊕ �ú 

 
8

1 2

1 2 1 2

{0,1} , (0) (0)

(1) (1) ( ) ( )

T f f

f f f T f T

∀ ∈ ⊕
= ⊕ = = ⊕L

 
(7)

 

^Øá 1 1 1(0) || (1) || || ( )f f f TL �á 2 2(0) || (1) ||f f L  

2|| ( )f T �ýþ� 

��  § AES �,ª}?«¬+9�T÷

1 11 5 2 11 11( ) ( )(0 255)f a k f a a⊕ = � � ��| (5) 0k E= ⋅  
(5) (5) (5) (5)
11 21 31 410 0 09K B K D K K⊕ ⋅ ⊕ ⋅ ⊕ ⋅ �õ��¾7¿

�ô� 

kl0]+=>�)÷���BC|�dDE

�� (5)k � 

5  �� 7 � AES-192 

Ö.�	�XYkl+ 5 ?v	n«±y> 7

? AES+|L�°+BCA}�wBC+X©��

 �t�P*0] 1 ·;ª¶�Te+	
��
(4)

1 11 11: ( )f a S C→ Ã�u�F��GH�ñ����

�%+Ô��ÀÁ�	�ö��#Zµ�ö�ß�

·;ª�|+ß�´�	ö�Z�à+ß��·

;ª�+ß���(7)�ú��+���Te��

+��� 
5.1  ���	 

�±BCèé���|É 6?MC(6)
� ARK(6)

�¬u�� 

step1  ��(6)| 25 8 2002 2× = Te�sß�ì�

(1)~ � (5) � ; ª (4)
1 11 11: ( )f a S C→ � � |

110 44a� � � 

step2  �F 322 GH���������¶�
Te+ß�¢�£pq�ß¤¥�ø initK �»Ù�

Ô�� (0) (0) (0) (0)
11 22 33 44( , , , )K K K K �)* (1)

11,initK K �	�

� 322 GH��F 45 GH+�ñ��� (1)
11C �� 0

W 44Ö 45 ß� (1) (1) (1)
21 31 41, ,C C C pq¤¥�7? AES

��Ö.�ñ� 

step3  ø finalK �» (7) (7) (7) (7)
11 24 33 42( , , , )K K K K �

finalK �	ö� Step2| 45 �H��÷ (6)
11ARK � 

step4  ê (1)
11,initK K � finalK ������s

(1) (5)
11 11( )C S C→ ���·;ª�+�s-.���

¾7¿�JÉ 3o 45  (6)
11ARK ß
�+á�·;ª

��à+á�µ��´��0]|¥ë+ ý

þ!�����+����"+#$ �����

§ Y � ¦   % & + � � ý þ + # $  
8 8 25 8 45 1522 2 2 2× − × −× × = � 

step5  )*�ã+GH���dã+��ß
(6)
21ARK � (6)

31ARK � (6)
41ARK 8M 3 uBC�§Y�

�'( initK �§Z2?BC÷>)515 ��pq� 

step6  bc*£+���#+�÷���� 
5.2  ����� 

BCDE 322 �FGH�·;ª,- 
200 205.545 2 2× = � s ß ; ª � ¸ ¹ 205.5 42 2−×  

201.52= AES 	
���bc,-�¦ Ô��
(1)
11, ,init finalK K K � 45 GH�	ö��KLMN�

 40 32 77.545 2 2 2× × = �	 AES ���.�/Y
69.52 AES��[14]

�åæ� 4 ��ß+;ª�·;

ªKLMN����bc,-+KLMNd«�¢

¸¹MN�« 203.52 AES	
� 
5.3  ��	
 

P*HI[14]+Kz{|A}�e@~·;ª

+KLMN����bc,-+KLMN���·

;ªDE+;ª012 n13�45��bc,-+

;ª06� n23�7 n1,n2>1�^ n1��"�45

� Y � � � � � ÷ � k ý þ + # $  
2 2 1/

11 (1 1/ ) 1n n nn e−− − ≈ − �²8�´ n2= 4n1�

45BC��+#$. 98%�� AES-192�X©

+BCdTÁ+�gP*Kz{|A}��

13.5<n<120.5�)÷BC 7? AES-192«�TÁ(9

� 1)� 

6  �� 8 � AES-256 

BC 8? AES-256�DE� 7?BC+X:k

;��É 8?+ 128bitÔ���sìMN��·;

ªKLMN��¸¹MN�ºd«���bc,-



�200� �  �  �  � � 31� 

 

KLMN� 269.5+128=2197.5AES���<*Kz{

|A}
[14]
�@~·=����bc,-+;ª0� 

7  ��� 

	
�,>�?@A�
[24]
+/!$W'(

%&�©H	1j�� AES+|L�°BC�H

I[14]t�=>j AES+ 5?v	n�BZCÀ

÷W.� 5 ?v	n+«±OiBCKLMN

��w«±DEBC<·;ª,-;ª�¸¹f

	ß���bc,-��à�	�ö�f	ß�

·;ª,-+f	ßµ��©HP* AES�,ª

}?«¬+9�®¯j.  AES+ 5?|L�

°BCv	n+h«±�h«±DDBC<;ª�

¸¹�µ�f	ß�dã+��bc,-|µ

�ýþEF+«��G�+µ�EüH á�!

�ã�h«±EüH áIpqf	�ã�BC

èé|)*�HI[14]�µ20+sì0�XY

v	nh«±�Kz{|A}��� 7?AES-192

� 8? AES-256	²y>jh+BCA}�J�

1K>��HI[14]|+BC³´�µ�h	1+

·;ªMN��KLMN��¸¹MN�ºOi� 

���� 

[1] DAEMAN J, RIJMEN V. The design of Rijndael: AES: the Advanced 

Encryption Standard[M]. Berlin Heidelberg: Springer-Verlag, 2002.  

[2] DAEMAN J, KNUDSEN L, RIJMEN V. The block cipher 

SQUARE[A]. FSE 1997[C].LNCS 1267, 1997. 149-165. 

[3] FERGUSON N, KELSEY J,LUCKS S, et al. Improved cryptanalysis 

of Rijndael[A]. FSE 2000[C].LNCS 1978, 2002.213-230. 

[4] LUCKS S. Attacking seven rounds of Rijndael under 192-bit and 

256-bit keys[A]. The Third AES Candidate Conference 2000[C]. 2000. 

[5] GILBERT H,MINIER M. A collision attack on 7 rounds of 

Rijndael[A]. The Third AES Candidate Conference 2000[C]. 2000. 

[6] BIHAM E, KELLER N. Cryptanalysis of reduced variants of 

Rijndael[A]. The Third AES Candidate Conference 2000[C]. 2000. 

[7] CHEON J, KIM M, KIM K, et al. Improved impossible differential 

cryptanalysis of Rijndael[A]. ICISC 2001[C]. LNCS 2288, 2002. 

39-49. 

[8] BAHRAK B. AREF M R. A novel impossible differential cryptanaly-

sis of AES[A]. The Western European  Workshop on Research in 

Cryptology 2007[C]. 2007. 

[9] PHAN R C-W. Impossible differential cryptanalysis of 7-round ad-

vanced encryption standard AES[J]. Information Processing Letters, 

2004, 91(1):33-38. 

� 1 �� AES����	
���� 

	
�� ��� �� Data Memory Time Pre. �� 

AES-128 MitM 7 280 2122 2113 2123 [23] 

MitM 7 280 2122 2113 2123 [23] 

MitM 7 232 2206 272 2208 [14] 

MitM-TM 7 234+n 2206-n 274+n 2208-n [14] 

MitM 7 232 2203.5 269.5 2205.5 �� 

AES-192 

MitM-TM 7 234+n 2203.5-n 271.5+n 2205.5-n �� 

MitM 7 280 2122 2113 2123 [23] 

MitM 7 232 2206 2272 2208 [14] 

MitM-TM 7 234+n 2206-n 274+n 2208-n [14] 

MitM 8 280 2123 2241 2124 [23] 

MitM 8 232 2206 2200 2208 [14] 

MitM-TM 8 234+n 2206-n 2202+n 2208-n [14] 

MitM 8 232 2203.5 2197.5 2205.5 �� 

AES-256 

MitM-TM 8 234+n 2203.5-n 2199.5+n 2205.5-n �� 

��Data�������Time�������Memory� !����Pre�"#$% &'()� 128bit '	
������'()�*�+
��MitM,-.�/0��MitM-TM,-.�/0�'�12.3�%456789"#$':;<=> 2n?7@A�BCDEF':;

<G* 2n+2?% 



� 9AH IJKL�MN' 7� AES-192O 8� AES-256'.�/0� �201� 

 

����1982-�������	
�

������������������

����� �!" 

����1955-��#�$%&�
�

�������'()���*+���

���������� �!" 

���1979-����,%-.
��

������/'()0��*+���

���������� �!" 

����1979-��#�1�23
�

�������������45���

�6+������������� �

!" 

���1984-����,789
��

������������������

���� �!" 

[10] ZHANG W, WU W, FENG D. New results on impossible differential 

cryptanalysis of reduced AES[A]. ICISC 2007[C]. LNCS 4817, 2007. 

239-250. 

[11] LU J, DUNKELMAN O, KELLER N, et al. New impossible differen-

tial attacks on AES[A]. INDOCRYT 2008[C]. LNCS 5365, 2008. 

279-293. 

[12] BIRYUKOV A. Boomerang attack on 5 and 6-round AES[A]. The 

Fourth Conference on Advanced Encryption Standard 2004[C]. 2004. 

[13] COURTOIS N, PIEPRZYK J. Cryptanalysis of block ciphers with 

overdefined systems of equations[A]. ASIACRYPT 2002[C]. LNCS2501, 

2002.267-287. 

[14] DEMIRCI H, SELCUK A. A meet in the middle attack on 8-round 

AES[A]. FSE2008[C]. LNCS, 5086, 2008.116-126.  

[15] DEMIRCI H, TASKM I, COBAN M, et al. Improved meet- 

in-the-middle attacks on AES[A]. INDOCRYPT 2009[C]. LNCS 5922, 

2009.144-156. 

[16] JAKIMOSKI G, DESMEDT Y. Related-key differential cryptanalysis 

of 192-bit key AES variants[A]. SAC 2003[C]. LNCS 3006, 2004. 

208-221. 

[17] BIHAM E, DUNKELMAN O, KELLER N. Related-key impossible 

differential attacks on AES-192[A]. CT- RSA 2006[C]. LNCS 3860, 

2006. 21-31. 

[18] ZHANG W, ZHANG L,WU W, et al. Improved related-key impossible 

differential attacks on reduced round AES-192[A].SAC 2006[C]. 

LNCS 4356, 2007.15-27. 

[19] BIHAM E, DUNKELMAN O, KELLER N. Related-key and boomer-

ang attacks[A].EUROCRYPT 2005[C]. LNCS 3494,2005.507-525. 

[20] HONG S, KIM J,LEE S, et al. Related-key rectangle attacks on re-

duced versions of SHACAL-1 and AES- 192[A].FSE 2005[C]. LNCS 

3557,2005.368-383. 

[21] KIM J, HONG S, PRENEEL B. Related-key rectangle attacks on 

reduced AES-192 and AES-256[A]. FSE 2007[C]. LNCS4593, 

2007.225-241. 

[22] BIRYUKOV A, KHOVRATOVICH D. Related-key cryptanalysis of 

the full AES-192 and AES-256[A]. Cryptology-ASIACRYPT2009[C]. 

LNCS 5912, 2009. 1-18. 

[23] BIRYUKOV A, KHOVRATOVICH D, NIKOLIC I. Distinguisher and 

related-key attack on the full AES-256 (extended version)[A]. 

CRYPTO 2009[C]. LNCS 5677, 2009.231-249. 

[24] PQ, RST, UVWL. 	
��;XYZ[;\]'�^_`

Zabc[J]. defgh���72009,38(4):600-604. 

LUO L, QIN Z G, WAN G G, et al. Note to the authentication operate 

modes of block cipher provable security[J]. Journal of University of 

Electronic Science and Technology of China, 2009,34(4):600-604. 

 

��� ! 

 

 

 

 

 

L

 

L

 


