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Asymmetric bilinear pairing based direct 
anonymous attestation scheme 
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(1. Institute of Electronic Technology, The PLA Information Engineering University, Zhengzhou 450004, China;  

2. PLA No.63612 Unit, Guazhou 736100, China) 

Abstract: In order to achieve the direct anonymous attestation need of chinese domestic trusted cryptography module 

(TCM), based on asymmetric bilinear pairings, a presentation of the bran-new DAA scheme: ABP-DAA scheme was 

given. Comparing with the existing DAA schemes, ABP-DAA scheme is not only adaptable for TCM, but also more se-

cure, more simple and efficient. 
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�������������������� 

�!"#$� �%&'TCG�(�����)*

���+,-.(TPM, trusted platform module)
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����g���tuvw���+,xZ
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�(��+,xZ��� �¡N�¢ EK �

&£+,qr�¢ EK� PCRg��8���'

¤�EK��X�¥&s�� TPMW¦xZg

§¨¢©�� EKª«¬K+,¢��®¯°

±¬K²h�³´µl¶M+,¢�¨¢

TPM�·¸¹º���xZ�^¢»¼'½¾

�xZ��|g�¿+,qr�À�D���(�

Z���qr���ÁÂ¹Ã�Z!ÄÅ��/

��ÆG�_ÇÈÉ�' 

2  ������	 

�L�(��+,�À�xZTCG�f TPM 

v1.1b&Êg��L Privacy CAÀ�xZ!Ë�

TPM v1.2&Êg��L� À�xZ(DAA, direct 

anonymous attestation)!Ë' 

Privacy CA!Ë[2]
Ì¢�¦�9���!"�

(xZ�|�À��'TPM�W¦xZTU¹Á�

qrxZ9[(AIK, attestation identity key)�i

AIKm[ÍÁ EK�m[���ÎÏ Privacy CA�

��ÐÑ!Privacy CA� AIKm[Ò�Zo��

(�fÓN��Z�'ÔÕW¦xZÂ TPM ¨

¢ AIK Ö× EK � PCR ��8���'��W¦

xZÂ TPMz�ZØ�£� AIKm[Ù¹ÚÁ

½l�ZØÛNÜÝ�!�Þ�Á� TPM+,¢

�����ÛN®°±'Privacy CA!Ëßà«

�¤�ká�âã�ä�åæ�1) ��W� TPM

�W¦xZçÉz Privacy CA èéZoPrivacy 

CA K�êëxZìí�îï�2) �ð�ZØ\

Privacy CAñ��xZ�À��ÛNò�' 

DAA!Ë[3]
��(qrÓN�Z��ÁÂ�

AIKm[8�L���¨óAIKK� EK�×Ö'

DAA!Ë0ìôõL Privacy CA!Ë�åæ/

0�ö÷�'1) � �+,\���ø!DIssuer

=7ùú Privacy CAG;�� JoinOûü+,ý

ó�� DAA Zo]ü�W¦xZ+,i� z

�Z!8�xZ¹þ�É Issuer��\���

� Privacy CA ë^îï�vw�2) À��+,�

��ÄsZ�OûZ�f�0��ÓN� DAA Z

oÁÂ¹³´ DAA Zo�H�Ô��ZØ\

Zo�ø!ñ�	�
�ö�7ò�+,�À�

��3) xZ���ø!�������ø!�

0��ZL+,TPM�EKm[����ÓN�]

ü�z+,Ò�DAAZo���+,�0DAA

Zo�Z�+,�0����� TPM' 

¤�DAA!ËÉâ Privacy CA!Ë���

����yS����ÄsZ�¨ó!Ë���

�ã�Ôi¹º�f���^¢'DAA!ËOû

��6Â������vw�K�f�����É

�vw½¾ !"Mßà"M#ì� DAA !

Ëi�_Ç0$��' 

"�ÈÉ��%&'((c9:)2*Òø

�+����9:,-+,=7\ ./01

[4]


'(�0��ÄsT2�����9:-.DTCM, 

trusted cryptography module=7ùú TPMGÌ¢

�� Privacy CA!Ë%3450� À�xZ!

Ë'l(0 DAA!Ë�É�6� TPM���

��?Ì¢789:9:�N� TCM ;�<¢'

�l !�<¢�TCM�DAA!Ë/0=ÜÈÉ

�(�$�' 

�¾u>t�_�`?:����L�@

?A� DAA!Ë——ABP-DAA!Ë��f�7

n�� TCM�<¢�8�LBC�ÜD' 

3  
�� 

3.1  ���������	
� 

?:��

[5,6]
����ö' 

2�MNEFG 1G +6 2G +��HNEFGG×

�Iç�JS q 1G +6 2G +nG×g�KL�Svw

§�M;�NO ê: 1 2G G G+ + ×× → ��PQ�ö

RS' 
1) ?:����T$ P1−1, P1−2U 1G + , P2U 2G + , 

PQ ê(P1−1+P1−2, P2)=ê(P1-1, P2)ê(P1−2, P2)��T
$ P1U 1G + , P2−1, P2−2U 2G + , PQ ê(P1, P2−1+ 

P2−2)=ê(P1, P2−1)ê(P1, P2−2)� 
2) _VW��k� P1U 1G + , P2U 2G +¨ó

ê(P1, P2) ≠ 1fg 1�G×�XY� 

3) �����TZ P1U 1G + , P2U 2G +k�0

ì�N�� ê(P1, P2)' 
�`NO ê: 1 2G G G+ + ×× → ��?:���

`]���?:�NO' 
[\��g�� 1 2G G+ +≠ �`NO ê: 

1 2G G G+ + ×× → �_�`?:��(ABP, asymmetric 

bilinear pairings)l�� 1 2G G G+ + += = �`NO

ê: 1 2G G G+ + ×× → ��`?:��(SBP, symmetric 

bilinear pairings)'�`?:���]�_�`?:

���÷^
_' 
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%3`�9:!Ë§Ì¢���`�?:�

�½��`?:��Úã_�`?:��ßà

�«����¤�`?:���Ça7µbcd7

89:[� Weil �� Tate �<ó$��bcd

789:�>?}S K ��� 6� MOV ef[7]

]ö�if[KL�Svwgh�f��ij0

kl[�KL�Svw�f>?�¹m2nf

2o>?�Ép�_�`?:���>?�'l_

�`?:����µ�qr�789:[s¬½

l/0"t�>?�'lÔ��u>]u�Ì¢_

�`?:��l¹Ì¢�`?:���s¬A

DAA!Ë��Év½' 

?:��Úw9:xvwé�yÚw>z�

�� a, b, c, dU *
qZ �
�ö��\u>9{Úw

�|�vw���ö' 
DLvw��� PU 1G +� 2G +�� aP�� a' 

CDHvw��� PU 1G +� 2G +�� aP, bP

�� abP' 
DDH vw��� PU 1G +� 2G +}ÜÑY	

(aP, bP, abP)\(aP, bP, cP)' 
co-CDHvw��� P1U 1G +6P2U 2G +��

aP1, bP2�� abP1' 

fgDLvw\ CDHvwÛo���`?
:��4�_�`?:��Ûo��G 1G +4�

G 2G +§�M;�'co-CDHvwa6�_�`?

:���mxM;�'DDHvw��`?:�

�öf��«�D½� ê(aP, bP)=ê(P, cP) ⇔ ê(P, 

P)ab=ê(P, P)c ⇔ ab=c ⇔ abP=cPG��_�`?:�
�öG 2G +g� DDHvw®x���«�lG

1G +g� DDHvw�Ç®x��M;�¤�0>

z[8~10]y�i_�`�?:��ö 1G +g� DDH

vw]�M;�vwk����~�½���%

3��f�Þ��M;4Ä]��' 
3.2  ������� DAA �	 

DAA !ËD�L\f�!Ëp}Ü�ö`

DAA!Ë��v DAA!Ë� BCC-DAA!Ë�

u>gÛ÷^��u0 DAA!Ëçy BCC-DAA

!ËG� 2004 ��"��]üfvpØ� 2008

����L 2@58 DAA!ËDBCL-DAA!Ë\

CMS-DAA!ËG2006�>z[17]4��L�@t

�¹�$��� DAA!ËDOT-DAA!ËG(i

Ô|�!Ëß��ö' 

1) BCC-DAA!Ë[11]
������ DAA!Ë

�® TCGu� TPM v 1.2&Ê[3]
Ì¢��¢��

�Ét�� RSA �� C-L ��[11]
��ÄsZ�

���('tu��n����+,TUj9S&

(f0, f1)�üt� TPM � EK m[z���ø!

(Issuer)èé0w(f0, f1)� DAAZo]ü��+,

�z�Z!�ÄsZ����0 IssuerÒø�DAA

Zo�ÁÂ�(�Z!��+, AIK m[�x

Z'BCC-DAA !Ë��øü�$L`� !¯�

�w�>z[12]^¢f��( Mobile Ubiquitous 

Environmentg�(�Û:��)�xZl�>z

[13]g ¡¢\£¤(�f8�Lij��L

�@¥l�� À�xZ!Ë' 

2) BCL-DAA!Ë[14,15]
�\ BCC-DAA!Ë�

tuv2�¦§!Ë�kLv DAA !Ë�tu

¨©ª|i BCC-DAA !ËDv DAA !ËGg

t� RSA �9:;�5�t��`?:���;

��(L9[«��¬¡�������¬�' 

3) CMS-DAA !Ë

[16]
�§!Ë�]��

BCL-DAA !Ë�58!Ë'�Éi BCL-DAA !

Ëg��`?:��5�_�`?:����#

!Ë�>?�� CMS-DAA!Ë��7[É�

BCL-DAA!Ë' 

4) OT-DAA!Ë[17]
�Ô�!Ë\3 3�!Ë0

`��¹Á3 3�!Ë�Ét��ÄsZ��n

¹Á_"� C-L������(ÑØ0®Úú�

¯sª|�]����}°�!ËD�ÚÁpØ

±ü��G'OT-DAA !Ë²³L3 3 �!Ë�¨

©¯s��L�@´÷� DAA s¬!N¤�

Ô�!Ëgu¢¹�$��nKL�S[� 3@�

ÄsZ���§âã��¨ó!Ë����7[

;0µ³' 
3.3  
�������C-L���CMS-DAA

�	������� 

CMS-DAA!Ë[16]
�2ot¶�_�`?:�

� ê: 1 2G G G+ + ×× → [� C-L��f/��|�

ö' 
1) 9[UK��� 2G +�YJ P2DP2 �m�

�G·Z x, y *
qZ∈ p���h[�� X=xP2n

Y=yP2p����m[' 
2) ����� A 1G +∈ �� B=yAC= 

(x+mxy)Afgm��É��¸¹�S&���

m���(A, B, C)' 

3) �Z���<" ê(A, Y)=ê(B, P2)\ ê(A, X) 
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ê(mB, X)=ê(C, P2)Kº�(A, B, C)����m���' 

CMS-DAA !ËÌ¢_�`?:��ÚãÌ

¢�`?:��� BCL-DAA!Ëµ2o[»/

0"#�>?���>z[16]��ÜDâãx�

CMS-DAA!Ë��7[É� BCL-DAA!Ë

¼�"�{� BCC-DAA!Ë'½¾CMS-DAA

!Ë®]��%3�� DAA !Ë'¤�

CMS-DAA !Ë�7���övwD½�¾¿f

gÀn��Snª|i¹þÁ\é�Â

CMS-DAA!Ë[16]
uqG' 

CMS-DAA !Ëg�L_�`?:�� ê: 

1 2G G G+ + ×× → �G 1G +g� DDH vw�M;�

lG 1G +g� DDHvw�Þ��M;%3Ã0¯

¿ÄÅÆ��Çf��«�D��G 1G +lÈ

��k�G 1G +$G 2G +�ÁÆNO�G 1G +[Á

Â4k��`?:�� ê: 1 1G G G+ + ×′× → �G 1G +

g DDHvwÉ���«�G� CMS-DAA!Ëi

k��övw��Z!\Zo�ø!ñ��
�ö

¹7ò�!Ë�À��'½�Zo�ø!����

u0 TPM � EK �^� FÜÊ�� yF�ü�

�?I yFË��Z<" ê(A', yF)=ê(E', P1)�ÞK

º��Kº��Ì»�¼38�xZ�+,�^

TPM�EK�Í�½lxZ�À��i¹7ò�'

/�lÈ� CMS-DAA !Ëgê(A', yF)=ê(E', 

P1) ⇔ ê(r'rP1, fyP1)=ê(r'fyrP1, P1)  l ê(r'rP1, 
fyP1)=ê(r'fyrP1, P1)�G 1+G g� DDHvw' 

4  ���������	
 DAA �� 
——ABP-DAA �� 

�8�ÎßW DAA!Ë�ª|�# DAA!

Ë��7u>��L�@A� DAA !Ë

——ABP-DAA!Ë'ABP-DAA!Ë���!\u

0 DAA!ËÚÁ�É0���+,-.(TPM)

+,�R (Host)Zo�ø! (Issuer)6�Z!

(Verifier)��� TPM \ Host �Ç�ÚÏ��

�0Â�ifÐÁ]��!'��!ËÜ��ö|

�ÎÑ' 
4.1  ����Issuer ����	
� 

Issuer·Ò0kl Fq[��s¬_�`?:�

��r�789:�� P1 1G +∈ , P2 2G +∈ ·Z

x, y∈Fqp�fh[�� X=xP2n Y=yP2p�f

m[��m�§789:�S�n A=P16

B=yP16P2' 

4.2  TPM � Host  Issuer �� DAA �� 

1) TPMT· fUFqp�fHIj9S&�

T· kUFq�� K=kP1fK=fkP1�t�f EK

m[D�� HostGi K\ fK��� IssuerD/�!

NÁ>z[11] Appendix BG' 

2) Issuer8�³´ÓÔ�Issuer��Õ�à[�

u0 fiË��� fiK��u0 fiK§¹<� fK�8

eö�ÎÞ�gÖ' 

3) Issuer�×� EKm[���ÓN�
�ö

��C% =xK+xyfK=(x+fxy)K��C%� TPM' 

4) TPM �� C=k−1 C% =k−1(x+fxy)K=k−1(x+fxy) 

kP1=(x+fxy)P1�(A, B, C)�� Issuer�� f�t�

_�`?:��� C-L���� Issuer�� fÒ

ø� DAAZoTPM�fHIj9�kZo(A, B, 

C)g� C�Ø k¨]ç¹óÙ³' 
4.3  TPM � Host  Verifier �� 

TPM T· diUFq�� Ai=diABi=diB
f

iB =difBCi=diC�i Ai6Bi6
f

iB �CiD�� HostG

��� Verifierlj9�k di' 

4.4  Verifier ���� 

1) Verifier8�³´ÓÔ�Verifier��³´Õ

�à[�u0 fiË��� fiBi��u0 fiBi§¹<

�

f
iB �8eö�ÎÞ�gÖ' 

2) Verifier�Z<" ê(Ai, Y)=ê(Bi, P2)\ ê(Ai, X) 

ê( f
iB , X)=ê(Ci, P2)�ÞKº��çKº�Verifier

 � TPM � Ai=diA=diP1p� AIK m[� di�

AIKh[' 

�¾�� ABP-DAA!Ë¯Ú����#

$� %����Z�qr���ÓN�ÁÂ

��� AIK m[��LxZ'Û�[<" ê(Ai, 

Y)=ê(Bi, P2)\ ê(Ai, X)ê( f
iB , X)=ê(Ci, P2)Kº��

TPM �0 Issuer Òø� DAA Zo(A, B, C)�

VerifierÚ�§ TPM�qr����ÓN�� 

�fTU� AIKm[��W¦xZg di¹Á�

lÚ^ Ai��W¦¹Á�' 
]ü TPM �� Ai=diA=diP1p�f AIK �m

[� dip� AIK�h[� A=P1p�tæ�

¸¹ mD�������+,�xZ� m� PCR

gkÜ�+,������GÝÞÇ/789:�

��N8��ö����� H()��L°ßSA

�I� qTPMQR·Ò���S l1<l<q��

l=(x, y)a=x mod qb=l−1(H(m)+adi) mod q� TPM

�¸¹ m ����(a, b)'l Verifier ���(a, b)
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�¾�Z���(x', y')= H(m)b−1A+ab−1Aia'=x' mod 

q]ü×Ö a'=a �ÞKºÛ�[ (x', 

y')=H(m)b−1A+ab−1Ai=l(H(m)+adi)
 −1 (H(m)+adi)A= 

lA=(x, y)�ð a'=aKº� Verifier �Ô���' 

5  ��� 

5.1  ��� 

!Ë��ò���<" ê(Ai, Y)=ê(Bi, P2)\ ê(Ai, 

X)ê( f
iB , X)=ê(Ci, P2)�É�Kº�Ô�½� ê(Ai, 

Y)=ê(diA, yP2)=ê(diP1, yP2)=ê(diyP1, P2)=ê(diB, P2)= 
ê(Bi, P2)ê(Ai, X)ê( f

iB , X)=ê(diA, xP2)ê(difB, xP2)= 

ê(diP1, xP2)ê(difyP1, xP2)=ê(diP1+difyP1, xP2)=ê(di(x+ 

fxy)P1, P2)=ê (diC, P2)=ê(Ci, P2)' 
5.2  ��� 

�� 1  � TPM50³´j9S& fnfZo

�
�öABP-DAA!Ë�>?�' 

��DÌZG�TPM ³´fj9S& f nfZ

o(A, B, C)�
�öefØ¼���àá§ TPM

Ô�¹Èlâ�'� TPM50³´j9S& fnf

Zo�
�ö±�efØ��¹���ø!Ò

øZol���� Ai6Bi6
f

iB �Ci¨ó[\�É�

Z�á�?:�<"Kºl��xZ� Bi=yAi

Ci=x(Ai+
f

iB )É�Kº2��ö� 

¹ãä Ai=αP1Bi=βP1
f

iB =γP1Ci=δP1' 

��<" ê(Ai, Y)=ê(Bi, P2)Kº� ê(P1, P2)
αy 

=ê(αP1, yP2)ê(Ai, Y)=ê(Bi, P2)=ê(βP1, P2)=ê(P1, P2)
β



u� αy=β�l Bi=βP1=αyP1=yαP1=yαP1=yAi�

� Bi=yAiÉ�Kº' 

��<" ê(Ai, X)ê( f
iB , X)=ê(Ci, P2)Kº�

ê(P1, P2)
(α+γ)x=ê(αP1+γP1, xP2)=ê(αP1, xP2)ê(γP1, xP2) 

= ê(Ai, X)ê( f
iB , X)=ê(Ci, P2)=ê(δP1, P2)=ê(P1, P2)

δ



u�(α+γ)x=δ�l Ci=δP1=(α+γ)xP1=x(αP1+ γP1) = 

x(Ai+
f

iB )�� Ci=x(Ai+
f

iB )É�Kº' 

l�� Bi=yAiKº��� Adversary ��Ä

Ai=αP1B=yP1�
�ö���Bi=yAi=yαP1= αyP1

����Ä αP1\ yP1�
�ö��� αyP1½l

��ó�¯o�_�`?:��]G 1+G g� CDH

vw��«�' 

l�� Ci=x(Ai+
f

iB )Kº��� Adversary

��Ä Ai+
f

iB =(α+γ)P1X=xP2�
�ö���

Ci=x(Ai+
f

iB )= x(α+γ)P1=(α+γ)xP1����Ä

(α+γ)P1\ xP2�
�ö���(α+γ)xP1½l��

ó�¯o�_�`?:��g� co-CDHvw��

«�' 

¤Û�[ CDH vw\ co-CDH vw§�mx

�M;vw�l�¹KºefØ(Adversary)

¹�7¹���ø!ÒøZol���� Ai6Bi6

f
iB �Ci¨ó�É�Z� 2 �?:��<"Kºl

��xZ' 

¾ÙefØ Adversary�8��öåg�¯æ

ef�Adversary �ýÓN TPM ��� Verifier �

Ai6Bi6
f

iB �Ci]üT· rUFq�� iA′ =rAi

iB′ =rBi
f

iB′ =r f
iB  iC′ =rCi�üi iA′

� iB′
�

f
iB′
�

iC′
��� Verifierl Verifier �Z<" ê( iA′ , 

Y)=ê( iB′ , P2)\ ê( iA′ , X)ê( f
iB′ , X)= ê( iC′  P2)Kº

Ô�½� ê( iA′ , Y)=ê(Ai, Y)r=ê(Bi, P2)
r=ê( iB′ , P2)

ê( iA′ , X)ê( f
iB′ , X)=ê(Ai, X)rê( f

iB , X)r=(ê(Ai, X)ê( f
iB , 

X))r=ê(Ci, P2)
r=ê( iC′ , P2)'¤��Ô@eflÈ

Adversary %uÛNÄÅ AIK �h[ di�fÛN

ÄÅ rdiÔ�$ç®��efØp�� AIK �m
[� iA′

lÈAdversary¹ÄÅf�^�h[ rdi

��ÛN��üè���'½¾Ô@åg�¯æ

ef�Û¢�' 

5.3  DAA �� 

ABP-DAA !Ë/� DAA !Ëå� æ6åÀ
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