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Design and analysis of the tweakable blockciphers 
based on the MISTY structure 
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Abstract: A problem that how to construct tweakable blockciphers without using preexisting blockcipher was re-

searched by using MISTY-Type transformation. The feasibility to design tweakable blockciphers by XORing a 

tweak value into one place in the dataflow of the 4 round and 5 round MISTY-Type transformations was analyzed. 

The concrete cryptanalysis for the secure 5 round tweakable MISTY-Type blockciphers and the attack methods for 

4 round structure were given. The result shows that a CPA-secure tweakable blockcipher need 5 round MISTY-Type 

structure. 
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