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Suicide Based P2P Worms Defensive Approach

WU Guo-Zheng and QIN Zhi-Guang

(School of Computer Science and Engineering, University of Electronic Science and Technology of China Chengdu 611731)

Abstract A suicide based defensive approach is proposed in this paper. In this novel defensive solution, a set
of defensive nodes with capacity of detecting P2P worms will be deployed into a P2P network. While P2P worms
break out, these defensive nodes will collect P2P worm data to construct a detection model to prevent the spreading
of P2P worms. First, these defensive nodes will suicide to avoid being infected and exploited after P2P worm
breaking out. Furthermore, each suicide node will also send a warning message to its neighbors to take preventive

actions.
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