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Security model for ID-based key exchange 

LIU Wen-ju1, ZHANG Jun-wei2, MA Jian-feng2, YANG Chao2, LI Xing-hua2 
(1. School of Computer Science and Software, Tianjin Polytechnic University, Tianjin 300160, China; 

2. Key Laboratory of Computer Networks and Information Security (Ministry of Education), Xidian University, Xi’an 710071, China) 

Abstract: The provable security of ID-based key exchange protocols was investigated. In the universally composable 

framework, the provable secure model of ID-based key exchange was proposed. The ability of the adversary to corrupt 

key generation center was added to the adversary model. According to the characteristics of ID-based key exchange, the 

ideal functionality of ID-based key exchange was presented. Based on the adversary model and the ideal functionality, the 

proposed model captures not only the universally composable security of ID-based key exchange, but also implies one of 

the important properties of ID-based key exchangeHHkey generation center forward secrecy. In addition, the protocol 

(with key confirmation) proposed by Chen and Kudla can securely realize the functionality of ID-based KE with 

KGC-FS. 
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