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Abstract: The provable security of ID-based key exchange protocols was investigated. In the universally composable 

framework, the provable secure model of ID-based key exchange was proposed. The ability of the adversary to corrupt 

key generation center was added to the adversary model. According to the characteristics of ID-based key exchange, the 

ideal functionality of ID-based key exchange was presented. Based on the adversary model and the ideal functionality, the 

proposed model captures not only the universally composable security of ID-based key exchange, but also implies one of 

the important properties of ID-based key exchangeHHkey generation center forward secrecy. In addition, the protocol 

(with key confirmation) proposed by Chen and Kudla can securely realize the functionality of ID-based KE with 

KGC-FS. 

Key words: ID-based key exchange; UC secure; key generation center forward secrecy 

 

1  �� 

1984��Shamir�����	
��ID-based�

�����������
[1]
����������

�����ID-based�������� !"�#

$%&'�( )*+&'���,-./�01

 +23),�� /456./�78 ID-based

��9�:;�2<	
���� =>(ID-based 

KE)?@A��[2,3]
�B AKE CDEF[4]

G�Chen

H Kudla IJ�)KCD� ID-based KE[4]
�B

����U2009-09-02T����U2010-02-11 

����UVWXY(Z8[	\]^_`a06YFGZGX17500bTcdefX�	\]^_`a60573036#60702059b 

Foundation Items: The Science and Technology Problem of Tianjin (06YFGZGX17500); The National Natural Science Foundation 

of China(60573036, 60702059) 



�90� �  �  �  � � 31 � 

 

Canetti-Krawczyk EF(CK EF)G�ID-based KE

�)KCDEFLA��
[5,6]
�M AKECDEFH

CKEF[7]
NNOK ID-based KE?@BPQRS

TUG�CDV�0�WOK?@XYTUG�C

DV� 

Z&)XYCD[\(UC, universally compos-

able framework)[8]
)*OK?@�XYCDV�]B

UC [\GK^CD�?@�B_?@�`a?@

b:RS�TUG�cd_?@ef23���X

gh�iWOK?@�CDV�"jklm UCC

D[\5nopq�ro�stu823�)vw

�),xy�Wz{4?@|}S�~��W��

�������3"jkl���K�-���C

D�-���� =>�( ���������

�����
[9]
�� 

B UC[\G��?@���H�6���B


���H��23{��b )*CD¡¢�

"jkl�Nishimaki �B UC [\5���

ID-based EncryptionH ID-based Signature�"jk

l
[10,11]
�MB UC[\5£� ID-based KE¤¥¦

������� 

§¨B UC[\G���	
��� =>�

CDEF�£� ID-based KE�CD©ª�Bv«

EF¬��vw� /456�W�b���

ID-based KE �"jkl�B®�v«EFH"j

klG����EF¯OK� ID-based KE�Z&)

XYCDV�°OK�23pqCD±V²²� 

/456�³O�V(KGC-FS, key generation center 

forward secrecy)�£�"jkl�¡¢´µ�K^�

¶¦� ·�±V(key confirmation)� Chen-Kudla

?@WCD¡¢ ID-based KE�"jkl� 

§¨¸¹roXº�G%» 2¼½¾� UC[

\¿» 3 ¼B UC [\GÀ��ÁÂ ID-based KE

CD©ª�"jkl¿» 4¼K^�¶¦� ·�

±V�Chen-Kudla?@WCD¡¢ ID-based KE�

"jkl¿» 5¼mÃÄÅ� 

2  UC �� 

UC[\�Æ 1|Ç��È�UC[\���¢

¡ÉÊ�¢¡ÉÊËÌ?@�Í¡RSTU�`5

|¦Î�ÏBÍ¡ÐÑv«AÒB�ÉÊGRSÍ

¡?@�`��UC [\���"jÉÊ&ÓËÌ

��?@�"jRS�B"jÉÊG�ÒBÔÕÎ

�Ï�"jÐÑ SH23"jkl F�Î�ÏÖ×

*ØÐÑ S�Î�Ï�ÙÚZ,¿|¦Î�ÏHÐ

Ñ SÛ�"jkl=Ü�"jkl§ÝÞm23�

)vw�),xy�&Ó{4?@|©�"jRS

H�W�B UC�CD[\5�ÉÊ ZÓEÕ?@

RS�ß3àrÉÊáâ`abS�?@�v«

d���Z )*�|¦�Î�d*Øv«d A H S

ÙÚZ,�Z�ãäÙÚå´"jkl F� 

 
	 1  UC 
� 

1) UCæÍ 

?@ πæÍ"jkl Fç Nç�
è�¢¡

ÐÑ A�ÒB"jÐÑ S�éêè�ÉÊ Z�ë�

*)ìí��îÓïo%ÒBÍ¡ÐÑ AØ?@ π

�¢¡ÉÊHÒB"jÐÑ SØ"jkl F�"j

ÉÊ��ð?@ πW UCæÍ"jkl F���?

@ π B UC [\GCD¡¢�"jkl F�L� π

m UCCD�� 

2) UCæÍ��ñV 

�ð?@ π1W UCæÍ?@ π2b ?@ π2W

UCæÍ?@ π3�òó π1)* UCæÍ π3� 

3) XY�"[8] 

�ð?@ ρ¡¢"jkl F�  π m F-ôYE

F
[8]
G�?@�òó?@ π

ρ/
F&?@ ρ õ>? π

5�"jkl F|êö�XY?@�UCæÍ F-ô

YEFG�?@ π�~÷ø��ð?@ πB F-ôY

EFG¡¢"jkl G�òó?@ π
ρ/
FL¡¢�"

jkl G� 

3  ID-based KE ���	
 

3.1  �� KGC 

B UC [\5�Àv«dù��vw KGC �

W(úfCorruptKGC)�çv«d:ûCorruptKGC

v«ü�v«d)*ýê KGC ��rþ��]�

��� �����8|¦Î�Ï���1 �



� 3 � ����������������� �91� 

 

���h�KGC A	úf corrupted¿|¦Î�d

Aúf compromisedcompromised
^_Î�Ï�

��� ������©q~÷���m%+
 KGC

�~�V���� KGC �WA�¦� Corrupt

vw��WA CorruptKGCvw� 

3.2  ���� KGC
idKEF  

"jkl KGC
idKEF �G� 

Setup 
ç� KGC�ö (Setup, sid, KGC)% 

•  �(Setup, sid, KGC):�À S¿ 

•  ç� S�ö(Set, sid, PKs), ÀKGC��(Set, 

sid, PKs)¿ 

•  ú�(KGC, PKs)b	úf fresh� 

Extract 
ç� Pi�ö(Extract, sid, IDi, PKs’)% 

•  �ðú�(KGC, PKs’)ÒB, IDim Pi���

	�, òóB ID-Reg5ú�(IDi, Pi), 	Çf fresh. 

��, �ú�¿ 

•  �(Extract, sid, IDi, PKs’):�À S, 7ü� S

�ö(Received, sid)¿ 

•  �(Extracted, sid, IDi, PKs’):�À Pi H

KGC(�ð PKs’¥¦Aú�,cd IDi�m Pi���

	�, �:��3�-)� 

Key Exchange 

ç� Pi�ö (NewSession, sid, Pi, Pj, role, IDi, 

PKs’)% 

•  �(NewSession, sid, Pi, Pj, role, IDi, PKs’):

�À S¿ 

•  �ð�m»23 NewSession Ý�b Ò

Bú�(KGC, PKs’)H(IDi, Pi), cd�m»�3

NewSession Ý� (Pj, Pi, IDj)�Aú�, ÒBú�

(KGC, PKs’)H(IDi, Pi), òóú�(Pi, Pj, IDi)� 

ç� S �ö (NewKey, sid, Pi, IDi, sk), `5

|sk|=k, �ðÒBú�(Pi, Pj, IDi) �m� Pi�»2

� NewKeyÝ�, òó: 

•  �ð Pic PjAvw,��(sid, sk)À Pi¿ 

•  ��, �ðÒBú�(Pj, Pi, IDj),  ��À

Pj:�#� sk’,��(sid, sk’)À Pi¿ 

•  ��, ��23®�7�l sk’��f k�

ef� , :�(sid, sk’)À Pi� 

ç� S�ö (Corrupt, sid, Pi)% 

�ð Pi�m KGC  Pi¤¥Avw, òó% 

•  � Pi	úf corrupted¿ 

•  �ðú� (IDi, Pi)��� , 	Ç Pi f

compromised� 

ç�öÓ ÐÑ S ��-(CorruptKGC, sid, 

KGC): 

�ð KGC�Avw, òó% 

•  � KGC	Çf corrupted¿ 

•  �ðÒBú�(KGC, PKs’), òó ID-Reg5

�|¦���ú�	Çf compromised� 

`5 Setup%ç KGC:���!Q�"ªh�

"jkl��3"ª:�ÀÐÑ S�S#����(

$Îlb ��<Îl:�À KGC� 

Extract%çÎ�Ï:�%&"ªh�"jkl

B ID-Reg5ú��3 IDb��3"ª:�ÀÐÑ

S�ç�öS�'(h��Ãð:�ÀÎ�ÏHKGC� 

Key Exchange%B)*� ./���ðè�

2ÏAvw�Ð+ S)*#�)*� �,����

KGC
idKEF /4237�lef)*� � 

3.3  KGC-FS  

KGC-FS%]é KGCAvw���8���

� ���-0./��5|¦Î�Ï���1 

����è0��!Q�� imCD��KGC-FS

±VLOK�123pq±V²²2� 3!

without key escrow�� 

KGC-FS�
 ID-based KEm23�4pq�

±V�2Ï5��ð ID-based KE ?@�WOK

KGC-FS�òó KGC�)*ýê��5è�6Ï?

7�)*� �-0êö8Ï=>��-����

ðZ,8Ï9:OKa;Z,���V�<ëL�

9: KGCýêa;Ö×�Z,���òó ID-based 

KE?@�=>ÁÂ KGC-FS�]2� 3!�12

Ï5��ð�WOK KGC-FS�òó�ç KGCAv

wh�Ð+)*ýê|¦��5��!Q�)*�

 �-0êö��5|¦���Z,��-��� 

"jkl KGC
idKEF ÁÂ KGC-FS�?@�G% KGC

idKEF

)� CorruptKGC A�B(�'(�Mm�BNN

:/ CorruptKGC �TUG�./�)*� iC

m7���]ÐÑ�W#�)*� �,��WD

E)*� �CD� 

4  �� ID-based KE ���	
 

§¼K^¶¦� ·�±V� Chen-Kudla ?



�92� �  �  �  � � 31 � 

 

@úf πidKE�WCD¡¢"jkl KGC
idKEF � 

©qF^�m�B SetupH ExtractGH�?@

RSB23CD�,IG��J)*·O����

 HÎ�Ï��1 B� =>��CDV�G5

À��?@ πidKE�KLËÌ� 

Setup 
ç KGC�M(Setup, sid, Ps)% 

•  KGC ./ 2 3N(G1, +) (G2,× ), G1 × G1 

a G2¿ 

•  HmOPkl�fH gmQ7�kl¿ 

•  7��R��� s ∈ Zq
*, ��( f

Ppub=sP¿ 

•  KGC � s ef��� �b(S��Îl

PKs= (G1, G2, e, n, P, Ppub, H, f, g)���(Set, sid, 

PKs)� 

Extract 

ç Pi�M(Extract, sid, IDi, PKs’)��ð PKs’Ò

B  IDim Pi��	�% 

•  T Qi=H(IDi), Pi�1 f Si=sQi, U�ø:

� SiÀ Pi¿ 

•  �� (Extracted, sid, IDi, PKs’)� 

Î�Ï Pj�%&#$� Pi�#$VW� 

Key Exchange 

:ûd Pi�M(Pi, Pj, sid, ID, initiator)�VWø, 

'(d�M(Pj, Pi, sid, ID’, responder)� 

•  Pi7��R a∈Zq
*, :�(Pi, sid, μ, α)À Pj�

`5, μ=aQi, α=aP¿ 

•  �ö(Pi, sid, μ, α)ü, Pj7��R b∈Zq
*, T

ν=bQj, β=bP�Pj�X γ1=e(μ+bQi, Sj), γ2=bα, bYZ

b��Xκd=f((γ1, γ2), 0),κa=f((γ1, γ2), 1)��σj=g(κa, (ID, 

ID’, μ, ν, α, β, l), `5 lf�-�l[�:�(Pj, sid, 

ν, β, l, σj)À Pi¿ 

•  �ö(Pj, sid, ν, β, l, σj)ü, Pi�Xκd’= f((γ1’, γ2’), 

0)H κa’ =f((γ1’, γ2’), 1), bYZ a, `5 γ1’=e(Si, ν + 

aQj), γ2’=aβ�Cü, Pi& κa’\K σj�]·V��ð]

·, Pi�X σi=g(κa’, (ID, ID’, μ, ν, α, β, l’)), l’f�-�

l[�:�(Pi, sid, l’, σi)À Pj, ��(sid, Pi, Pj, κd’)¿ 
•  �ö(Pi, sid, l’, σi)ü, Pj& κa\K σi�]·

V��ð]·, ��(sid, Pj, Pi, κd)� 
�� 1  �ð BDH ��H CDH ��4Q�f

H g mQ7�kl�� πidKE CD¡¢"jkl
KGC
idKEF � 

��  T¢¡ÐÑf A�^_"jÐÑ S��


è0ÉÊ Z NW*23)ìí��îïom%A

� πidKE=Ü�Í¡ÉÊ(	úf REAL)H S� KGC
idKEF

=Ü�"jÉÊ(	úf IDEAL)� 

1) ^_ S 

�È^_�rþ�æÍ[ I (�ð gmQ7�k

l�πidKE`¦(a±V)��M(κd, s, Pi, Pj)�I��

τi=τj =(κd, r, s, Pi, Pj)�`5 rm7�l |r|=|κa|�¦

b(a±VH�rþ�æÍ[�KL��"Îc

¨d[12]� 

ÐÑ SRS�G� 

Setup 

ç S� KGC
idKEF �ö(Setup, sid, KGC)  KGC�A

vw�SfAæÍ πidKEb*(Setup, sid, KGC)f�M� 

πidKE ��(Set, sid, PKs)ü�ç� KGC
idKEF �ö

(Setup, sid, KGC)h�S�(Set, sid, PKs):À KGC
idKEF � 

Extract 

ç S� KGC
idKEF �ö(Extract, sid, IDi, PKs’)  Pi�

Avw�S �(Extract, sid, IDi, PKs’)ef�MRS

πidKE� 

πidKE��(Extracted, sid, IDi, PKs’)ü�ç S�

KGC
idKEF �ö(Extract, sid, IDi, PKs’)h�:�(Received, 

sid)À KGC
idKEF � 

Key Exchange 

ç S� KGC
idKEF �ö(NewSession, sid, Pi, Pj, role, 

IDi, PKs’)�] Pi"ª� PjRS� =>?@()*

	�f sid)�S*(sid, Pi, Pj, role)f�MRS πidKE� 

ç A:� (Pi, sid, μ, α)À Pj�SæÍ� Piö Pj

��-(Pi, sid, μ, α)��J�ç A:� (Pj, sid, ν, β, l, 

σj)À Pi�σjfMAC,�SæÍ� Pjö Pi��-(Pj, 

sid, ν, β, l, σj)�ç A:� (Pi, sid, l’, σi)À Pj�σjf

MAC,�SæÍ� Piö Pj��-(Pi, sid, l’, σi)� 

ç πidKE��(sid, Pi, Pj, κ)h�S:�(NewKey, 

sid, Pi, κ)À KGC
idKEF � 

CorruptKGC 
ç A vw KGC h�S :�(CorruptKGC, sid, 

KGC)À KGC
idKEF � 

Corrupt 
ç Avw Pih�S:�(Corrupt, sid, Pi)À

KGC
idKEF �

B�eTUG��ð KGC
idKEF ��:�� À Pi�òó

S ýê� κ�1à��ðB:/vwh�PiH Pj



� 3� �����	
���������� �93� 

 

f¥¦��� �òó�S� πidKE5 Pi��rþ�

:�À A��ðB:/vw�hg�Pic Pj���

�� �S (&�rþ�æÍ[ I êöæÍ��r

þ� τiH τj�b � τi:�À Aef Pi��rþ�

(�ð PjAvw�òó A�êö τj)� 

2) IDEALH REAL��)ïoV 

hiæÍ[ S�K^�)ïoVof*G 3 e

TU%CORRUPTjg
Ç Pic Pjëk¦23Av

wjg 1�¿NONEjg
Ç CORRUPTH CKGC

Û�:/jg 2�¿CKGC 
Ç KGC Avw�Pi

H Pj�Avwjg 3��Cü�K^B� 3 ej

gG�IDEALH REALm�)ïo�� 

�� 1  CORRUPT 

ç CORRUPTjg:/h�S{�æÍ�ÐÑ

A�@l�IDEALH REALm�)ïo�� 

�� 2  NONE 

�È��?@ π0�π1H π2�π0%π07��� γ1(c

γ1’)H γ2(c γ2’)�Cü π07�./ κd H κa�*ØMAC

,�π1%� π0Bm�no��X γ1(c γ1’)H γ2(c γ2’)

�Ïp�π1�X γ1=e(μ+bQi, Sj)H γ1’=e(Si, ν+aQj)�V

Wø�γ2=bαH γ2’=aβ�π2%� π1Bm�no��X

κd(or κd’)H κa(or κa’)�Ïp�π2é&Q7�kl f�

X κdH κd’�VWø�π2é& f�X κaH κa’� 

π07��� γ1(c γ1’)H γ2 (c γ2’)�,�7�.

/)*� HMAC,�òó π0���f7�l�

@l��ÉÊ Z �x��IDEAL H π0m�)ïo

��] IDEAL ≈π0� 

�� 1  �ð BDH��H CDH��4Q�π1

H π0m�)ïo��] π0 ≈π1� 

��ÒBÉÊ Z *�)ìí��îïo π1H

π0�B Z�	qÞ�W^_ 23Xp D1H D2�D1

WB�î�r�h×�PPT�*�)ìí��î

s# BDH´µ��� BDH��Btu�VWø�

D2)*4�s# CDH´µ��� CDH��tu� 

+
vwxy���qøÀ� D1 Xp��

6��ÓF^ D1�0z& ZÓs# BDH´µ� 

D1�R xef���� �xPef��( � 

D1 T Pi �( f Qi=yP�Pj �( f Qj = 

(a+b)-1zP� 

D1{| Z�RS?@ π0H A�̀ 5 μ=aP�ν=bP� 

ç Z�� 1h�D1�X γ1=e(yP,(a +b)-1zP)x(a + b) 

= e(P, P)xyz
� 

@l��ðZW*�)ìí��îïoπ0Hπ1�

D1 LW*�)ìí��îs# BDH ´µ���

BDH��Btu�D2� D1VW���A}Ì�~

�� 2  �ðkl f mQ7�kl�π2H π1m

�)ïo��] π1 ≈ π2�~

�ð Z W*�)ìí��îïo π2H π1��

W^_23ïo[ïoQ7�kl f /4�lH7

�l���kl fmQ7�klBtu� 

�� 3  �ðkl gmQ7�kl�REALH π2

m�)ïo��] π2 ≈ REAL� 

K^#$��" 2VW� 

hi UC-æÍ��ñV��ð BDH ��H

CDH ��4Q� f H g mQ7�kl�òó

IDEAL ≈ π0 ≈  π1 ≈ π2 ≈ REAL�]jgNONE:/h�

ZNW*)ìí��îïo REALH IDEAL� 

�� 3  CKGC 

jg CKGC:/h�Z�W*)ìí��îï

o REAL H IDEAL���:/ NONE jg�K^

VW��2�ï÷B
 π1 ≈ π0�K^�B��π1

H π0 ��)ïoVNN�� CDH ���0�m

BDH���@f Z)*�X γ1=e(Si, ν)×e(μ, Sj)� 

hi*Þ 3eTU�o���" 2êK�    � 

5  ��� 

§¨B UC[\G���	
��� =>�

) X Y C D E F � B v « E F 5 ¬ � �

CorruptKGC���� ID-based KE"jkl KGC
idKEF �

���EFÁÂ� ID-based KE�Z&)XYCD

VH KGC-FS��h�K^�¶¦� ·�VÝ�

Chen-Kudla?@)*CD¡¢"jkl KGC
idKEF � 

	
�� 

[1] SHAMIR A. Identity-based cryptosystems and signature schemes[A]. 

Advances in Cryptology-CRYPTO’84[C]. Springer-Verlag, 1984. 

47-53. 

[2] CHEN L, KUDLA C. Identity based authenticated key agreement 

protocols from pairings[A]. CSFW'03[C]. 2003.219-236. 

[3] ���, ��, ���. 	
���� �!"!#���$%

&'([J]. )*+,, 2008, 29(12):16-21. 

WANG X F, CHEN Y, XIAO G Z. Analysis and improvement of an 

ID-based key agreement protocol[J]. Journal on Communications, 

2008, 29(12): 16-21. 

[4] BELLARE M, ROGAWAY P. Entity authentication and key distribu-

tion[A]. Advances in Cryptology-Crypto’93[C]. 1993. 232-249. 

[5] LI X H, MA J F, MOON S J. Security extension for the 



�94� )  *  +  , � 31- 

 

����1963-����������

	
����������������

����� !"# 

����1982-��$�%&&���

&�'()*��+,-��������

./�0����# 

�	
�1963-��$�%&&���

&�'()*����0+,-12���

����������0./�# 

���1979-��$�%&&���&

�'()*������������3

4����056789:;# 

���1978-��$�<==>��

&�'()*������������

34����056?@ABC9D�# 

canetti-krawczyk model in identity-based system[J]. Science in China 

(F series), 2005, 48(1): 117-124. 

[6] ZHU R W, TIAN X J, WONG D S. A suite of enhanced security 

models for key compromise impersonation resilience and ID-based 

key exchange[EB/OL]. http://eprint.iacr. org/2005/ 455, 2005. 

[7] CANETTI R, KRAWCZYK H. Analysis of key-exchange protocols 

and their use for building secure channels[A]. Proc EUROCRYPT 

2001[C]. Springer-Verlag, 2001. 453-474. 

[8] CANETTI R. Universally composable security: a new paradigm for 

cryptographic protocols[EB/OL]. http://eccc.uni-trier.de/eccc-reports/ 

2001/ TR01-016/, 2001. 

[9] ./0,12,345. 	
 VSPH � UC 6789:!#[J]. )*

+,, 2007, 28(7):28-34. 

LI F H, FENG T, MA J F. Universally composable oblivious transfer 

protocol based on VSPH[J]. Journal on Communications, 2007, 

28(7):28-34. 

[10] NISHIMAKI R, MANABE Y, OKAMOTO T. Universally compos-

able identity-based encryption[A]. The 2006 Symposium on Cryptog-

raphy and Information Security Hiroshima[C]. Japan, 2006.17-20. 

[11] NISHIMAKI R, MANABE Y, OKAMOTO T. Universally compos-

able identity-based encryption[J]. IEICE Trans Fundamentals, 2008, 

(E91-A) (1): 262-271. 

[12] CANETTI R, KRAWCZYK H. Universally composable key exchange 

and secure channels[A]. Eurocrypt 02[C]. 2002. 337-351. 

 
����� 

 

 

 

 

 

 

 

 

 

 

 

 


