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Abstract: The security issue has been remaining central in the research field of AES. Based on the thorough
study on the cipher mode of AES, this paper proposes a new authentication-encryption mode called PEAX
(Parallel-EAX), which consists of RCTR(Random CTR) and POMAC(Parallel OMAC) mode. The newly
introduced authentication-encryption mode enables the parallel processing of encryption and authorization, and
can achieve better performance both in software and hardware implementation. Without sacrificing the
advantages of EAX, both encryption and authentication processing in PEAX are conducted on the basis of a
single cipher core unit such as AES, resulting with lowest complexity in implementation. The simulation result
indicates that the proposed PEAX functions sufficiently well in the Visual Studio 2005 development environ-
ment and is up to the technical expectation.
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