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Abstract

We present a constant-round unconditional black-box compiler, that transforms any ideal straight-
line extractable commitment scheme, into an extractable and equivocal commitment scheme, therefore
yielding to UC-security [Can01]. We exemplify the usefulness of our compiler providing two (constant-
round) instantiations of ideal straight-line extractable commitment using (malicious) PUFs [OSVW13]
and stateless tamper-proof hardware tokens [Kat07]. This allows us to achieve the first uncondition-
ally UC-secure commitment with malicious PUFs and the first unconditionally UC-secure commitment
with stateless tokens. Our constructions are secure for adversaries creating arbitrarily malicious stateful
PUFs/tokens.

Previous results with malicious PUFs used either computational assumptions to achieve UC-secure
commitments or were unconditionally secure but only in the indistinguishability sense [OSVW13]. Sim-
ilarly, with stateless tokens, UC-secure commitments are known only under computational assump-
tions [CGS08, GIST10, CKS™11], while the (not UC) unconditional commitment scheme of [GIMS10]
is secure only in a weaker model in which the adversary is not allowed to create stateful tokens.

Besides allowing us to prove feasibility of unconditional UC-security with (malicious) PUFs and
stateless tokens, our compiler can be instantiated with any ideal straight-line extractable commitment
scheme, thus allowing the use of various setup assumptions which may better fit the application or the
technology available.
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1 Introduction

Unconditional security guarantees that a protocol is secure even when the adversary is unbounded. While it
is known how to achieve unconditional security for multi-party functionalities in the plain model assuming
honest majority [BGWS88, CCD88], obtaining unconditionally secure two-party computation is impossible
in the plain model. In fact, for all non-trivial two-party functionalities, achieving unconditional security
requires some sort of (physical) setup assumption.

Universally composable (UC) security [Can0O1] guarantees that a protocol is secure even when executed
concurrently with many other instances of any arbitrary protocol. This strong notion captures the real world
scenarios, where typically many applications are run concurrently over the internet, and is therefore very
desirable to achieve. Unfortunately, achieving UC-security in the plain model is impossible [CKLO3].

Hence, to have a 2-party protocol whose security either withstands any unbounded adversary (uncondi-
tional security), or holds in presence of concurrent executions with arbitrary protocols (UC-security) — or
both, if one aims for the best — one must surrender and trust in some setup. One natural research direction is
to explore which setup assumptions suffice to achieve (unconditional) UC, as well as to determine whether
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(or to what extent) we can reduce the amount of trust in some third party. Furthermore, exploring multiple
setup assumptions, allows for more options when designing a protocol. Hence, several setup assumptions
have been explored by the community. In the following, we briefly go over some assumptions proposed
in literature to achieve unconditional and/or UC-security, and motivate our focus to the stateless token and
(malicious) PUF model.

In [CLOSO02] Canetti et. al, show that any functionality can be UC-realized assuming the existence of
a trusted Common Reference String (CRS), under computational assumptions. Here, the security crucially
relies on the CRS being honestly sampled. Hence security in practice would typically rely on a third party
sampling the CRS honestly and security breaks down if the third party is not honest. Similar arguments
apply to various assumptions like “public-key registration” services [BCNP04, CDPWO07].

Another line of research explores “physical” setup assumptions. Based on various types of noisy chan-
nels, unconditionally secure Bit Commitment (BC) and Oblivious Transfer (OT) can be achieved [CKS88,
DKS99] for two parties, but UC security has not been shown for these protocols and in fact seems non-trivial
to get for the case of [DKS99].

In [Kat07] Katz introduces the assumption of the existence of tamper-proof hardware tokens. The as-
sumption is supported by the possibility of implementing tamper-proof hardware using current available
technology (e.g., smart cards). A token is defined as a physical device (a wrapper), on which a player can
upload the code of any functionality, and the assumption is that any adversary cannot tamper with the token.
Namely, the adversary has only black-box access to the token, i.e., it cannot do more then observing the
input/output characteristic of the token. The main motivation behind this new setup assumption is that it
allows for a reduction of trust. Indeed, in Katz’s model, tokens are not assumed to be trusted ( i.e., produced
by a trusted party) and the adversary is allowed to create a token that implements an arbitrary malicious
function. A consequence of this model is that the security of a player now depends only on its own foken
being good and holds even if tokens used by other players are not genuine! This new setup assumptions
has gained a lot of interest, and several work after [KatO7] have shown that unconditional UC-security is
possible [MS08, GIST10], even using a single stateful token [DKMQ11, DKMQ12]. Note that a stateful
token, in contrast with a stateless token, requires an updatable memory, that can be subject to reset attacks.
Thus, ensuring tamper-proofness for a stateful token seems to be more demanding than for a stateless token,
and hence it is desirable to achieve the same results with stateless tokens instead.

However, the only constructions known for stateless tokens, require computational assumptions [CGS08,
Kol10, GIS™10, CKS™11], and a non-constant number of rounds (if based on one-way functions only).
In fact, intuitively it seems challenging to achieve unconditional security with stateless tokens: A state-
less token runs always on the same state, thus an unbounded adversary might be able to extract the secret
state after having observed only a polynomial number of the token’s outputs. This intuition is confirmed
by [GIMS10] where it is proved that unconditional OT is impossible using stateless tokens. On the positive
side, [GIMS10] shows an unconditional commitment scheme (not UC) based on stateless tokens, but the
security of the scheme holds only if the adversary is not allowed to create malicious stateful tokens. This is
in contrast with the standard tamper-proof hardware model, where the adversary is allowed to construct any
arbitrary malicious (hence possibly stateful) token. Indeed, it seems difficult in practice to detect whether
an adversary sends you a stateless or a stateful token.

Therefore, the question of achieving unconditional commitments (UC-secure or not) using stateless
tokens, is still open. In this work we provide a positive answer, showing the first UC-secure unconditional
commitment scheme with stateless tokens.

Following the approach of [Kat07] Brzuska et al. in [BFSK11a] propose a new setup assumption for
achieving UC security, which is the existence of Physically Uncloneable Functions (PUFs). PUFs have



been introduced by Pappu in [Pap01, PRTGO02], and since then have gained a lot of interest for cryptographic
applications [GKST07, GvDC*08, AMS*09, RSS09, FBA09, SVW10, AMS™11, Riih10, MHV12, MV 10,
KKR™12]. A PUF is a physical noisy source of randomness. In other words a PUF is a device implementing
a function whose behavior is unpredictable even to the manufacturer. The reason is that even knowing the
exact manufacturing process there are parameters that cannot be controlled, therefore it is assumed infeasible
to construct two PUFs with the same challenge-response behavior. A PUF is noisy in the sense that, when
queried twice with the same challenge, it can output two different, although close, responses. PUFs do not
implement a mathematical function, and are therefore non-programmable. It is assumed that PUFs satisfy
the following properties: 1) unpredictability: the distribution implemented by a PUF is unpredictable. That
is, even after a polynomial number of challenge/response pairs have been observed, where the challenges
can be adaptively chosen, the response on any new challenge (sufficiently far from the ones observed so
far) is unpredictable; this property is unconditional; 2) uncloneability: a PUF is the output of a physical
uncontrollable manufacturing process, thus it is assumed that creating two PUFs implementing the same
function is impossible even to the manufacturer. This property is called hardware uncloneability. (Software
cloneability corresponds to understanding the function implemented by the PUF, and it is believed hard
to do it with only polynomial number of queries due to the unpredictability property). Designing PUF-
based protocols is fundamentally different than for other hardware tokens. This is due in part to the non-
programmability, but mainly to the fact that the functional behavior is unpredictable even for the creator
of the PUF. This causes an asymmetric situation in which only the party in possession of the PUF has full
access to the secrets [BFSK11b].

Brzuska et al. modeled PUFs in the UC-setting, and presented constructions for Unconditional UC-
OT and UC-BC. Somewhat surprisingly, it turns out that unconditional UC-OT is possible with (honest)
PUFs, while it is impossible with (honest) stateless tokens [GIMS10]. However, the UC-definition of PUFs
proposed in [BFSK11a] assumes that all PUFs are trusted. Namely, they assume that even a malicious
player creates PUFs honestly, following the prescribed generation procedure. This assumption seems quite
unrealistic, as it implies that an adversary must not be capable of constructing hardware that “look like” a
PUF, but that instead computes some arbitrary function. The consequence of assuming that all PUFs are
trusted is that the security of a player depends on the PUFs created by other players. (Indeed, in the OT
protocol of [BFSK11a], if the receiver replaces the PUF with a token implementing a predictable function,
the security of the sender is broken).

In [OSVW13] Ostrovsky et al., extend the UC-PUF definition of [BFSK11a] in order to model the
adversarial behavior of creating and using “malicious PUFs”. A malicious PUF is a physical device for
which the security properties of a PUF are not guaranteed. As such, it can be a device implementing
any function chosen by the adversary, so that the adversary has full control on the answers computed
by its own “PUF”. A malicious PUF can, of course, be stateful. The major advantage of this model is
that the security of a player depends only on the goodness of its own PUFs. Obviously, the price to pay
is that protocols secure in this model are much more complex that protocols designed to deal only with
honest PUFs. Nevertheless, [OSVW13] shows that, even with malicious PUFs, it is possible to achieve UC-
secure computations, relying on computational assumptions. However, achieving unconditional UC-secure
protocols in the malicious PUF model is left as an open problem in [OSVW13].

In this paper, we provide a partial positive answer to this open problem by showing the first construction
of unconditional UC-secure Bit Commitment in the malicious PUFs model. Whether unconditional OT
is possible with malicious PUFs is still an interesting open question. Intuitively, since PUFs are stateless
devices, one would think to apply the arguments used for the impossibility of unconditional OT with stateless
tokens [GIMS10]. However, due to the unpredictability property of PUFs, which holds unconditionally, such



arguments do not carry through. Indeed, as long as there is at least one honest PUF in the system, there is
enough entropy, and this seems to defeat the arguments used in [GIMS10]. On the other hand, since a PUF
is, in spirit, just a “random function”, it is not clear how to implement the OT functionality, when only one
of the players uses honest PUFs.

Our Contribution. In this work we provide a tool for constructing UC-secure commitments given any
straight-line extractable commitment. This essentially means that the task of constructing UC-secure com-
mitment is reduced to the simpler task of achieving extractable commitments. This tool allows us to prove
feasibility of unconditional UC-secure protocols (for a non-trivial functionality) in the stateless token model
and in the malicious PUF model. More precisely, we provide a compiler that transforms any ideal extractable
commitment — a primitive that we define — into a UC-secure commitment. An ideal extractable commitment
is a statistically hiding, statistically binding and straight-line extractable commitment. The transformation
uses the ideal extractable commitment as black-box and is unconditional, that is, it does not require any
further assumption. The key advantage of such compiler is that, one can implement the ideal extractable
commitment with the setup assumption that is more suitable with the application and the technology avail-
able.

We then provide an implementation of the ideal extractable commitment scheme in the malicious PUFs
model of [OSVW13]. Our construction builds upon the (stand-alone) unconditional BC scheme shown
in [OSVW13], which is not extractable. By plugging our extractable commitment scheme in our compiler
we obtain the first unconditional UC-secure commitment with malicious PUFs.

We then construct ideal extractable commitments using stateless tokens. We use some of the ideas
employed for the PUF construction, but implement them with different techniques. Indeed, PUFs are intrin-
sically unpredictable, and even having oracle access to a PUF an unbounded adversary cannot predict the
function run by it. With stateless tokens we do not have such guarantee and free access to a token might
completely reveal the function embedded in it. Our protocol is secure in the standard stateless model, where
the adversary has no restriction and can send malicious stateful tokens.

By plugging such protocol in our compiler, we achieve the first unconditional UC-secure commitment
scheme with stateless tokens. Given that unconditional OT is impossible with stateless tokens, this result
completes the picture concerning feasibility of unconditional UC-security with stateless tokens.

Remark 1. In the rest of the paper (as it happens in all previous work on PUFs/tokens), it is assumed that
even an unbounded adversary, can query the PUF/token only a polynomial number of times. This assumption
is necessary. Indeed, if we allowed the adversary to query the PUF/token on all possible challenges, then
she can derive the truth table implemented by the physical device.

2 Definitions

Notation. We denote by n the security parameter and by PPT the property of a probabilistic algorithm
whose number of steps is polynomial in its security parameter. We denote by (v4,vp) < (A(a), B(b))(z)
the local outputs of A and B of the random process obtained by having A and B activated with independent
random tapes, interacting on common input x and on (private) auxiliary inputs a to A and b to B. When the
common input x is the security parameter, we omit it. If A is a probabilistic algorithm we use v & A(x)
to denote the output of A on input x assigned to v. We denote by view4(A(a), B(b))(x) the view of A
of the interaction with player B, i.e., its values is the transcript (71,72, ..., 7¢; 7), where the ~;’s are all the
messages exchanged and r is A’s coin tosses. We use notation [n] to denote the set {1,...,n}. Let P; and
P, be two parties running protocol (A,B) as sub-routine. When we say that party “P; runs (A(-), B(-))(")
with P,” we always mean that P; executes the procedure of party A and P» executes the procedure of party
B. In the following definitions we assume that the adversary has auxiliary information, and assume that



parties are stateful.

Unconditional One-Time Message Authentication Code. A one-time message authentication code
(MAQC) is defined as a triple of PPT algorithms (Gen, Mac, Vrfy). The key-generation algorithm Gen takes
as input the security parameter 1" and outputs a key k£ with |k| > n. The tag-generation algorithm Mac
takes as input a key k and a message m and outputs a tag ¢ «+— Mac(k, m). The verification algorithm Vrfy
takes as input a key k, a message m and a tag ¢ and outputs 1 if ¢ is a valid MAC of the message m, it
outputs 0 otherwise. A MAC is unconditionally one-time unforgeable if, for all keys k& < Gen(1™), for any
adversary A observing a pair (t,m) < Mac(k, m), probability that A generates a new pair (', m’), such
that Vrfy(k, m’,¢") = 1, is negligible. Unconditional one-time MAC can be implemented using a pairwise
independent hash function.

Definition 1 (Error correcting code). An (N, L, dis)-Error Correcting Code (ECC), is a tuple of algorithms
(Encode, Decode) where Encode : {0,1}" — {0,1}* and Decode : {0,1}* — {0,1}¥ satisfy the
following properties:
- Efficiency: Encode, Decode are deterministic polynomial time algorithms;
- Minimum Distance: ¥Ym1, ma € {0,1}", dispam(Encode(m; ), Encode(msz)) > dis;
- Correct Decoding: ¥m, cd = Encode(m), Ved' € {0, 1} such that disham(cd,cd’) < | %] it holds
that Decode(c’) = m.

L

In our constructions we need (3n, L, el

)-Error Correcting Code.

2.1 Ideal Extractable Commitment Scheme

We denote by F,ux the ideal set-up functionality used by a real world protocol.

Definition 2 (Ideal Commitment Scheme in the F,,x model). A commitment scheme is a tuple of PPT
algorithms Com = (C,R) implementing the following two-phase functionality, having access to an ideal
set-up functionality Faux. Given to C an input b € {0,1}, in the first phase called commitment phase, C
interacts with R to commit to the bit b. We denote this interaction by ((c,d), c) < (C(com,b), R(recv))
where c is the transcript of the (possibly interactive) commitment phase and d is the decommitment data. In
the second phase, called decommitment phase, C sends (b, d) and R finally outputs “accept” or “reject”
according to (c,d,b). In both phases parties could access to Faux. Com = (C,R) is an ideal commitment
scheme if it satisfies the following properties.

Completeness. For any b € {0, 1}, if C and R follow their prescribed strategy then R accepts the commit-
ment ¢ and the decommitment (b, d) with probability 1.

Statistically Hiding. For any malicious receiver R* the ensembles {viewg+ (C(com,0), R*) (1")},,en and
{viewg+(C(com, 1), R*) (1™)},,en are statistically indistinguishable, where viewg« (C(com,b), R*)
denotes the view of R* restricted to the commitment phase.

Statistically Binding. For any malicious committer C*, there exists a negligible function €, such that C*
succeeds in the following game with probability at most €(n): On security parameter 1™, C* interacts
with R in the commitment phase obtaining the transcript ¢ . Then C* outputs pairs (0, dp) and (1, dy),
and succeeds if in the decommitment phase, R(c, do,0) = R(c,d;, 1) = accept.

We call the commitment scheme ideal since both binding and hiding must hold against unbounded
adversaries.



Definition 3 (Interface Access to an Ideal Functionality F,ux). Let Il = (P1, Py) be a two-party protocol
in the Faux-hybrid model. That is, parties Py and P> need to query the ideal functionality F.,x in order to
carry out the protocol. An algorithm M has interface access to the ideal functionality Faux w.r.t. protocol
11 if all queries made by either party Py or P» to Fayux during the protocol execution are intercepted (but
not answered) by M, and M has oracle access to Faux. Such queries are then forwarded to Faux and the
answers are sent to the party. Namely, F,ux can be a non programmable and non PPT functionality.

Definition 4 (Ideal Extractable Commitment Scheme in the Fj,x model). IdealExtCom = (Cext, Rext)
is an ideal extractable commitment scheme in the F,,x model if (Cext, Rext) is an ideal commitment and
there exists a straight-line strict polynomial-time extractor E having interface access to F,ux, that runs the
commitment phase only and outputs a value b* € {0, 1, L} such that, for all malicious committer C*, the
following properties are satisfied.

Simulation: the view generated by the interaction between E and C* is identical to the view generated
]:aux

when C* interacts with the honest receiver Rext: view:™ (C*(com, -), Rext(recv)) = viewé:i“x(c*(com7 ), E)
Extraction: ler c be a valid transcript of the commitment phase run between C* and E. If E outputs 1
then probability that C* will provide an accepting decommitment is negligible.

Binding: if b* # L, then probability that C* decommits to a bit b # b* is negligible.

2.2 Physically Uncloneable Functions

Here we recall the definition of PUFs taken from [BFSK11a]. A Physically Uncloneable Function (PUF) is
a noisy physical source of randomness. A PUF is evaluated with a physical stimulus, called the challenge,
and its physical output, called the response, is measured. Because the processes involved are physical, the
function implemented by a PUF can not necessarily be modeled as a mathematical function, neither can be
considered computable in PPT. Moreover, the output of a PUF is noisy, namely, querying a PUF twice with
the same challenge, could yield to different outputs.

A PUF-family P is a pair of (not necessarily efficient) algorithms Sample and Eval. Algorithm Sample
abstracts the PUF fabrication process and works as follows. Given the security parameter in input, it outputs
a PUF-index id from the PUF-family satisfying the security property (that we define soon) according to
the security parameter. Algorithm Eval abstracts the PUF-evaluation process. On input a challenge s, it
evaluates the PUF on s and outputs the response a. A PUF-family is parametrized by two parameters: the
bound on the noisy of the answers dpoise, and the size of the range rg. A PUF is assumed to satisfy the
bounded noise condition, that is, when running Eval(1”,id, s) twice, the Hamming distance of any two
responses aj, ag is smaller than dpeise (). Without loss of generality, we assume that the challenge space of
a PUF is a full set of strings of a certain length.

Definition 5 (Physically Uncloneable Functions). Let rg denote the size of the range of a PUF-family and
dnoise denote a bound of the PUF’s noise. P = (Sample, Eval) is a family of (rg, dnoise)-PUF if it satisfies
the following properties.

Index Sampling. Let 7, be an index set. On input the security parameter n, the sampling algorithm
Sample outputs an index id € I, following a not necessarily efficient procedure. Each id € T,
corresponds to a set of distributions Diy. For each challenge s € {0, 1}", Diq contains a distribution
Diq(s) on {0,1}79). Dig is not necessarily an efficiently samplable distribution.

Evaluation. On input the tuple (1",id, s), where s € {0,1}", the evaluation algorithm Eval outputs
a response a € {0,1}"9") according to distribution Dig(s). It is not required that Eval is a PPT
algorithm.



Bounded Noise. For all indexes id € I,, for all challenges s € {0,1}", when running Eval(1",id, s)
twice, the Hamming distance of any two responses a1, ay is smaller than dyeise(n).

In the following we use PUF4(s) to denote Diy. When not misleading, we omit id from PUF,4, using
only the notation PUF.

Definition 6 (Average min-entropy). The average min-entropy of the measurement PUF(s) conditioned on
the measurements of challenges Q = (s1,...,$ (n)) is defined by:

9 “poly

H(PUF(s)|PUF(Q)) = —log(EainUF(si)[mgxPr [ PUF(s) = ala; = PUF(sy),... s oory(n) = PUF(S..1,n)) ] )

— —lOg (Ea'%PUF(S‘) [2Hoo(PUF(S):a|a1:PUF(31),...,apoly(n):PUF(spoly(n)))

where the probability is taken over the choice of id from the PUF-family and the choice of possible PUF re-
sponses on challenge s. The term PUF(Q) denotes a sequence of random variables PUF(s1), ..., PUF(s,,,,(n))
each corresponding to an evaluation of the PUF on challenge s..

Security Properties. We assume that PUFs enjoy the properties of uncloneability and unpredictability.
Unpredictability is modeled in [BFSK11a] via an entropy condition on the PUF distribution. Namely, given
that a PUF has been measured on a polynomial number of challenges, the response of the PUF evaluated
on a new challenge has still a significant amount of entropy. The following definition automatically implies
uncloneability (see [BFSK11b] pag. 39 for details).

Definition 7 (Unpredictability). A (rg, dnoise)-PUF family P = (Sample, Eval) for security parameter n is
(dmin(n), m(n))-unpredictable if for any s € {0,1}" and challenge list Q = (s1, ..., S,.,,,(n)), One has that,
ifforall 1 < k < vo1y(n) the Hamming distance satisfies disham (S, k) > dmin(n), then the average min-
entropy satisfies Ho(PUF(s)|PUF(Q)) > m(n), where PUF(Q) denotes a sequence of random variables
PUF(s1),...,PUF(s,..,(n)) each corresponding to an evaluation of the PUF on challenge sy. Such a PUF-
Sfamily is called a (rg, dnoise; dmin, m)- PUF family.

2.2.1 Fuzzy Extractors

The output of a PUF is noisy. That is, querying the PUF twice with the same challenge, one might obtain
two distinct responses o, o’ that are at most dyeise apart in hamming distance. Fuzzy extractors of Dodis
et al. [DORSO08] are applied to the outputs of the PUF, to convert such noisy, high-entropy measurements
into reproducible randomness. Very roughly, a fuzzy extractor is a pair of efficient randomized algorithms
(FuzGen, FuzRep), and it is applied to PUFs ’responses as follows. FuzGen takes as input an ¢-bit string,
that is the PUF’s response o, and outputs a pair (p, st), where st is a uniformly distributed string, and p is
a public helper data string. FuzRep takes as input the PUF’s noisy response ¢’ and the helper data p and
generates the very same string st obtained with the original measurement o.

The security property of fuzzy extractors guarantees that, if the min-entropy of the PUF’s responses
are greater than a certain parameter m, knowledge of the public data p only, without the measurement o,
does not give any information on the secret value st. The correctness property, guarantees that, all pairs of
responses o, o’ that are close enough, i.e., their hamming distance is less then a certain parameter ¢, will be
recovered by FuzRep to the same value st generated by FuzGen. Clearly, in order to apply fuzzy extractors
to PUF’s answers, it is sufficient to pick an extractor whose parameters match with the parameter of the PUF
being used.

We now provide a formal definition of Fuzzy Extractors. Let U, denote the uniform distribution on ¢-bit
strings. Let M be a metric space with the distance function dis: M x M — R™.



Definition 8 (Fuzzy Extractors). Let dis be a distance function for metric space M. A (m,{,t,€)-fuzzy
extractor is a pair of efficient randomized algorithms (FuzGen, FuzRep). The algorithm FuzGen on input
w € M, outputs a pair (p, st), where st € {0, 1} is a secret string and p € {0,1}* is a helper data string.
The algorithm FuzRep, on input an element w' € M and a helper data string p € {0, 1}* outputs a string
st. A fuzzy extractor satisfies the following properties.

Correctness. For all w,w' € M, if dis(w,w") < t and (st, p) & FuzGen, then FuzRep(w', p) = st.

Security. For any distribution VYV on the metric space M, that has min-entropy m, the first component
of the random variable (st,p), defined by drawing w according to YV and then applying FuzGen, is
distributed almost uniformly, even given p, i.e., SD((st,p), (U, p)) < e

Given a (rg(n), dnoise(1), dmin(n), m(n))-PUF family with dmin = o(n/logn), a matching fuzzy ex-
tractor has the following parameters: ¢(n) = n, t(n) = dnoise(n), and € is a negligible function in n. The
metric space M is the range {0, 1}"9 with Hamming distance disp,m. We call such PUF family and fuzzy
extractor as having matching parameters, and the following properties are guaranteed.

Well-Spread Domain. For all polynomial p(n) and all set of challenges s1, . . ., 5(,,), the probability that
a randomly chosen challenge is within distance smaller than d,,;, with any s, is negligible.

Extraction Independence. For all challenges s1, ..., sp(,), and for a challenge s such that dis(s, si) >
dmin for 1 < k < p(n), it holds that the PUF evaluation on s and subsequent application of FuzGen
yields an almost uniform value st even if p is observed.

Response consistency. Let a,a’ be the responses of PUF when queried twice with the same challenge s,
then for (st, p) < FuzGen(a) it holds that st <— FuzRep(d’, p).

2.3 Ideal Functionalities for Malicious PUFs and Stateless Tokens.

We follow the malicious PUF model introduced in [OSVW13]. In this model, the adversary is allowed to
create arbitrarily malicious PUFs. Very informally, a malicious PUF is any physical device that “look like”
a PUF but it implements an arbitrary malicious, possibly stateful, function. Such adversarial behaviour has
been modeled in [OSVW13] by extending the ideal functionality proposed in [BFSK11a]. We denote by
Fpur the ideal functionality for malicious PUF, and we provide its formal description in Appendix A.2. For
more details about the model the reader is referred to [OSVW13].

Stateless Tokens are modeled through the ideal functionality Fap [Kat07, CGS08] described in Ap-
pendix A.3.

The reader is referred to Appendix A for the definition of UC-security.
3 The Compiler

In this section we show how to transform any ideal extractable commitment scheme into a protocol that
UC-realizes the Fcom functionality, unconditionally. Such transformation is based on the following building
blocks.

Extractable Blobs. “Blob” was used in [BCC88] to denote a commitment. In this paper we use the term
blob to denote a pair of bit commitments, that however still represent the commitment of one bit. The bit
committed in a blob is the xor of the bits committed in the pair. As we shall see soon, the representation of
a bit as its exclusive-or, allows to prove equality of the bits committed in two blobs without revealing the
values and more importantly using commitments as black boxes. Let IdealExtCom be any ideal extractable



commitment scheme satisfying Definition 4. If the commitment phase of IdealExtCom is interactive then
the blob is the pair of transcripts obtained from the interaction. Procedures to create a blob of a bit b, and to
reveal the bit committed in the blob, are the following.

Blob(b): Committer picks bits 6, b! uniformly at random such that b = ° @ b'. It commits to b°, b! (in

parallel) running IdealExtCom as sub-routine and obtains commitment transcripts ¢, ¢!, and decom-
mitments d°, d'. Let B = (c’, c!) be the blob of b.

OpenBlob(B): Committer sends (b°, d°), (b', d') to Receiver. Receiver accepts iff d°, d* are valid decom-
mitments of %, b! w.r.t. transcripts (c”, c!) and computes b = b° @ b,

Clearly, a blob inherits the properties of the commitment scheme used as sub-protocol. In particular,
in the above case, since IdealExtCom is used as sub-routine, each blob is statistically hiding/binding, and
straight-line extractable.

Equality of Blobs. Given the representation of a bit commitment as a blob, a protocol due to Kilian [Kil92]
allows to prove that two committed bits (two blobs) are equal, without revealing their values. We build upon
this protocol to construct a “simulatable” version, meaning that (given some trapdoor) a simulator can prove
equality of two blobs that are not equal. Let B;, B; be two blobs. Let b; = (b) & b}) be the bit committed
in B;, and b; = (b? @ bjl) be the bit committed in B;. Let P denote the prover and V' the verifier. In the
following protocol P proves to V' that B; and B; are the commitment of the same bit (i.e., b; = b;).

ProveBlobsEquality(B;, B;)

1. V uniformly chooses e € {0, 1} and commits to e using IdealExtCom.

2. Psendsy =) @ b? to V.

3. Vreveals eto P.

4. P reveals b7 and b5 (i.e., P sends decommitments d, d5 to V). V accepts iff y = b7 @ b5.
Protocol ProveBlobsEquality satisfies the following properties.

Soundness: if b; # bj;, any malicious prover P* convinces V' with probability 1/2, that is the prob-
ability of guessing the challenge e. Here we are using the statistically hiding property of the ideal
commitment ldealExtCom used to commit e.

Privacy: If b; = b; then after executing the protocol, the view of any verifier V*, is independent of the
actual value of b;, b; (given that B;, B; were secure at the beginning of the protocol).

Simulation: there exists a straight-line strictly PPT simulator SimFalse such that, for any (B;, B;) that
are not equal, i.e., b; # b;, for any malicious verifier V*, produces a view that is statistically close to
the case in which (B;, B;) are equal, i.e., b; = b; and V* interacts with the honest P.

The above properties are formally proved in Appendix B.

Note that the protocol uses blobs in a black-box way. Note also, that a blob can be involved in a single

proof only.

3.1 Unconditional UC-secure Commitments from Ideal Extractable Commitments

We construct unconditional UC-secure commitments using extractable blobs and protocol ProveBlobsEquality
as building blocks. We want to implement the following idea. The committer sends two blobs of the same
bit and proves that they are equal running protocol ProveBlobsEquality. In the decommitment phase, it
opens only one blob (a similar technique is used in [Hof11], where instead the commitment scheme is cru-
cially used in a non black-box way). The simulator would extract the bit of the committer by exploiting the
extractability property of blobs. The simulator can instead equivocate, by committing to the pair 0 and 1,



and cheating in the protocol ProveBlobsEquality, by running the simulator associated to it. In the opening
phase, it then opens the blob corresponding to the right bit.

This idea does not work straight-forwardly since soundness of protocol ProveBlobsEquality holds only
with probability 1/2 and thus a malicious committer can break binding with the same probability. We cannot
amplify the soundness by running many proofs on the same pair of blobs, since a blob can be involved in a
proof only once. (This is due to the fact that we threat blobs in a black-box manner). Running many proofs
among many independent pairs of blobs, and ask the committer to open half of them, is the way to go.

Specifically, the committer will compute n pairs of (extractable) blobs. Then it proves equality of each
consecutive pair of blobs by running protocol ProveBlobsEquality with the receiver. The commitment phase
is successful if all equality proofs are accepting. In the decommitment phase, the committer opens one blob
for each pair. Namely, it reveals n blobs. Notice that, the committer cannot open any arbitrary set of blobs.
The freedom of the committer is only in the choice of the index to open for each pair. The receiver accepts
if two conditions are satisfied: 1) the committer opens one blob for each consecutive pair, 2) all revealed
blobs open to the same bit. The construction is formally described in Fig. 1.

Protocol UCComCompiler
Committer’s Input: b € {0, 1}.
Commitment Phase
1. Committer: run Blob(b) 2n times. Let By, ..., By, be the blobs obtained.
2. Committer < Receiver: fori = 1;¢ =i + 2; 4 < 2n — 1; run ProveBlobsEquality(B;, B;11).
3. Receiver: if all equality proofs are accepting, accept the commitment phase.
Decommitment Phase
1. Committer: fori = 1;¢ = i+2; 4 < 2n— 1; randomly choose ¢ € {7, i+ 1} and run OpenBlob(B)
with the Receiver.
2. Receiver: 1) check if Committer opened one blob for each consecutive pair; 2) if all n blobs open
to the same bit b, output b and accept. Else output reject.

Figure 1: UCComCompiler: Unconditional UC Commitment from any Ideal Extractable Commitment.

Theorem 1. [f IdealExtCom is an ideal extractable commitment scheme in the F,x-hybrid model, then
protocol in Fig. 1 is an unconditionally UC-secure bit commitment scheme in the F,,x-hybrid model.

Proof Intuition. To prove UC-security we have to show a straight-line simulator Sim which correctly simu-
lates the view of the real-world adversary .4 and extracts her input. Namely, when simulating the malicious
committer in the ideal world, Sim internally runs the real-world adversarial committer A simulating the
honest receiver to her, so to extract the bit committed to by .4, and play it in the ideal world. This property
is called extractability. When simulating the malicious receiver in the ideal world, Sim internally runs the
real-world adversarial receiver .A simulating the honest committer to her, without knowing the secret bit
to commit to, but in such a way that it can be opened as any bit. This property is called equivocality. In
the following, we briefly explain why both properties are achieved. In the proof we assume that parties
communicate through authenticated channels.

Straight-line Extractability. It follows from the straight-line extractability and binding of ldealExtCom
and from the soundness of protocol ProveBlobsEquality. Roughly, Sim works as follows. It plays the
commitment phase as an honest receiver (and running the straight-line extractor of IdealExtCom having
access to Faux)- If all proofs of ProveBlobsEquality are successful, Sim extracts the bits of each consecutive
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pair of blobs and analyses them as follows. Let b € {0,1}. If all extracted pairs of bits are either (b, b) or
(b,b), (i.e. there are no pairs like (b, b)), it follows that, the only bit that A can successfully decommit to, is
b. In this case, Sim plays the bit b in the ideal world.

If there is at least a pair (b,b) and a pair (b, b), then A cannot provide any accepting decommitment
(indeed, due to the binding of blobs, .4 can only open the bit b from one pair, and the bit b from another pair,
thus leading the receiver to reject). In this case Sim sends a random bit to the ideal functionality.

If all the pairs of blobs are not equal, i.e., all pairs are either (b, b) or (b,b), then A can later decommit
to any bit. In this case the simulator fails in the extraction of the bit committed, and it aborts. Note that,
this case happens only when all the pairs are not equal. Thus .4 was able to cheat in all executions of
ProveBlobsEquality. Due to the soundness of ProveBlobsEquality, this event happens with probability 27",

Straight-line Equivocality. 1t follows straight-forwardly from the simulation property of ProveBlobsEquality.
Sim in this case works as follows. It prepares n pairs of blobs such that each pair contains blob of 0 and blob
of 1, in randomly chosen positions. Sim is able to cheat in all executions of ProveBlobsEquality, by running
the straight-line simulator associated to this protocol. In the decommitment phase, after having received the
bit to decommiit to, for each pair, Sim reveals the blob corresponding to the right bit.

Note that, in both cases, Sim crucially uses the extractor associated to IdealExtCom, that in turn uses the
access to Faux. The formal proof of Theorem 1 can be found in Appendix C.

In Section 4 we show an implementation of IdealExtCom with malicious PUFs, while in Section 5, we
show how to implement IdealExtCom using stateless token. By plugging such implementations in protocol
UCComCompiler we obtain the first unconditional UC-secure commitment scheme with malicious PUFs
(namely, in the Fpyp-hybrid model), and stateless tokens (namely, in the Fap-hybrid model).

4 Ideal Extractable Commitment from (Malicious) PUFs

In this section we show a construction of ideal extractable commitment in the Fpyr model.

Our construction builds upon the ideal commitment scheme in the Fpyr model presented in [OSVW13].
We refer to this protocol as ldealComPuf. For simplicity, in the informal description of the protocol, we
omit mentioning the use of fuzzy extractors and the formalism for invoking the Fpyg functionality. Such
details are provided in the formal descriptions of Fig. 2 and Fig. 3.

4.1 Ideal Commitment Scheme in the Fpyr Model [OSVW13]

We recall the ideal commitment scheme provided by [OSVW13] that we use as building block to con-
struct our ideal extractable commitment. The idea behind the protocol of [OSVW13], that we denote by
IdealComPuf = (Cpyfideal; Rpufideal ) is to turn Naor’s commitment scheme [Nao89] I which is statistically
binding but only computationally hiding, into statistically hiding and binding, by replacing the PRG with a
(possibly malicious) PUF. Roughly, protocol IdealComPuf goes as follows.

At the beginning of the protocol, the committer creates a PUF, that we denote by Pg. It preliminary
queries Pg with a random string s to obtain the response og, and finally delivers the PUF Pg to the receiver.
After receiving the PUF, the receiver sends a random string 7 (i.e., the first round of Naor’s commitment) to
the committer. To commit to a bit b, the committer sends ¢ =05 (rAb) to the receiver. In the decommitment
phase, the committer sends (b, s) to the receiver, who checks the commitment by querying Pg with s. Hiding
intuitively follows from the fact that, a fuzzy extractor applied to the PUF-response og, yields to a uniformly
distributed value (this property is called Extraction Independence). Thus, commitment of 1, ¢ =05 & r and

'Naor’s scheme is a two-round commitment scheme. In the first round the receiver sends a random string 7 <- {0, 1}*™ to the

committer. In the second round, the committer picks a random string s < {0, 1}", computes y < G(s) and sends y & (r A b) to
the receiver, where G : {0,1}™ — {0,1}*" is a PRG and b is the bit to commit to.
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commitment of 0, ¢ =og, are statistically close. Binding follows the same argument of Naor’s scheme. For
more details the reader is referred to [OSVW13]. The formal description of ldealComPuf is provided in
Fig. 2. Protocol IdealComPuf is a bit commitment scheme, but it can be straight-forwardly transformed into
string commitment by committing each bit of the string in parallel, reusing the same PUF.

Protocol |deal ComPuf

FpuE is parameterized with a PUF-family P=(rg, dnoise, dmin, m). (FuzGen, FuzRep) is a (m,¢,t,¢€)-
fuzzy extractor of appropriate matching parameters such that ¢ = 3n. Pg denote the id for accessing to
the PUF created by the committer. Committer’s Input: b € {0, 1}.

Commitment Phase

1. Committer Cpyfigeal:  send (initpyr, normal, Ps, Coufideal) to Fpyr and obtain response
(initializedpyr, Ps). Select a random string s € {0,1}", send (evalpyr, Ps, Cpufideal; S) t0 Fpur
and obtain response (responsepyr, Ps, s,05). Compute (sts,ps) < FuzGen(og), and send pg to
Rpufideal and (handoverpyr, Ps, Coufideal; Rpufideal) 10 Fpur.

2. Receiver Ryyfideal: Obtain py from the committer and (handoverpyr, Ps, Cpufideat) from Fpyg. Pick
random string » € {0, 1}* and send it to the committer.

3. Committer Cpyfideal: sSend ¢ = stg @ (r A ) to Rpufideal-
Decommitment Phase
1. Committer Cpyfideal: send (b, s) to Rpufideal-

2. Receiver Rpyfigeal: obtain (¢, s’) from the committer. Send (evalpyr, Ps, Rpufideal; §’) to Fpyr and
obtain (responsepyr, Ps, s’,0%). Compute sty < FuzRep(o,pl). If b = 0, check if sty = c.
Else, check st'y = ¢ @ r. If the check passes, accept and output b, else output reject.

Figure 2: ldealComPuf: Ideal Commitments in the Fpyr model [OSVW13].

4.2 Our Ideal Extractable Commitment Scheme in the Fpyr Model

We transform IdealComPuf into a straight-line extractable commitment using the following technique. We
introduce a new PUF Pp, sent by the receiver to the committer, at the beginning of the protocol. Then
we force the committer to query the PUF Pp with the opening of the commitment computed running
IdealComPuf. An opening of protocol IdealComPuf is the value og > In this way, the extractor, having
access to the interface of Fpyg, intercepts the queries made by the committer, and thus extracts the opening.
Note that extractability must hold against a malicious committer, in which case the token Pr sent by the
receiver is honest, therefore the extractor is allowed to intercept such queries. The idea is that, from the
transcript of the commitment (i.e., the value ¢ = og @ (r A b)) and the queries made to Pg, (the value og)
the bit committed if fully determined °.

?In the actual implementation we require the committer to query Pr with stg where (stg,ps) + FuzGen'(os).

3 As we shall discuss in the security proof, a malicious sender can always compute c* so that it admits two valid openings (i.e.,
compute yo, y1 such that r = yo G y1 and set ¢* = yo) , and query Pr with both openings (thus confusing the extractor). However,
due to the binding of IdealComPuf, A will not be able to provide an accepting decommitment for such ¢*. Thus extractability is
not violated. (Straight-line Extractability in J,.x model, is violated when the extractor outputs L, while the adversary provides an
accepting decommitment).
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How can we force the committer to query Pr with the correct opening? We require that it commits to
the answer o obtained by Pg, using again protocol ldealComPuf. Why the committer cannot send directly
the answer or? Because or could be the output of a malicious PUF, and leak information about the query
made by the committer.

Thus, in the commitment phase, committer runs two instances of IdealComPuf. One instance, that we
call ComBit, is run to commit to the secret bit b. The other instance, that we call ComResp, is run to commit
to the response of PUF Pg, queried with the opening of ComBit. In the decommitment phase, the receiver
gets Pr back, along with the openings of the bit and the PUF-response. Then it queries Pr with the opening
of ComBit, and checks if the response is consistent with the string committed in ComResp.

Due to the unpredictability of PUFs, the committer cannot guess the output of Pp on the string og with-
out querying it. Due to the statistically binding of ldeal ComPuf, the committer cannot postpone querying the
PUF in the decommitment phase. Thus, if the committer will provide a valid decommitment, the extractor
would have observed the opening already in the commitment phase with all but negligible probability.

However, there is one caveat. The unpredictability of PUFs is guaranteed only for queries that are
sufficiently apart from each other. Which means that, given a challenge/response pair (¢, ), the response on
any strings ¢’ that is “close” in hamming distance to ¢ (“close” means that dispam (¢, ¢’) < dmin), could be
predictable.

Consequently, a malicious committer could query the PUF with a string that is only “close” to the
opening. Then, given the answer to such a query, she could predict the answer to the actual opening, without
querying the PUF. In this case, the extractor cannot determine which is the opening, since it cannot try all
possible strings that are “close” to queries made by the malicious committer. Thus the extraction fails. At the
same time, the malicious committer did not violate the unpredictability property of PUFs, since it predicted
a value that is “too close” to the one already observed.

We overcome this problem by using Error Correcting Codes, in short ECC (see Definition 1). The
property of an ECC with distance parameter dis, is that any pair of strings having hamming distance dis,
decodes to a unique string. Therefore, we modify the previous approach asking the committer to query Pr
with the encoding of the opening, i.e., Encode(og). In this way, all queries that are “too close” in hamming
distance, decode to the same opening, and the previous attack is defeated.

Informally, hiding and biding follow from properties of IdealComPuf. Indeed, protocol ComExtPuf,
basically consists in running two instances of IdealComPuf in parallel. Extractability follows from the
statistically biding of IdealComPuf, the unpredictability of Pr and the Minimum Distance Property of
ECC.

The formal description of the above protocol, that we denote by ComExtPuf = (Cpufext, Rpufext), 18
shown in Fig. 3.

Replacement of the honest PUF. In the decommitment phase, the committer sends back Pp, to the receiver.
The receiver checks the validity of the decommitment by querying Pr with the decommitment data. A
malicious committer, could replace Pr with another PUF, in which case the extractability property is not
achieved anymore. This attack can be easily overcome by assuming that, before giving its own PUF Pp
away, the receiver queries it with a secret random challenge, and stores the response. Then, when Pg, is sent
back, the receiver checks its authenticity by querying Pr on the same challenge and matching the response
obtained with the one stored.

On round complexity of ComExtPuf. For simplicity in Fig. 3 we describe the interaction between C,fext
and Rpyfex: using several rounds. However, we stress that, the exchange of the PUF can be done once at the
beginning of the protocol, and that except from the PUF transfer, the commitment phase requires only three
rounds. The decommitment is non-interactive, and require another PUF transfer.
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Protocol ComExtPuf

ECC = (Encode, Decode) is a (N, L,d! . ) error correcting code. Fpyr is parameterized with a PUF
family P=(rg',dl ..., d%. ,m'), with challenge size L. (FuzGen!, FuzRep!) is a (m!, ', t!, €')-fuzzy
extractor of appropriate matching parameters. Protocol IdealComPuf = (Cpufigeal; Rpufideal) (depicted in
Fig. 2 ) is run as sub-routine. Pg, Pr denote (sid of) the PUF created by the committer and the receiver,
respectively.

Committer’s Input: b € {0, 1}.

Commitmen Phase
1. Receiver Rpyfext: create a PUF sending (initpyr, Pr”, normal, Ryufext) to Fpyr and then handover
it to Cpufext, sending (handoverpyg, Pr, Rpufext, Cpufext) t0 FPUF-
2. Commitment of the Secret Bit: ComBit.
CpufEXt = RpufExt: run (Cpuﬂdea|(com, b), Rpuﬂdea|(com)> so that CpufEXt commits to bit b.
Let (stg,ps) < FuzGen'(og) the value obtained by Cpufext, after applying the fuzzy extractor to

the answer obtained from Pg in protocol ComBit.

3. Committer Cpyfexe: Send (evalpyr, Pr, Cpufext, Encode(sts)) to Fpyr and obtain response
(responsepyr, Pr, Encode(sts),or). If or = L (i.e., PUF Pg aborts), set o < 0. Compute
(str,pr) < FuzGen'(og).

4. Commitment of Pr’s Response: ComResp.
CpufEXt = RpufEth run <Cpuf|dea|(com, StRHpR), Rpuf|dea|(com)> so that CpufEXt commits to the
string stg||pr-

Decommitment Phase

L. CpufExt e RpufExt:
run <Cpuf|dea|<open7 b)7 Rpufldeal(open)> and <Cpuﬂdea|(opena StR‘ |PR)7 Rpufldeal(open)>-

2. Committer Cpyfext: handover PUF to Rpufexe by sending (handoverpyg, Pr, Cpufideal RpufExt) to
FPUF.

3. Receiver Rpyfexe: If both decommitment are successfully completed, then Rpuex gets the bit b
along with the opening sty for ComBit and string st’||p/, for ComResp.
Check validity of st’: send (evalpyr, Pr, Rpufext, Encode(st’s)) to Fpyr and obtain o’,. Compute
st < FuzRep! (0, plyy). If st’h = st’,, then accept and output b. Else, reject.

“Pr corresponds to the id of the PUF.

Figure 3: ComExtPuf: Ideal Extractable Commitment in the Fpyr model.

Theorem 2. If IdealComPuf is an Ideal Commitment in the Fpyp-model, then ComExtPuf is an Ideal
Extractable Commitment in the Fpyr model.

The proof of this theorem is provided in Appendix D.1.
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5 Ideal Extractable Commitments from Stateless Tokens

In this section we show how to construct ideal extractable commitments from stateless tokens. We first con-
struct an ideal commitment scheme. Then, we use it as building block for constructing an ideal extractable
commitment.

5.1 Ideal Commitment Scheme in the F,., Model

Similarly to the construction with PUFs, we implement Naor’s commitment scheme by replacing the PRG
with a stateless token. Note that Naor’s commitment is already statistically binding, therefore the token
is only used to obtain also statistically hiding. In the construction with PUFs, the PRG is replaced with a
PUF that is inherently unpredictable. Thus, even after observing a polynomial number of challenge/response
pairs, a malicious receiver cannot predict the output of the PUF on any new (sufficiently far apart) challenge.
In this case, hiding breaks only if the receiver guesses the challenge used by the committer, which happens
only with negligible probability. Hence, hiding holds unconditionally.

Now, we want to achieve statistically hiding using stateless token. The problem here is that we do not
have unpredictability by default (as it happens with PUFs). Thus, we have to program the stateless token
with a function that is, somehow, unconditionally unpredictable. Clearly, we cannot construct a token that
implements a PRG. Indeed, after observing a few pairs of input/output, an unbounded receiver can extract
the seed, compute all possible outputs, and break hiding. We follow that same idea as [GIMS10] and we
use a point function. A point function f is a function that outputs always zero, except in a particular point
x, in which it outputs a value y. Formally, f : {0,1}" — {0, 1}" such that f(z) = y and f(z’) = 0, for all
x' # x.

Thus, we adapt Naor’s commitment scheme as follows. The committer picks a n-bit string x and a 3n-
bit string ¢ and creates a stateless token that on input = outputs y, while it outputs O on any other input. The
stateless token is sent to the receiver at the beginning of the protocol. After having obtained the token, the
receiver sends then Naor’s first message, i.e., the random value 7, to the committer. The committer commits
to the bit b by sending ¢ = y @ (r Ab). In the decommitment phase, the committer sends z, y, b. The receiver
queries the token with x and obtain a string ¢/'. If y = ¢/ the receiver accepts iff c = ¢/ & (r A b).

Statistically binding follows from the same arguments of Naor’s scheme. The token is sent away before
committer can see 7. Thus, since x is only n bits, information theoretically the committer cannot instruct
a malicious token to output 3y’ adaptively on z. Thus, for any malicious possibly stateful token, binding is
preserved.

Statistically hiding holds due to the fact that = is secret. A malicious receiver can query the token with
any polynomial number of values z’. But, whp she will miss z, and thus she will obtain always 0. Such an
answer does not help her to predict y. The only way to obtain y is to predict z. This happens with probability
27",

The above protocol is denoted by IdealTok and is formally described in Fig. 4. We stress that, this is
the first construction of unconditional commitment scheme that is secure even against malicious stateful to-
kens. The previous construction of unconditional commitment scheme of [GIMS10] is secure as long as the
malicious token is stateless (i.e., it assumes that the adversary cannot create stateful tokens). Furthermore,
our constructions requires only one stateless token, while construction of [GIMS10] requires a number of
tokens that depends on the security parameter.

String Commitment reusing the same token. To commit to a { = poly(n) bit string reusing the same
stateless tokens is sufficient to embed /¢ pairs (x1,y1),. - ., (g, y¢) in Tc. Then, execute protocol ldealTok
for each bit of the string in parallel. The receiver accepts the string iff all bit commitments are accepting.
Hiding still holds since probability that a malicious receiver guesses one of the challenges is ¢/2".
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Protocol |dealTok
Committer’s Input: b € {0, 1}.

Commitmen Phase

1. Committer Cigeartok: pick x & {0,1}", y & {0,1}3". Create token 7¢ implementing the point
function f(z) = y; f(2') = 0 for all 2’ # z. Send (create, sid, CigealTok> RidealToks 7¢) t0 Furap-

2. Receiver Rigealtok: pick 7 & {0,1}3". Send 7 to CigealTok-

3. Committer CigeaiTok: Send ¢ = y P (7" VAN bgn) to RigealTok-

Decommitment Phase
1. Committer CigeaiTok: send (b, x) to RigealTok-

2. Receiver Rigeartok: send (run,sid, RigealTok, 7c, ) and obtain y. If b = 0, check that ¢ = y. Else,
check that y = ¢ @ r. If the check passes, accept and output b, else reject.

Figure 4: |dealTok: Ideal Commitments in the Fyrap model.

5.2 Ideal Extractable Commitment in the 7., model

To achieve extractability we again augment the ideal commitment scheme IdealTok with three simple steps.
First, make the receiver send a token 7r to the committer. Second, make the committer to first commit to the
secret bit (using IdealTok), then query token 7g with the opening of such commitment (namely, value y).
Third, the committer commits to the answer received from 7. In the decommitment phase, the receiver has
to cross check the validity of two commitments (commitment of the bits and commitment of the answer) and
the consistency of the answer with its own token. Note that with tokens there is no need for the committer
to send the token back to the receiver, since the function embedded in the token is well known to the creator.

However, with stateless tokens, achieving extractability is more complicated. Indeed, which function
should 7R run, that will force the committer to query it with the correct opening? Let us discuss some wrong
solution, to then converge to the correct one.

Consider the function that takes as input a string y (the opening of ComBit) and outputs Mac(k, y), for
some secret key k. Such function does not guarantee extractability. A malicious committer, can query the
token on two random strings ¥, y2 (the token is stateless) and extract the MAC key. Later, the adversary
can secretly compute the MAC on the actual opening y, without using the token. Thus, she will be able to
provide a valid decommitment, while the extractor fails. Note that, this case is ruled out when using PUFs.
The reason is that, even after many queries, the adversary is not able to compute the answer of the PUF on
a new string y by herself.

Consider the function that takes as input a commitment’s transcript (7, c) (of protocol IdealTok) and
the opening y. It checks that y is a correct opening of ¢, and if so, it outputs Mac(k, y). This function is
still not sufficient for obtaining extraction. A malicious committer can query the token with arbitrary pairs
(commitment, decommitment) that do not correspond to the actual commitment c sent to the receiver. Thus
we are in the previous case again.

The right function to embed in the stateless token, is the following. The function, parameterized by two
independent MAC keys Kyec, ktok, takes as input a commitment’s transcript (7, c), @ MAC 0yec (value oyec
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is computed by the receiver, i.e., the creator of the token) and an opening y. The function checks that y is
a valid opening of (r, c), and that o is a valid MAC computed on (7, c) (i.e., 0rec =Mac(kyec, r||c)). If
both checks are successful, the function outputs the MAC computed on the opening y. Namely, it outputs
ook = Mac(kiok, ). Due to the unforgeability of the MAC, and the statistically binding property of the
commitment scheme ldealTok, a malicious committer can successfully obtain the answer to exactly one
query. Note that, a malicious committer, can perform the following attack. Once it receives the string r
from the receiver, it picks strings yo and y; such that r = yg & y; and sends the commitment ¢ = yg to
the receiver, obtaining the MAC of c. With the commitment so computed, and the MAC, it can query token
Tr twice with each valid opening. In this case, the committer can extract the MAC key, and at the same
time baffling the extractor that observes two valid openings. The observation here is that, due to the binding
of IdealTok, for a commitment ¢ computed in such a way, the malicious committer will not be able, in the
decommitment phase, to provide a valid opening. (The reason is that, whp, she cannot instruct its token to
output neither yg or y1). Thus, the extractor fails and outputs L, but at the same time the decommitment will
not be accepting. Thus extractability is not violated.

As final step, the committer commits to the answer ok, using the scheme IdealTok. (If the token of the
receiver aborts, the committer sets ook to the zero string). In the decommitment phase, the receiver, first
checks the validity of both commitments (commitment of the bit, commitment of the answer oox). Then,
given the opening of the bit, it checks that oy is a valid MAC computed under key kox on such opening.

Binding follows from the binding of ldealTok and the unforgeability of MAC. Hiding still follows from
the hiding of IdealTok. Indeed, the answer of Tr sent by the malicious receiver, is not forwarded to the
receiver, but is committed using the ideal commitment ldealTok. Furthermore, if T selective aborts, the
committer does not halt, but it continues committing to the zero-string. The receiver will get the answer in
clear, only in the decommitment phase, when the bit has been already revealed. The formal description of
the above protocol, that we denote by ExtTok, is shown in Fig. 5.

Extractable String Commitment reusing the same token. To achieve extractability for a ¢-bit string,
reusing the same token 7R is sufficient to load 7g with £ pairs of independently chosen MAC keys (k .., k:tlok),
s (B, kfok). Then run ¢ executions of ExtTok in parallel. The receiver accepts the string, iff the opening
of all ¢ bits are accepting. Extractability holds due to the fact that for each execution of ExtTok, a new MAC
key is used.

Theorem 3. Protocol ExtTok is an ideal extractable commitment in the Fap model.

The proof of Theorem 3 is provided in Appendix D.2.
6 On Reusing PUFs/tokens

Recall that protocol UCComCompiler requires parties to run 2 - (2n) extractable commitments. In the
security proof of protocol UCComCompiler we treat an extractable commitment as a black box. Hence,
each extractable commitment runs using an independent PUF/Token. However, if the security parameters
of PUFs and the functions embedded in the stateless tokens are properly set, then one can re-use the same
PUF/Token across all 4n executions. Thus, within a single execution of UCComCompiler one can reuse
the same PUF/Token for all the extractable commitments. The reason is that, all extractable commitments
are run in parallel. However, note that the same PUF/Token cannot be used among concurrent executions
of UCComCompiler. This is consistent with the basic UC-framework, where the same instance of setup
assumption cannot be shared among several protocol executions.

Indeed, in the basic UC framework (in contrast with the generalized UC model of [CDPW07] for exam-
ple), a setup assumption cannot be reused among more than one protocol execution. Namely, composability
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Protocol ExtTok

(Gen, Mac, Vrfy) is a one-time unconditional MAC. Protocol IdealTok = (CigealTok, RidealTok) i run as
sub-routine.

Committer’s Input: b € {0, 1}.

Commitmen Phase

1. Receiver Reok: pick MAC-keys: krec, kiok. Create token 7gr implementing the following func-
tionality. On input a tuple (r||c, orec, y): if Vrfy(krec, 7||C, rec) = 1 and (¢ = y OR ¢ = y & ) then
output ook = Mac(kiok, y) else output L.

(Formally, RextTok sends (create, sid, RextToks CExtToks TR) t0 Furap). Send Tg to the sender CeyeTok-

Commitment of the Secret Bit: ComBit.

2. CextTok < RExiTok: Tun <C|dea|-rok(com, b), R|dea|-|-ok(com)> s0 that CgeaTok cOmmits to bit b. Let
(r, c) be the transcript of such commitment phase. Let y be the opening of c.

3. Receiver Rextok: compute grec < Mac(kyec, 7||C). Send oyec to Committer Ceyok-

4. Committer Cgx1ok: query Tr with g= (7]|c, Orec, y) (i.e., send (run,sid, CextTok; TR: q) t0 Furap)
and obtain oy If token 7g aborts, set oo = 0™.

Commitment of 7r’s Response: ComResp.
CextTok < RExtTok: Tun (CigeaTok (cOm, Otok ), RigealTok (com)) so that Cgyitok commits to the re-
sponse ook received from 7Tg.

Decommitment Phase

1. CgxtTok < RextTok: Opening of both commitments.
Run (Cigeaitok (0pen, b), Rigeaitok (0pen)) and (Cpyfideal (0PEN, Orec), Rpufideal (0PEN)).

2. Receiver Rgytok: If both decommitment are successfully completed, then Rgy 1ok gets the bit o/
along with the opening 3’ for ComBit and string o, for ComResp.

If Vrfy(keok, T]|Y; 01 ) = 1 then Reqok accept and output o', Else, reject.

Figure 5: ExtTok: Ideal Extractable Commitment in the F,,,ap model.

among protocols is guaranteed as long as each protocol uses an independent instance of the setup assump-
tion. For instance, in the standard CRS model, the same CRS cannot be shared by more than one protocol.
The reason is that the simulator needs to program the CRS in order to be able to simulate/extract.

However, a closer look to the security proof of our compiler, suggests that we do not need the abil-
ity of programming the setup assumption. Therefore, one can ask whether, our compiler is still secure
when the same setup is reused (e.g., the same PUF/token is reused) The answer is that it depends from the
implementation of the underlying extractable commitment scheme. The security of both our extractable
commitments relies on the fact that, any response computed by the PUF/Token, sent by the receiver, is re-
vealed to the receiver only in the decommitment phase. This crucially rules out the possibility of reusing
the same PUF/Token for concurrent executions. Indeed, consider a malicious receiver sending a token (or
PUF) to the committer and starting two protocol executions. Let us denote them session ¢ and session j.
Now, consider the case in which in session ¢ the decommitment phase is executed, while session j is still in
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the commitment phase. Recall that, in the decommitment phase, the committer reveals to the receiver the
answer of the receiver’s token (or send back the receiver’s PUF). It is immediate to see, that if the commit-
ter uses the same token is both sessions, the answer of the malicious token can reveal information on the
unopened session j. Thus hiding is trivially violated.
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A More Definitions

For two random variables X and Y with supports in {0, 1}", the statistical difference between X and Y,
denoted by SD(X,Y), is defined as, SD(X,Y) = % > efoyn [Pr[X =2]—Pr[Y = z]|. A function
e is negligible in n (or just negligible) if for every polynomial p(-) there exists a value ny € N such that for
all n > ng it holds that e(n) < 1/p(n).

Indistinguishability. Let WV be a set of strings. An ensemble of random variables X = { X, },ew is a
sequence of random variables indexed by elements of W.

Definition 9. Two ensembles of random variables X = {Xy}wew and Y = {Y, }wew are statistically

indistinguishable, i.e., { Xy bwew = {Yuw }wew if for any distinguisher D there exists a negligible function
€ such that

|Prio+ Xy:D(w,0) =1]=Prla+ Y, : D(w,a) =1]| < e(w).
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A.1 Ideal Functionalities and the UC framework

An ideal functionality F is specified as an interactive Turing machine that privately communicates with the
parties and the adversary and computes a task in a trusted manner. The specification of the functionality also
models the adversary’s ability to obtain leaked information and/or to influence the computation, also in case
the adversary corrupts parties. The world in which parties privately interact with the trusted machine F is
called ideal world.

A real protocol II is specified as an ITM executed by the parties. Parties communicate over the channel
in presence of an adversary .4 which controls the schedule of the communication over the channel, and can
corrupt parties. When a party is corrupted the adversary receives its secret input and its internal state. In this
work, we consider only static adversaries, which means that 4 can corrupt a party only before the protocol
execution starts. This is called real world.

A protocol IT securely realizes F if for any real world adversary A, there exists an ideal adversary Sim,
such that the view generate by .4 running the actual protocol is indistinguishable from the view generated
by Sim who has only access to the trusted party F.

We also consider a G-hybrid model, where the real-world parties are additionally given access to an
ideal functionality G. During the execution of the protocol, the parties can send inputs to, and receive
outputs from, the functionality G.

In the universally composable framework [CanO1], the distinguisher of the views is the environment Z.
Z has the power of choosing the inputs of all the parties and guide the actions of the adversary A (scheduling
messages, corrupting parties), who will act just as proxy overall the execution. Let IDEAL £ g;, = be the

distribution ensemble that describes the environment’s output in the ideal world process, and REAL% Az
the distribution of the environment’s output in the real world process in the G-hybrid model.

Definition 10 (Information theoretically UC-security). Let F be an ideal functionality, and 11 be a PPT
protocol. We say 11 realizes F in the G-hybrid model if for any hybrid-model static adversary A, there
exists an ideal world expected PPT adversary Sim such that for every environment Z, for all auxiliary
information to z € {0,1}* to Z, it holds:

{IDEAL]-',Sim,Z(na Z)}neN,ze{o,l}* ~ {REAL%A,g(m Z)}neN,ze{0,1}*

We stress that, there exist different formulations of the UC framework, capturing different requirements
on the set-assumptions (e.g., [CDPWO07, BFSK11a]). In some formulation for example, the set-up assump-
tion is global, which means that the environment has direct access to the set-up functionality G and therefore
the simulator Sim needs to have oracle access to G as well. In [BFSK11a] instead, while they assume that
Sim cannot simulate (program) a PUF, and thus has always access to the ideal functionality Fpyg, they
require that Z has not permanent access to Fpyr.

Commitment Ideal Functionality F.,,. The ideal functionality for Commitment Scheme as presented
in [CFO1], is depicted in Fig. 6.

A.2  Fpyr Ideal Functionality for Malicious PUFs

A malicious PUF is any physical device that “looks like” a PUF but it does not satisfy the PUF’s security
property. Namely, a malicious PUF could implement any function chosen by the adversary, and it can
be stateful. The ideal functionality modeling malicious PUFs has been proposed in [OSVW13], and is
the direct extension of the ideal functionality introduced in [BFSK11a]. The PUF access model assumed
by [OSVW13], follows the same model proposed in [BFSK11a] and consists in the following. The simulator
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Functionality F.on,
Feom running with parties Py, ..., P, and an adversary Sim proceeds as follows:

e Commitment Phase: Upon receiving a message (commit, sid, P;, P;, b) from P; where b € {0, 1},
record the tuple (sid, P;, Pj, b) and send the message (receipt, sid, P;, P;) to P; and Sim. Ignore
any subsequent commit messages.

e Decommit Phase: Upon receiving (open, sid, F;, Pj) from P, if the tuple (sid, P;, P}, b) is recorded
then send (open,sid, P;, P;, b) to P; and to Sim and halt. Otherwise ignore the message.

Figure 6: The Commitment Functionality Feop,.

Sim has interface access to Fpyr. This means that Sim cannot simulate a PUF, but it has permanent oracle
access to the ideal functionality Fpyg. The environment has a restricted access to Fpyg in the following
sense. It can invoke command Eval of Fpyf (i.e., query the PUF) only in case the PUF is in possession of
the dummy adversary, or when the PUF is in transit. Additionally, the dummy adversary and thus also the
simulator, have the power of creating honest PUFs.

The ideal functionality of [OSVW13] is depicted in Fig. 7. FpyF is parametrized by one honest PUF
family and one malicious PUF family. In our construction we need two PUFs that have different parameters.
This is not a problem, since Fpyr can be straightforwardly extended so that it is parametrized by more then
one honest PUF family.

A3  Furap Ideal Functionality modeling Stateless Tokens

The original work of Katz [Kat07] introduces the ideal functionality Fr.p to model stateful tokens in the
UC-framework. A stateful token is modeled as a Turing machine. In the ideal world, a party that wants to
create a token, sends the Turing machine to Frap. The adversary is, of course, allowed to send an arbitrarily
malicious Turing machine to Fyap. This translates in the fact that the adversary can send a malicious token
to the honest party. Frap Will then run the machine (keeping the state), when the designed party will ask
for it. The same functionality can be adapted to model stateless tokens. It is sufficient that the functionality
does not keep the state between two executions.

One technicality of the model proposed by [Kat07] is that it assumes that the adversary knows the code
of the tokens that she sends. In real life, this translates to the fact that an adversary cannot forward tokens
received from other parties, or tamper with its own token, so that the actual behavior of the token is not
known to anyone. The advantage of this assumption, is that in the security proof the simulator can rewind
the token.

In [CGS08], Chandran, Goyal and Sahai, modify the original model of Katz, so to allow the adversary
to create tokens without knowing the code. Formally, this consists in changing the ‘create’ command of the
Fuwrap functionality, which now takes as input an Oracle machine instead of a Turing machine. The model
of [CGS08] is even stronger and allows the adversary to encapsulate tokens.

Our security proofs are unconditional, and our simulator and extractor only exploit the interface access
to the ideal functionality Fap (i.€., they only observe the queries made by the adversary), namely, they
do not need adversary’s knowledge of the code. Therefore, our proofs hold in both [CGS08] and [Kat07]
models. In this work, similarly to all previous work on stateless tokens [Kol10, GIST10, CKST11], and
also [GIMS10], we do not consider adversaries that can perform token encapsulation.

A simplification of the Fap functionality as shown in [CGSO08] (that is very similar to the Fyrap
of [Kat07]) is depicted in Fig. 8.
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Fpur is parameterized by PUF families P; = (Sampleyorma1, Evalnorma1) with parameters
(rg, dnoises dmin, M), and Po = (Sampley41, Evalys1), and receives as initial input a security parameter
1™ and runs with a set of parties P = { Py, ..., P, } and adversary S.

e When a party Q € PU{ S } writes (initpyr, sid, mode, ) on the input tape of FpyfF, where mode €
{normal,mal }, then Fpyr checks whether £ already contains a tuple (sid, *, *, %, *):

— If this is the case, then turn into the waiting state.

— Else, draw id < Sampleyoae(1™) from the PUF-family. Put (sid, id, mode, @, notrans) in £
and write (initializedpyf, sid) on the communication tape of Q.

e When party P; € P writes (evalpyg, sid, P;, s) on Fpyg’s input tape, check if there exists a tuple
(sid, id,mode, P;, notrans) in L.

— If not, then turn into waiting state.

- Else, run g < Eval,oqe(17,id, s). Write (responsepyg, sid, s,0g) on P;’s communication
input tape.

e When a party P; sends (handoverpyf,sid, P, Pj) to Fpyr, check if there exists a tuple
(sid, *, *, P;, notrans) in L.
— If not, then turn into waiting state.
- Else, modify the tuple (sid,id,mode, P;, notrans) to the updated tuple (sid,id, mode, L,

trans(P;)). Write (invokepyr, sid, P;, P;) on S’s communication input tape.

e When the adversary sends (evalpyr, sid, S, s) to Fpyr, check if £ contains a tuple (sid, id, mode,
L, trans(x)) or (sid, id,mode, S, notrans).
— If not, then turn into waiting state.
— Else, run g < Evalycqe(1™,id, s) and return (responsepyg, sid, s,0g) to S.
e When S sends (readypyr,sid,S) to Fpyg, check if £ contains the tuple (sid,id,mode, L,
trans(FP;)).
— If not found, turn into the waiting state.

- Else, change the tuple (sid,id,mode, L, trans(F;)) to (sid,id,mode, P;, notrans) and
write (handoverpyr,sid, ;) on P;’s communication input tape and store the tuple
(receivedpyr, sid, F;).

e When the adversary sends (receivedpyg, sid, P;) to Fpyg, check if the tuple (receivedpyr, sid, P;)
has been stored. If not, return to the waiting state. Else, write this tuple to the communication input
tape of P;.

Figure 7: The ideal functionality Fpyg for malicious PUFs.
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Functionality F.,ap
Furap is parameterized by a polynomial p(-) and an implicit security parameter n.

Create. Upon receiving (create, sid, P;, P;, 7') from P;, where P; is another party in the system and 7
is an oracle machine do:

1. Send (create,sid, P;, P;, T ) to P;.
2. Store (P;, P;, T).

Execute. Upon receiving (run,sid, P;, 7, msg) from P;, find the unique stored tuple (P;, P;, T) (if no
such tuple exists, then do nothing). Run 7 with input msg for at most p(n) steps and let out be
the response (set out =L if 7 does not respond in the allotted time). Send (sid, P;, out) to P;.

Figure 8: The Fr,p functionality.

B Properties of Protocol ProveBlobsEquality

For convenience protocol ProveBlobsEquality is rewritten below. Recall that a blob is a pair of commitments
to bit, and the value committed to in a blob is the xor of such bits. Namely, a blob B; is the pair (c?, cl-l), of
commitments of bits (b?, b}), and the values committed to in blob B, is the bit b; = b? @ b}. For simplicity
in the following we use b;, b; to denote “the bit committed in blob B;, B;”.

ProveBlobsEquality(B;, B;)

1. V uniformly chooses e € {0, 1} and commits to e using IdealExtCom.
2. Psendsy:bg@b?tov
3. Vrevealseto P.

4. P reveals b; and b5. V accepts iff y = b7 @ b5.

Completeness. Follows from completeness of the commitment scheme IdealExtCom used to commit the
challenge e and to compute blobs B;, B;.

Lemma 1 (Soundness of ProveBlobsEquality). If IdealExtCom is an ideal commitment, then for any mali-
cious prover P*, there exists a negligible function e, such that if b; # b;, Pr [ Vaccepts | =1/2 + €.

Proof. The prover can cheat in two ways: 1) by guessing the challenge. In this case P* can just compute
y as b7 @ bj and convince the verifier; 2) by breaking the binding of IdealExtCom used to compute the
blobs. Due to the statistically hiding property of IdealExtCom, probability that any P* guesses the challenge
committed by V, is only negligibly better than 1/2. Due to the statistically binding property of IdealExtCom,
probability that P* opens a commitment adaptively on the challenge is negligible. O

Lemma 2 (Privacy of ProveBlobsEquality). Assume that B;, B; are statistically hiding commitments. If
b; = bj then for any malicious verifier V* the view is independent on the actual value of b; and b;.

Proof. We prove that given a view of V*, any value for b;, b; is equally likely. The view of V'* after the
execution of protocol ProveBlobsEquality consists of: B;, B;,y, b, bf. We argue that any bit 8 € {0, 1} is
consistent with such view. Indeed, since bits b?, b}, b?, bjl- are randomly chosen, for any bit 5 there exists a

pair b¢, b such that y = bf © b% and § = b © b and 8 = b§ @ b5 =
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Lemma 3 (Simulation of ProveBlobsEquality in the F,,x model). If |dealExtCom is a straight-line ex-
tractable commitment in the Faux-hybrid model, then there exists a straight-line PPT algorithm SimFalse,
called simulator, such that for any V'*, the view of V* interacting with SimFalse on input a pair (B;,B;) of
possibly not equal blobs (i.e., b; # bj) is statistically close to the view of V* when interacting with P and
b; = bj.

Proof. In the following we use the assumption that blobs are statistically hiding, therefore given B;, B;,
any pair b;, b; is equally likely to be the committed values. Let £ be the straight-line extractor associated
to IdealExtCom as required by Definition 4. On common input (B;, B;), SimFalse has interface access to
Faux and works as follows.

SimFalse (B;, B))

1. (V* has to commit to the challenge e.) For the commitment phase of IdealExtCom, run extractor
E' as-subroutine forwarding all the messages computed by F to V* and viceversa, and having in-
terface access to JF,ux (access to Faux is needed to run procedure F). After the completion of the
commitment phase, obtain b* € {0,1, L} form E. If V* or E aborts, then halt.

2. Send y = bi?* @ b?* to V*. If b* = | send a random bit.

3. Upon receiving the decommitment e of the challenge:

- If e # b* then abort. We call this event extraction abort.

- Else, if b* = L halt. Otherwise, reveal b, bg*.

Since E is straight-line (due to the straight-line extractability of IdealExtCom) and generates a transcript
that is identical to the one generated by an honest receiver (due to the simulation property of IdealExtCom),
the only deviation of SimFalse w.r.t. to an honest prover is in the computation of bit y. In the honest
execution y is always bY @ b‘}, in the simulated execution y depends on the challenge extracted, i.e., y =
yf* <) yé?*. For simplicity, let us assume that the challenge extracted b* corresponds to the one that is later
revealed by V*, i.e.,b* = e (we handle the case in which is not later).

We argue that, for any V* the view obtained interacting with an honest prover P and b; = b; (honest
execution), is statistically close to the view obtained interacting with SimFalse and b; # b; (simulated
execution).

The view of V* at the end of the execution of ProveBlobsEquality consists of: ((B;, B;), y, bf,5). In
case e = 0, it is easy to see that, given that blobs are statistically hiding, the view of the honest execution
is statistically close to the view of the simulated execution. Indeed, in this case y is computed as b? (S3) b?,
exactly as in the honest execution.

In case e = 1, in the simulated experiment ¥ is computed as bz-1 @ b}, deviating from the honest procedure
where y = bg &) b?. Here is sufficient to observe that, in the honest execution, b; = b; therefore it holds that
y=0bl & bjl- = b? & b?. Thus, distribution of (y, b}, bjl) obtained in the simulation is still statistically close
(given the hiding of blobs) to the distribution obtained from the honest execution.

When the challenge extracted (if any) is different from the one revealed by V*, SimFalse aborts. Thus
probability of observing abort in the simulated execution is higher than in the honest execution. Neverthe-
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less, due to the extractability property of IdealExtCom, probability of aborting because of extraction failure
is negligible. O

Here we prove another property of ProveBlobsEquality that will be useful when proving the straight-
line equivocality of protocol UCComCompiler. The following lemma is required only for the case in which
the simulator was used to prove a false theorem (i.e., b; # b;). Indeed, when b; = b; the transcript of the
simulation is always statistically close to the transcript of the honest execution even after one of the blob is
revealed.

Lemma 4 (Indistinguishability of the Simulation after one blob is revealed.). The view of V* in the simulated
execution (where b; # b;) is statistically close to the view of V* in the honest execution (where b; = b;)
even if, at the end of the protocol, one blob is revealed.

Proof. Assume wlog that after the execution of ProveBlobsEquality, the value b; of blob B; is reveal. This
means that both bits b?, b} are revealed. The view of V* at this point consists of values (y, b;, b?, bzl) So
only bit bf- is not revealed. Now consider again the honest experiment, when b; = b; and y = v @ b?, and
the simulated experiment where b; 7 b; and y = bf @ bj. We want to argue that, even after b; is known,
still the view generated by the simulator is statistically close to the view of the honest execution. Consider
the case in which e = 1 (the case in which e = 0 follows straight-forwardly). At the beginning all four
bits b?, b}, b?, bjl. are hidden to V'*. After the protocol execution V* knows bit bil, b} and y that is supposed
to be xor of b, b?. We already proved that in this case any value b;, b; of the blobs is equally likely. After
blob B; and therefore bit b; is revealed, V* knows 3 out of 4 bits, and the value of b? is determined by the
knowledge of b;. Indeed, if b; = b; then b? =b® b}. Furthermore, since y = b? @ b?, the values of b?
must satisfy also condition b? =y @ bY. Hence, b; ® b} = y @ Y. In the honest executions the equation
is certainly satisfied since b; = b; and y is honestly computed. We show that in the simulated experiment,
the equation always holds (note that in this argument we are using the fact that all shares b?, b}, b?, bjl. are
randomly chosen). Given the equation:

bi ®bj =y ® by
given that in the simulation y = b} @ bjl-, and b; = bY @ b}; by replacing y and b; we have: bY @ b} @ bjl =
by © by © 0.
O

C UC-security of UCComCompiler

In this section we provide formal proof of Theorem 1. We show a straight-line simulator Sim having interface
access to J,ux and interacting with F.om, only, that for any environment Z, generates a transcript that is
indistinguishable from the transcript that Z obtains from the real-world adversary A participating (or just
observing) the real protocol execution. We distinguish three cases, according to which party Z corrupts, if
any.

C.1 Committer and Receiver are honest

In this case the real-world adversary A is instructed by Z to not corrupt any party. The goal of the simulator
is to generate the transcript of the interaction between honest parties Cyc, Ryc. The procedure of Sim is
described in Simulator 1.

Simulator 1. /Sim in the honest-honest case.]
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Commitment Phase.

Whenever Feom Writes (receipt, sid, C,c, Ryc) to the communication tape of Sim in the ideal world, then this
message indicates that Z wrote the secret bit b to the input tape of C,.. Sim simulates the transcript of the
commitment phase between C,c and R as follows.

I For(i=1i=i+2i<2n—1)

- pick randomly 09 € {i i+ 1}; let £} < {i,i+ 1}/{0}.
- let Cyc run By = Blob(0) and B,1 = Blob(1) with Ryc.

When the simulated Cyc or Ryc queries functionality Faux, interact with Faux from their behalf.

2. For(i=1;i=1+2;4 < 2n — 1), simulate execution of ProveBlobsEquality(B;, B;;1) as follows
(the following steps correspond to procedure SimFalse except for the first step, in which the challenge
is not extracted but randomly chosen by Sim):

- pick a random challenge e, and let Cyc, Ryc run commitment phase of |dealExtCom where R,
runs as a committer on input e, and Cyc runs as a receiver.

- write y = b§ & 0§, on Ryc’s communication tape.

- write the decommitment of e on Cyc’s communication tape.

- write decommitments of b, b, | on the communication tape of Ryc.

In any of the steps above, delay or to drop a message according to the strategy of the real-world
adversary A.

Decommitment phase.
When receiving (open, sid, C,c, Ryc, b) simulate the transcript of the decommitment phase as follows.

1. Ifb=0thenfor(i=1;i=1i+2;i<2n—1) run OpenBlob(B).
2. Ifb=1thenfor(i=1;i=1i+2;1 < 2n—1) run OpenBlob(B).

Note that, in Step 2, Sim is basically running algorithm SimFalse. The only difference with SimFalse
is that the challenge e is not extracted using extractability of IdealExtCom, but it is chosen by Sim itself.
Therefore, in the following proof we will use the lemmata proved in Section B.

Claim 1 (Indistinguishability of the simulation when both parties are honest). If blobs are ideal commit-
ments, for any real-world adversary A and any environment Z, the transcript generated by Sim (Simulator
1) is statistically indistinguishable from the interaction between honest real-world C¢, Ryc.

Proof. In this proof we use only the statistically hiding property of ldealExtCom commitment scheme used
to implement the Blob procedure, and the interface access of Sim to F,,x which is necessary to honestly
execute protocol ldealExtCom.

In the honest-honest case, the environment Z sets the input of the honest sender C,., observes the com-
munication between C,c and R, and possibly delays/drops messages (we assume authenticated channel) of
the protocol through the dummy adversary .A. We show that the transcript simulated by Sim 1 is statistically
close to the actual transcript obtained from the real interaction of honest Cc, Ryc. The proof goes by hybrids
arguments. It starts from the real world, hybrid Hy, in which (Cyc, R,c) honestly run the protocol using the
input received from Z, and it ends to the ideal world, hybrid H,, where Sim simulates both parties without
knowing the actual input.
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Hybrid Hy: This is the real world.

Hybrid H;: In this hybrid, consider simulator Sim;. Simj obtains the input b chosen by Z for C,, it
honestly runs procedure of C,. on input b and procedure R,c, using independently random tapes
(and forwarding the queries of C,c, Ryc to the ideal functionality F,,,x when they run the extractable
commitment scheme). In addition, Sim; internally simulates a copy of the dummy adversary A as
well as A’s communication with Z, and let A control the scheduling of the communication. H; is
just the real world protocol, executed through the simulator Sim;. Clearly, hybrids Hy and H; are
identical.

Hybrid HJ (for 1 < j < n): The difference between hybrid Hj and hybrid H} " is that in Hybrid HJ,
the j-th instance of Protocol ProveBlobsEquality, is simulated. Specifically, in hybrid HI, Sim%
simulates the j-th instance of ProveBlobsEquality by running Step 2 of Sim 1 instead of running the
honest prover procedure (as the honest C,. would do).

We claim that the views obtained from hybrids H. % ~!and H. g are statistically close.

In hybrid Hg_l the j-th execution of ProveBlobsEquality is executed following the procedure of
the honest prover P. In hybrid H % the procedure of a modified (the challenge e do not need to be
extracted) SimFalse is followed instead. By lemma 2, it holds that the transcript generated by SimFalse
is statistically close to the transcript generated by an honest prover. In our case is even identical since
we do not have to consider the negligible probability of failure of the extraction, and since the pair of
blob B;, B;_1 are equal.

Hence, hybrids Hg ~!and H. g are identical.

Note that, Hybrid HY corresponds to the real experiment H; where all proofs are given by honestly
running the prover of ProveBlobsEquality, and HJ corresponds to the case in which all proof are
simulated, by running SimFalse.

Hybrid Hs: In this hybrid, we consider simulator Sims. In the commitment phase, Simg chooses, for each
1, the indexes 69, Eil. Then in the decommitment phase Simg, pick a random bit d, and for each pair i,
it opens always the blob in position egl. This hybrid is identical to H2'.

Hybrid H4: In this hybrid, we consider simulator Simy4. In the commitment phase Simy follows Step 2
of Simulator 1. Namely, for all indexes B? it commits (it “blobs™) to 0, and it commits to 1 for the
remaining index E}. Then in the decommitment phase, for each ¢ it opens blobs in position Ef. Note
that here Simy is not using the knowledge of the input b in the commitment phase.

The difference between hybrids Hs and H, is that blobs do not commit to the same bit, they are not
all equal. Therefore, in H,4 the simulated proofs are given on pairs of blobs that are not equal, and
then one of the blobs is revealed. By Lemma 4, and the statistically hiding property of blobs (that are
ideal commitment schemes) it follows that hybrids Hs and Hy are statistically close.

Noticing that Simy corresponds to the procedure of Sim (Simulator 1), we have that hybrid Hy is the
ideal world. The claim is proved.
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C.2 Receiver is corrupt

In this case the environment Z instructs the real-world adversary A to corrupt the receiver R,,c. The simulator
in this case, is very close to Simulator 1 shown for the honest-honest case. Therefore we will just point out
the differences with the previous simulator, and how the same indistinguishability proof can be consequently
adapted.

Concerning the simulator, the main difference with Simulator 1 is in Step 2. While in the honest-honest
case the challenge is chosen by Sim 1 itself, in the malicious receiver case, the challenge must be extracted
from the adversary. This simply means that Step 2 must be replaced with procedure SimFalse shown in
Lemma 2. Furthermore, the simulator in this case is not simulating R, but is internally running A that
plays as a receiver. Thus, it has to take care of .4 aborting the protocol at any point.

The proof that such simulation is indistinguishable from the real-world execution goes along the same
lines of the proof provided for the honest-honest case. The main difference is in hybrid Ho, that in case of
malicious receiver, is only statistically close to hybrid H;. Indeed, when the receiver is malicious we have
to consider the negligible probability of the failure of the extractor associated to the commitment scheme
IdealExtCom.

C.3 Committer is corrupt

In this case, the environment Z instructs the adversary A to corrupt the sender C,.. The simulator Sim
internally simulates a copy of the dummy adversary A as well as .A’s communication with Z. In addition,
Sim simulates the honest receiver Ry to 4. The goal of Sim is to extract the bit that A is committing to in
the simulated execution, so that it can send it to the ideal functionality Feom.

The procedure of Sim very roughly is the following. Sim extracts the bits committed in each blob by
running the extractor of IdealExtCom and then executes protocols ProveBlobsEquality exactly as the honest
receiver Ryc. If all the executions of ProveBlobsEquality are accepting, then Sim looks at the extracted pair
of bits, and proceeds as follow. If there exists at least one pair (b, b) and at least one pair (b, b), (for a bit b),
then the adversary, that has to open at least one bit per pair, will open to b and b, thus leading the receiver
to reject. Indeed, the receiver expects that all bits opened are equal. Thus, in this case the adversary cannot
successfully open to any bit. Hence, the simulator will play the bit O in the ideal functionality. If there exist
only pairs in the form (b, b) or (b, b), then the adversary, can successfully open only to bit b. In this case, Sim
will play b in the ideal world. Finally, if all pairs are not equal, that is, each pair is either (b, b) or (b, b), then
the adversary can later successfully open to both b and b. In this case, Sim has no clue on which bit to play
in the ideal functionality and fails. Since this case happens when the adversary was able to prove equality
of n pairs that are not equal, probability that the adversary passes all these false proofs is 27", which is
negligible. Thus, probability that Sim fails in the extraction of the secret bit, is negligible as well. Sim is
formally defined in Simulator 2.

Simulator 2 (Sim in case sender C, is corrupt.). Activate A on input the security parameter n and the
secret bit received by Z. When A starts the commitment phase, proceeds as follows.

Commitment Phase.

1. Forj =1,...,2n: extract the bit committed in blob B;. Namely, run the procedure of the extractor F
associated to |dealExtCom for the pair of commitments in B;. Obtain bits b(;,bjl- from the extraction.
Setb; = b? &) bjl-. In this phase Sim uses the interface access to F,,x as required by E. If F aborts in
any of the executions, then Sim also aborts. If A does not abort in any of the commitments, proceeds

to the next step.
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2. If A proceeds to run ProveBlobsEquality(B;, B;+1), for all adjacent pairs, then follow the procedure
of the honest receiver.

3. If all proofs are successful, consider the bits extracted in Step 1, and check which case applies:

1. There exists a bit b such all adjacent pairs of extracted bit are either (b,b) or (b, b). In this case,
since in the decommitment phase A is required to open one bit for each pair, there is only one bit
that A can possibly decommit to, and is the bit b. Thus, send (commit, sid, C,c, Ruc, b) t0 Feom.

2. There exists at least an adjacent pair of bits (b, b) and at least one pair of bits (b, b). In this case,
A that has to open at least one bit for each pair, cannot successfully commit to any bit. Thus
send (commit, sid, Cc, Ryc, 0) t0 Feom-

3. (Failure) Each adjacent pair is either (0,1) or (1,0). In this case, A could correctly decommit
to both 0 and 1. Thus, abort. We call this event Input Extraction Failure.

Decommitment phase.

If A correctly decommits to a bit b, (i.e., all blobs revealed agree on the same value b), send (open, sid, Cyc, Ryc, b)
to Feom- Else, if A aborts, halt. If b is different from the one sent in the commitment phase, then abort. We

call this even Binding Failure.

Claim 2 (Indistinguishability of the simulation when the sender is corrupt). If blobs are ideal extractable
commitments, for any real-world adversary A corrupting the sender C,c, any environment Z, it holds that
view REAL{%EO“A’Z is statistically close to IDEAL £ gir, 5 =

Proof. Sim 2 behaves almost identically to honest receiver R,.. Indeed, it runs E in the first step, that
due to the simulation property of IdealExtCom, generates a view that is identical to the one generated by
an honest receiver. Then it honestly follows protocol ProveBlobsEquality. However, differently from the
honest receiver, Sim 2 aborts more often. Specifically, Sim 2 additionally aborts in the following two cases:

Case 1. In Step 1, when the extractor E fails in extracting the bit from any of the blobs.

Case 2. In Step 3, Sim fails in determining the bit committed to by .A. We call this event Input
extraction Failure, since Sim fails in extracting the input to send to the ideal functionality Feom.

Case 3. In the decommitment phase .4 opens to a bit b that is different from the one extracted by Sim.

Due to the extractability property of the ideal extractable commitment ldealExtCom, Case 1 happens only
with negligible probability. Due to Lemma 5, probability of Case 2 is also negligible. Finally, due to the
statistically binding property of Blobs, probability that .4 can open to a bit that is different from the one
extracted is negligible. Therefore, the view of .4 simulated by Sim is statistically close to the view obtained
from the interaction with real world receiver. Which implies that the distribution of the input extracted by
Sim is statistically close to the distribution of the input played in the real world, and the communication
between A and Z simulated by Sim is also statistically close to the communication of Z with 4 interacting
in the real protocol. Which implies that REAL&“&OM Az and IDEAL £ g;, 5 = are statistically close. O

Lemma 5. Probability of event Input extraction Failure is negligible.
Proof. Event Input extraction Failure happens when both the following events happen:

Event 1: all executions of protocol ProveBlobsEquality are successful. Namely, for all i #, ProveBlobsEquality(
Bi, Bi1) provided by A is accepting.

YorG=1;i=i+2;i<n)
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Event 2: Each consecutive pair of blobs is not equal. Namely, for all 7, b; # b;, where b; and b; are
the bits committed respectively in B; , B, 1.

Due to the soundness of protocol ProveBlobsEquality, an adversary committing to n consecutive pairs
that are all not equal, passes all the equality proof with probability 2%, which is negligible.
O

D 1Ideal Extractable Commitments: Proofs

In this section we provide formal proofs of our ideal extractable commitments shown in Section 4 and
Section 5.

D.1 Proof of the Ideal Extractable Commitment with PUFs ComExtPuf

In this section we formally prove that Protocol ComExtPuf (shown in Fig. 3) is an ideal extractable com-
mitment scheme. Namely, we provide the full proof of Theorem 2.

Proof. Completeness. Completeness follows from completeness of Ideal ComPuf, from the response con-
sistency property of PUF and fuzzy extractors and the correct decoding property of Error Correcting
Codes.

Hiding. The commitment phase of protocol ComExtPuf basically consists in the parallel execution of two
instances of IdealComPuf. In the first instance, that we call ComBit, Cj,,fe«t commits to its secret bit
b, in the other instance, that we call ComResp, it commits to some value received from the (possibly
malicious) PUF Pj, >, Although Py could compute the response adaptively on the query observed,
thus revealing information about the opening (recall that the query corresponds to the opening of
ComBit), such information cannot reach A since the response is committed using IdealComPuf. Fur-
thermore in case P}, aborts, Couex: continues the protocol, committing to the string 0, in fact, ruling
out selective abort attacks.

Formally, the hiding proof goes by hybrids:

Hy : In this experiment the committer honestly commits to the bit 0. Namely, it runs ComBit to
commit to 0, then in queries the possibly malicious PUF Py, with the opening of ComBit. Fi-
nally it commits to the answer received from P}, running protocol ComResp (if Py, aborts, the
committer commits to the zero string).

H; : In this experiment the committer runs ComBit as commitment of 0 and ComResp as commit-
ment of the string 0%, instead of the actual opening of ComBit. Due to the hiding of IdealComPuf,
Hy and H, are statistically close.

Hy : In this experiment the commitment runs ComBit as commitment of 1 and ComResp still as
commitment of 0. Due to the hiding of IdealComPuf, H; and Hy are statistically close.

H3 : In this experiment the committer queries the possibly malicious PUF Py, with the opening of
ComBit and commits to the answer (if any) running ComResp. If Py, aborts, the committer
commits to the zero string. Due to the hiding of IdealComPuf, Hy and Hj are statistically close.
In this experiment the committer is honestly committing to the bit 1. This completes the proof.

Binding. Binding follows straight-forwardly from the binding property of ldealComPuf.

SRecall that, to create a malicious PUF, the malicious receiver A sends (initpur, mal, Pr, Rpufext) to Frur
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Extractability. We show a straight-line PPT extractor £’ that having interface access to Fpyr satisfies the
properties of Definition 4. The extractor is formally described in Fig. 9. A denotes the malicious
sender.

Extractor £
E creates PUF Pg sending (initpyr, normal, Pr, Rpufext) to Fpur. E handovers the PUF to A, sending
(handoverpyr, PR, Rpufext, A) to Fpyr. Queries made by A to Pr are intercepted by F, stored in the
variable Q, and then forwarded to Fpyg. The answers received by Fpyr are then forwarded to A.
Commitment Phase:
E honestly follows the procedure of Ryy¢ex:. If the commitment phase is accepting, £ proceeds to extrac-
tion phase. Else, it halts. Let (r, c¢) be the transcript of ComBit.
Extraction Phase:

- If there exists a query x € Q such that ¢ = Decode(x) then output 0.

- If there exists a query 2 € Q such that ¢ = Decode(z) ¢ r then ouput 1.

- Case 1) If there exist queries zg, z1 € Q s.t. ¢ = Decode(xg) AND ¢ = Decode(z1) & r then output

1.
- Case 2) If there exist no query in Q that decodes to a valid opening of c, output L.

Figure 9: E: Extractor associated to ComExtPuf.

Extractor E satisfies the following properties.

FE runs in polynomial time. FE follows the procedure of the honest receiver, which is polynomial. In
the extraction phase E runs algorithm Decode for at most polynomially many queries. Due to
the efficiency property of ECC this operation also requires polynomial time.

Simulation. The extractor £ follows the procedure of the honest receiver Rpyufext, and additionally it
collects the queries made by A to Pr. Therefore the view of A interacting with E is identical to
the view of A interacting with R ext.

Extraction. We have to prove that, when E outputs |, probability that A provides an accepting
decommitment is negligible. First, recall that £ outputs L in two cases. Case 1) there exists a
pair of queries g, 1 that are both valid openings of c. Case 2) there exists no query decoding
to a valid opening of c.

- Case 1. Note that, A can always compute x, x1 such that r = Decode(z() @ Decode(z1) and
compute ¢ = Decode(z(). We argue that, if A computes c in such a way, then probability
that A can provide an accepting decommitment for c is negligible. This follows directly
from the binding of ldeal ComPuf.

- Case 2. Towards a contradiction, assume that .4 does not query the PUF with any valid
opening, but in the decommitment phase, A still provides an accepting decommitment. An
accepting decommitment in ComExtPuf consists of the decommitments of ComBit and
ComResp. Namely, the bit b, along with the value stg such that ¢ = stg @ (r A b), and the
string (stg||pr) (for simplicity we are omitting the remaining decommitment data).

Since the decommitment is accepting it holds that st is the answer of the honest PUF Pr
on the query Encode(stg)(more precisely stg = FuzRep(or, pr) where op is the actual
answer of Pr on input Encode(stg)).
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By hypothesis no queries received by Pr in the commitment phase decoded to stg. Thus
one of these two cases has happened:
1. A has correctly computed Pr’s responds or without querying Pgr. In this case A
breaks unpredictability of the honest PUF Pg.
Indeed, due to the Minimum Distance property of ECC, we have that all the valid
codewords are at dp,j, hamming distance from each other. Thus, the only way for
A to obtain a response for an encoding of stg that was not inferred by F, is that such
encoding is dpmi, apart from any challenge observed by E. Predicting the PUF-response
of a challenge that is so far from the previously queried challenges, corresponds to break
the unpredictability of the PUF.
2. A queries Pr only in the decommitment phase. Then she opens the commitment
of the response, ComResp, accordingly. Due to the statistically binding property of
IdealComPuf, this case happens with negligible probability.

Binding. Here we have to prove that if E extracts bit b, probability that A decommits to bit b is
negligible. This basically follows from the biding of the sub-protocol IdealComPuf.

O

D.2 Proof of the Ideal Extractable Commitments with Stateless Tokens ExtTok

In this section we provide a formal proof of Theorem 3.
First, we prove that IdealTok is an ideal commitment scheme in the Fy,rap model.

Theorem 4. Protocol |dealTok is an ideal commitment scheme in the Frap model.
Proof. Completeness. By inspection.

Hiding. Hiding breaks if a malicious receiver A is able to compute ¥, in the commitment phase. Recall that
values z,y embedded into the stateless token 7¢ are chosen uniformly at random. Furthermore, 7c
responds only on input z. Since A can make only polynomial number of queries to 7¢, it can get y
only if she guesses x. This happens with negligible probability only.

Binding. The proof of binding can be adapted from the proof of protocol ldealCom (due to [OSVW13]). It
is sufficient to observe that a malicious PUF can be a malicious token.
O]

We are now ready to prove Theorem 3.

Proof. Completeness. Due to the completeness of the one-time unconditional MAC and the completeness
of the sub-protocol IdealTok.
Hiding. Follows directly from the hiding property of protocol ldealTok. The formal argument is similar to
the one provided in the hiding proof of Section D.1, and is therefore omitted.
Binding. Follows directly from the binding property of protocol IdealTok.
Extractability. Extractability roughly follows from the binding of IdealTok and the unconditional one-time
unforgeability of MAC. Details follow.

We show a straight-line PPT extractor £’ that having interface access to JFap satisfies the properties of
Definition 4. The extractor is formally described in Fig. 10. A denotes the malicious sender.

F runs in polynomial time. F follows the procedure of the honest receiver, which is efficient.
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Extractor £
E simulates the creation of 7g. Queries made by A to Tr are intercepted by F, stored in the variable Q,
and then answered faithfully (i.e., by following the code of an honest 7R).
Commitment Phase:
F honestly follows the procedure of Rg,i1ok. If the commitment phase is accepting, F proceeds to the
extraction phase. Else, it halts. Let (r, ¢) be the transcript of ComBit.
Extraction Phase:
- If there exists a query g= (7||c, Orec, y) € Q such that Vrfy(kyec, 7||C,0rec) = 1 and (¢ = y ) then
output 0.
- If there exists a query g= (r||c, Orec, y) € Q such that Vrfy(kec, 7||C, 0rec) = 1 and (c = y @ r ) then
output 1.
- Case 1) If there exist queries go,q1 € Q s.t. qo = (7||c, Trecs Yo) and g1 = (7||c, Orec, Y1), and
Vrfy(krec, ||c, orec) = 1 and both yg, y1 are valid openings for (r||c) then output L.
- Case 2) If no queries are accepting, output L.

Figure 10: E: Extractor associated to ExtTok.

Simulation. The extractor E follows the procedure of the honest receiver Rg,+1ok, and additionally it col-
lects the queries made by A to Tr. Therefore the view of A interacting with £ is identical to the view
of A interacting with Rg,qTok-

Extraction. We show that, probability that the extractor F outputs L (i.e., it fails in extracting the bit) but
the adversary A4 is instead able to provide an accepting decommitment is negligible. From Fig. 10 £
fails in the extraction in two cases.

In case 1, the adversary queries the token with two valid openings for the same commitment c. In
this case, the commitment c is not binding. We argue that, due to the binding property of protocol
Ideal Tok, probability that A later provides an accepting decommitment for c is negligible. The reason
is that, an opening of c is the pair z,y such that y = 7c(x). Note also that |z| = n while |y| = 3n.
The commitment c is equivocal only if ¢ = yo and r = yo & y; for some pair yo,y; € {0,1}3".
Since T¢ is sent to the receiver before the string r has been observed, probability that ¢ has been
programmed with a pair of strings which exclusive-or is 7 is negligible. Since z is only n bits, the
committer cannot later instruct the token 7¢ to answer the value ;. Thus, probability that A computes
a commitment ¢ which is equivocal and can be accepted in the decommitment, is negligible as well.
Hence, in case 1) extractability is not violated since the extractor fails only when the decommitment
will be accepted whp.

Now, consider case 2. Let r||c be the transcript of the commitment of ComBit. In case 2, the adversary
A did not query the token 7r with the opening of the commitment c (but she might have queried with
other values). We argue that, in this case, probability that .4 provides an accepting decommitment is
negligible. Assume, towards a contradiction, that .4 provides an accepting decommitment in protocol
ExtTok. This means that .4 committed to a valid MAC, computed with the key kiok, of the opening
y of commitment ¢, without querying 7g with y. Now, A can compute such a MAC in two ways.
Either, A was able to extract the key kiox by exploiting its access to the stateless Tr, or A was able to
forge the MAC under key k.

Due to the unconditional one-time unforgeability of MAC and the statistically binding of IdealTok, A
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cannot query the token 7g more then one time (thus extracting the key). Namely, it cannot query 7r
on values which prefix is different from r||c, o,ec Where o is received from the receiver (extractor).
This is due to the one-time unforgeability of the MAC used to compute o, and from the fact that
A observes only one MAC computed with kec. Once the prefix r||c is fixed, due to the binding of
Ideal Tok, probability that A can query the token for more then one opening is negligible (except the
case in which c is properly crafted, that we analyzed before). Thus, probability that .4 obtains two
MAC:s and extracts the key kiok, is negligible.

Since A cannot extract ko, the only case in which it can generate a valid new mac for an opening v,
without querying the token, is by forging the MAC. Due to the unforgeability of MAC, this happens
with negligible probability.
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