EEREE

5
20124 5 H

ARG TRSHETHA

Systems Engineering and Electronics

Vol. 34 No.5
May 2012

N E S :1001-506X(2012)05-1036-05

BEFEIEZEE SVM B9 W & N Z 46

i, EBRAE, £
(BEIRAFEFIEFKE, #Md KX 430033)

H B ABFENSEFTEEIEA FEEFATEARFWO IR, ENGEMNRZRET AL ZH
B, AAGEN TR TREAOGAEEARFHLERG S BERTFTERBLAZ AR IMKNBALHORZ
JUAT AR N A — BT B IR AR IHBTER . RHIFGENN S LI . EZ AT ILHG
FAG A BNAZEMN R G, R AR EM P B THREIT T HFmei i, FRGAEAN. ZARTA LR
AANREMNGERE . REDTREERTFHERG IFOETIS BB GEL,

KR : AN IHFGEN; S EEIR; RFEHRE; B EIUM

hESES: TP 393 XEkRERL: A DOI:10. 3969/j. issn. 1001-506X., 2012, 05. 32

Network intrusion detection based on modified kernel function SVM

JING Xiao-pei, WANG Hou-xiang, NIE Kai
(Electronic Engineering Institute , Naval University of Engineering , Wuhan 430033 , China)

Abstract: As the support vector machine (SVM) classification approach has a good generalization perform-
ance in the cases of small number and non-linear samples, it is widely used in network intrusion detection fields.
In order to resolve the offset phenomenon of separating a hyperplane caused by imbalanced data, Riemannian ge-
ometry inherent in a nuclear function is regarded as an important basis and a pseudo-consistency transformation
function is also introduced, both of which are used to modify the kernel function and improve the generalization
ability of SVM classification. On this basis, an intrusion detection system based on modified kernel function
SVM is established, and a detailed description of the overall structure of the system and operating mechanism is

made. Finally, simulation experiment shows that this system can achieve a more accurate detection rate and im-

prove the SVM’s classification offset phenomenon caused by imbalanced data sets.

Keywords: intrusion detection; support vector machine (SVM); modified kernel function; imbalanced

data; Riemannian geometry
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