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Automatic verification technique for secret-sharing schemes in.applied Pi-calculus
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Abstract: In this paper, an abstraction of secret-sharing schemes that is accessible to a fully mechanized analysis was
given. This abstraction was formalized within the applied Pi-calciilussby using an equational theory that characterized the
cryptographic semantics of secret share. Based on that, an encoding method from the equational theory into a convergent
rewriting system was presented, which was suitable for)the “automated piotécol verifier ProVerif. Finally, the first general
soundness result for verifiable multi-secret sharing|échemes was concluded: for the multi-secret sharing schemes satisfying the
specified security criterion in ProVerif, the realisti¢’adversaries modeled on multi-secret sharing schemes in Pi-calculus can

simulate the ideal adversaries in verifier "\PioVefif, which means that realistic adversaries and ideal adversaries are

indistinguishable.
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